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$IWHU�VXFFHVVIXO�SXEOLFDWLRQ�RI�WKH�ILUVW�WZR�YROXPHV�RI�µAdvances in Networks, Security 
and Communications’�RSHQ�DFFHVV�%RRN�6HULHV�LQ�������9ROXPH����DQG�LQ�������9ROXPH�
����DQG�SRVLWLYH�IHHGEDFN�IURP�RXU�DXWKRUV�DQG�UHDGHUV��ZH�KDYH�GHFLGHG�WR�SXEOLVK�WKH��UG�
YROXPH�RI�WKLV�%RRN�6HULHV�LQ�������

7KLV�YROXPH�FRQWDLQV���FKDSWHUV�ZULWWHQ�E\���DXWKRUV�IURP���FRXQWULHV��$XVWULD��,QGLD�DQG�
6HQHJDO��%XW�LW�LV�QRW�D�VLPSOH�VHW�RI�UHYLHZV��(DFK�RI�WKH�FKDSWHUV�FRQWDLQV�WKH�H[WHQGHG�
VWDWH�RI�WKH�DUW�IROORZHG�E\�QHZ��REWDLQHG�E\�WKH�DXWKRUV�UHVXOWV��XQSXEOLVKHG�EHIRUH��
�
&KDSWHU� �� SUHVHQWV� LQ� GHWDLOV� WKH� DV\PSWRWLF� &UDPHU�5DR� ORZHU� ERXQG� �$&5/%�� IRU�
FDUULHU�EOLQG�QRQ�GDWD�DLGHG��1'$��HVWLPDWLRQ�RI� WKH�V\PERO�UDWH��7KLV�ILJXUH�RI�PHULW�
UHSUHVHQWV�WKH�WKHRUHWLFDO�OLPLW�RI�WKH�MLWWHU�YDULDQFH�SURGXFHG�E\�DQ\�HVWLPDWRU�LQ�WKH�ORZHU�
VLJQDO�WR�QRLVH�UDWLR��615��UDQJH��,W�FRXOG�EH�REVHUYHG�WKDW�WKH�615�YDOXH�FKDUDFWHUL]LQJ�
WKH�LQWHUVHFWLRQ�RI�$&5/%�DQG�PRGLILHG�&UDPHU�5DR�ORZHU�ERXQG��0&5/%��PLJKW�EH�
KHOSIXO�LQ�SUDFWLFH��)XUWKHUPRUH��D�QRYHO�HVWLPDWRU�DOJRULWKP�KDV�EHHQ�GLVFXVVHG��ZKLFK�
VXIIHUV�RQO\�PDUJLQDOO\�IURP�HUURU�IORRU�HIIHFWV��DOWKRXJK�WKLV�VROXWLRQ�UHTXLUHV�D�VHFRQG�
ILOWHU�RSHUDWHG�LQ�SDUDOOHO�WR�WKH�UHFHLYHU�PDWFKHG�ILOWHU��

7KH�FRQILGHQWLDOLW\�FRQFHUQV�LQ�FORXG�HQYLURQPHQWV�DUH�FRQVLGHUHG�LQ�WKH�&KDSWHU����7KH�
UHFHQW� VROXWLRQV� FRQFHUQLQJ� WKLV� VXEMHFW� KDYH�EHHQ�GHVFULEHG�E\� WKH� DXWKRUV��7KLV�ZLOO�
DOORZ�WR�LGHQWLI\�D�EHWWHU�SHUVSHFWLYH�WKDW�ZLOO�KHOS�WR�GHYHORS�LQ�IXWXUH�DQ�HIIHFWLYH�FORXG�
VWUDWHJ\�EDVHG�RQ�H[LVWLQJ�VROXWLRQV�LQ�RUGHU�WR�FRXQWHU�WKH�VHFXULW\�FKDOOHQJHV�UHJDUGLQJ�
GDWD�FRQILGHQWLDOLW\��

7KH�EORFNFKDLQ�EDVHG�DFFHVV�FRQWURO�IRU�GHFHQWUDOL]HG�FORXG�GDWD�SURSRVHG�LQ�&KDSWHU���
EULQJV� PDQ\� DGYDQWDJHV� LQ� WHUPV� RI� VHFXULW\�� $XWKRUV� KDYH� LQWHJUDWHG� WKH� EORFNFKDLQ�
WHFKQRORJ\�LQWR�WKH�FORXG�ZKLOH�HPSKDVL]LQJ�DFFHVV�FRQWURO�PDQDJHG�E\�VSHFLILF�QRGHV�
FDOOHG� PDVWHU� QRGHV� DQG� QRW� E\� D� FHQWUDO� HQWLW\�� ,QGHHG�� LW� UHVSRQGV� WR� VHFXULW\�
YXOQHUDELOLWLHV�LGHQWLILHG�LQ�H[LVWLQJ�GHFHQWUDOL]HG�FORXG�FRPSXWLQJ�VROXWLRQV��$PRQJ�WKH�
PDQ\� DGYDQWDJHV�� LW� LV� YHU\� SURILWDEOH�� HPSKDVL]HV� GDWD� FRQILGHQWLDOLW\�� RIIHUV� JRRG�
UHGXQGDQF\�DQG�XQOLPLWHG�EDQGZLGWK��

&KDSWHU���GHVFULEHV� WKH�PRGHOV�DQG�WHFKQLTXHV�IRU� LQWHOOLJHQW�FODVVLILFDWLRQ�RI�QHWZRUN�
WUDIILF�LQ�RUGHU�WR�LQFUHDVH�DFFXUDF\�LQ�WKH�DQRPDO\�GHWHFWLRQ�DQG�DWWDFN�LGHQWLILFDWLRQ�LQ�
,R7� HQYLURQPHQWV�� 7KH� LPSOHPHQWDWLRQ� RI� VHYHUDO� DUWLILFLDO� LQWHOOLJHQFH� FODVVLILFDWLRQ�
PRGHOV�QDPHO\�D�GHFLVLRQ�WUHH��UDQGRP�IRUHVW��$GD%RRVW�DQG�DQ�DUWLILFLDO�QHXUDO�QHWZRUN�
IRU�DQRPDO\�GHWHFWLRQ�DQG�DWWDFN�LGHQWLILFDWLRQ�LQ�,R7�QHWZRUNV�KDYH�EHHQ�DQDO\]HG�DQG�
GLVFXVVHG��

&KDSWHU���LV�IRFXVHG�RQ�WKH�HPHUJLQJ�WUHQGV�XVLQJ�,QWHUQHW�RI�0HGLFDO�7KLQJV��,R07��IRU�
KHDOWKFDUH�V\VWHP��7KH�IUDPHZRUNV��DUFKLWHFWXUHV�� WHFKQRORJLHV�DQG�SODWIRUPV�RI�,R07�
RQ�WKH�GLIIHUHQW�LQWHJUDWLRQ�OHYHOV�DUH�GHVFULEHG�LQ�WKH�&KDSWHU��
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�����,QWURGXFWLRQ��

&ORXG�FRPSXWLQJ�LV�WKH�RQ�GHPDQG�DYDLODELOLW\�RI�FRPSXWHU�V\VWHP�UHVRXUFHV��HVSHFLDOO\�
GDWD�VWRUDJH��FORXG�VWRUDJH��DQG�FRPSXWLQJ�SRZHU��ZLWKRXW�GLUHFW�DFWLYH�PDQDJHPHQW�E\�
WKH� XVHU�� ,W¶V� DQ� XPEUHOOD� WHUP� IRU� DQ\WKLQJ� WKDW� LQYROYHV� XVLQJ� KRVWHG� VHUYLFHV��
RQ�WKH�LQWHUQHW��

,W�LV�FOHDU�WKDW�FORXG�WHFKQRORJLHV�KDYH�SURYHQ�D�PDMRU�FRPPHUFLDO�VXFFHVV�RYHU�UHFHQW�
\HDUV� �VLQFH� WKH� DSSHDUDQFH� RI� SURGXFWV� DQG� FORXG� RIIHULQJV� OLNH� $PD]RQ� (&�� DQG�
0LFURVRIW� $]XUH�� VLQFH� LW� SURYLGHV� FRVW� VDYLQJV� WR� HQWHUSULVHV� WKDQNV� WR� YLUWXDOL]DWLRQ�
WHFKQRORJLHV�DQG�RSHQV�JDWHV�IRU�QHZ�EXVLQHVV�RSSRUWXQLWLHV�DV�ZHOO��

+RZHYHU�� &ORXG� &RPSXWLQJ� KDV� WR� IDFH� VHYHUDO� FKDOOHQJHV� DQG� LVVXHV�� 6WRULQJ� DQG�
SURFHVVLQJ�GDWD�RXW�RI�WKH�ERXQGDULHV�RI�D�FRPSDQ\�UDLVHV�VHFXULW\�DQG�SULYDF\�FRQFHUQV�
E\�LWVHOI��

3URWHFWLRQ�DQG�LQWHJULW\�RI�GDWD�LV�QRW�D�JXDUDQWHH�E\�DQ\�PDMRU�FORXG�VHUYLFH�SURYLGHU��
0DMRU�FORXG�VHUYLFH�SURYLGHUV�VLPSO\�GR�QRW�SXW�DQ�HPSKDVLV�RQ�SULYDF\��SURWHFWLRQ��DQG�
LQWHJULW\� RI� XVHU� GDWD��7UDGLWLRQDO� FORXG�SURYLGHUV� XVH� D�&HQWUDOLVHG� WHFKQRORJ\�ZKHUH�
WKHUH�KDV�WR�EH�RQH�WUXVWHG�HQWLW\�IRU�GDWD�VWRUDJH��$V�HYHU\�WUXVW�EDVHG�PRGHO��LW�VXIIHUV�
IURP�ZHDNQHVVHV� WKDW�PD\�KDUP�WKH�GDWD��7KH�FHQWUDOL]HG�FORXG� LV�YXOQHUDEOH� WR�PDQ\�
SRWHQWLDO�VHFXULW\�WKUHDWV��VXFK�DV�PDOZDUH��DSS�IODZV��PDQ�LQ�WKH�PLGGOH�DWWDFNV�WKDW�FDQ�
DIIHFW�FRQILGHQWLDOLW\�RI�GDWD��

:H�KDYH�SUHYLRXVO\�VWXGLHG�VHYHUDO�VROXWLRQV�HQVXULQJ�WKH�FRQILGHQWLDOLW\�RI�GDWD�LQ�WKH�
FORXG�>�@��,Q�IDFW��ZH�KDG�FODVVLILHG�WKHVH�VROXWLRQV�DFFRUGLQJ�WR�WKHLU�ZD\�RI�HQVXULQJ�GDWD�
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SURWHFWLRQ��%ORFNFKDLQ�WHFKQRORJ\�KDG�FDXJKW�RXU�DWWHQWLRQ�DQG�WKHUHIRUH�ZH�KDG�IRFXVHG�
RXU�UHVHDUFK�RQ�DUWLFOHV�HQIRUFLQJ�WKH�FORXG�DVVRFLDWHG�ZLWK�EORFNFKDLQ�WHFKQRORJ\��

:H�KDYH�FRQVHTXHQWO\�SURSRVHG�LQ�WKLV�SDSHU�D�QHZ�6FKHPH�WKDW�EXLOGV�D�IDLU�HFRV\VWHP�
ZKHUH� HYHU\RQH¶V� ULJKW� WR� SULYDF\� LV� IXOO\� SURWHFWHG� DQG� LQWHJULW\� LV� LQVXUHG� E\� WKH�
EORFNFKDLQ� WHFKQRORJ\�� 7KH� GDWD� LV� SURWHFWHG� IURP� DEXVLYH� FORXG� SURYLGHU¶V� DFWLYLWLHV�
HQVXULQJ� IDLU��GHFHQWUDOL]HG�DQG� WUXO\�SULYDWH�RSHUDWLRQV�� ,QGHHG�� ILOHV�DUH�QRW�VWRUHG� LQ�
FHQWUDOL]HG�GDWD�FHQWHU�LQVWHDG��WKH\�DUH�HQFU\SWHG��VSOLW�LQWR�SLHFHV��DQG�GLVWULEXWHG�RQ�D�
JOREDO�FORXG�QHWZRUN�� ,Q�RWKHU�ZRUGV�� WKH� WHFKQRORJ\� LQWURGXFHG�KHUH�EUHDNV�GDWD� LQWR�
IUDJPHQWV�DQG�VFDWWHUV�WKHP�DFURVV�D�YDULHW\�RI�FORXG�EDVHG�VWRUDJH�GHYLFHV��UDWKHU�WKDQ�
FHQWUDOO\� VWRULQJ� LQ� DQ\� RQH� FORXG�� ,Q� VRPH� ZD\V�� GHFHQWUDOL]HG� FORXG� VWRUDJH� ZRUNV�
VLPLODUO\� WR� ELW� WRUUHQWV�� ZKLFK� VHHG� GDWD� RQ� PDFKLQHV� WKDW� SDUWLFLSDWH� LQ� WKH� WRUUHQW�
QHWZRUN��2QH�NH\�GLIIHUHQFH��KRZHYHU��LV�WKDW�GHFHQWUDOL]HG�FORXG�VWRUDJH�LV�EDVHG�RQ�WKH�
XVH�RI�EORFNFKDLQ�WHFKQRORJ\��ZKLFK�KHOSV�WR�HQVXUH�WKH�LQWHJULW\�RI�WKH�GDWD��

7KLV�SDSHU�LV�RUJDQL]HG�DV�IROORZV��,Q�WKH�QH[W�VHFWLRQ��ZH�KDYH�VWXGLHG�VRPH�VROXWLRQV�RI�
GHFHQWUDOL]HG�FORXG�DVVRFLDWHG�ZLWK�EORFNFKDLQ�WHFKQRORJ\�DQG�DW�WKH�VDPH�WLPH�ZH�KDYH�
GLVFXVVHG�WKH�VFKHPH�FKRVHQ�IRU�WKH�DGDSWDWLRQ�LQ�RXU�VROXWLRQ��,Q�6HFWLRQ������ZH�JLYH�DQ�
RYHUYLHZ�RI�WKH�FKRVHQ�VROXWLRQ�%$&&��7KLV�LV�IROORZHG�E\�6HFWLRQ�����WKDW�SUHVHQWV�WKH�
WUDQVLWLRQ�IURP�FHQWUDOL]HG�WR�GHFHQWUDOL]HG�VWRUDJH��6HFWLRQ�����GLVFXVVHV�WKH�SURSRVHG�
PRGHO�DQG�LWV�FRQILJXUDWLRQ�DQG�SDUWLFXODULWLHV��,Q�6HFWLRQ������ZH�H[SRVH�WKH�OLQN�EHWZHHQ�
WKH� VWXGLHG� VFKHPH� DQG� WKH� RQH� ZH� SURSRVHG�� :H� VKRZ� WKH� VHFXULW\� DQDO\VLV� RI� WKH�
SURSRVHG�VROXWLRQ�LQ�6HFWLRQ������DQG�WKHQ�GLVFXVV�WKH�SHUIRUPDQFH�DQDO\VLV�DJDLQVW�DWWDFNV�
LQ� 6HFWLRQ� ����� )LQDOO\�� EHIRUH� FRQFOXGLQJ�� LQ� 6HFWLRQ� ���� ZH� KDYH� GLVFXVVHG� WKH�
DGYDQWDJHV�DQG�WKH�GLVDGYDQWDJHV�RI�WKH�SURSRVHG�PRGHO�%$&�'&��

�����%DFNJURXQG�DQG�5HODWHG�:RUNV�

,Q�WKLV�VHFWLRQ��ZH�ZLOO�KLJKOLJKW�VRPH�GHFHQWUDOL]HG�FORXG�VROXWLRQV�VWXGLHG�DPRQJ�ZKLFK�
ZH�ZLOO�FKRRVH�RQH�LQ�UHIHUHQFH�WR�RXU�IXWXUH�ZRUN��:H�ZLOO�DOVR�SURSRVH�D�FRPSDULVRQ�
WDEOH�DFFRUGLQJ�WR�VSHFLILF�FULWHULD�WKDW�FRXOG�EHWWHU�H[SODLQ�RXU�DSSURDFK��

�������0HWD�NH\�

([LVWLQJ� GDWD�VKDULQJ� VWUDWHJLHV� DUH� EDVHG� RQ� FHQWUDOL]HG� FORXG�VHUYLFH� SURYLGHUV���
'DWD�RZQHUV� VLPSO\� DXWKRUL]H� WKH� WUXVWHG� VHUYLFH� SURYLGHUV� DQG� OHW� WKHP�FDUU\� RXW� WKH�
VKDULQJ� SURFHVV�� +RZHYHU�� LQ� EORFNFKDLQ� VWRUDJH� ZKHUH� HYHU\� QRGH� LV� XQWUXVWZRUWK\��
H[LVWLQJ�GDWD�VKDULQJ�VFKHPHV�FDQQRW�EH�DSSOLHG�GLUHFWO\��:H�QHHG�D�VHFXUH�GDWD�VKDULQJ�
VFKHPH�WKDW�FDQ�ZRUN�XQGHU�EORFNFKDLQ�EDVHG�VWRUDJH�DUFKLWHFWXUH��)XUWKHUPRUH��LI�GDWD�
DUH�VKDUHG�LQ�WKHLU�HQFU\SWHG�IRUP��RZQHUV�PXVW�SURYLGH�WKHLU�GHFU\SWLRQ�NH\�WR�RWKHUV��
ZKLFK� HLWKHU� XQGHUPLQHV� WKH� VHFXULW\� RI� WKH� RZQHU¶V� RWKHU� GDWD� LQ� DQ� XQWUXVWHG�
HQYLURQPHQW�RU�ZH�QHHG�D�EHWWHU�NH\�PDQDJHPHQW�PHFKDQLVP�WR�HQFU\SW�HDFK�SLHFH�RI�
GDWD�ZLWK�D�VHSDUDWH�NH\��7KH�DXWKRUV�RI�WKLV�VROXWLRQ�>�@�SURSRVH�D�VHULHV�RI�SROLFLHV�DV�DQ�
DWWHPSW�WR�VROYH�WKHVH�SUREOHPV��
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6HFXUH� GDWD�VKDULQJ� RI� D� JHQHUDO� FORXG� VWRUDJH� V\VWHP� LV� FRPPRQO\� SHUIRUPHG� LQ� WKH�
IROORZLQJ�ZD\��:KHQ�DQ\�UHFLSLHQW�VHQGV�D�VKDULQJ�UHTXHVW��WKH�GDWD�RZQHU�HQFU\SWV�KLV�
GDWD�DQG�XSORDGV�WKH�GDWD�FLSKHU�WH[W�WR�FORXG�VWRUDJH��7KHQ��KH�DSSOLHV�WKDW�UHFLSLHQW¶V�
SXEOLF�NH\�WR�HQFU\SW� WKH�GHFU\SWLRQ�NH\�DQG�VHQGV� WKH�NH\�FLSKHU�WH[W� WR� WKH�UHFLSLHQW�
WKURXJK�VRPH�VHFXUH�FKDQQHOV��7KH�UHFLSLHQW�GHFU\SWV�WKH�NH\�FLSKHUWH[W�ZLWK�KLV�SULYDWH�
NH\�WR�JHW�WKH�GHFU\SWLRQ�NH\�DQG�WKHQ�GRZQORDG�WKH�GDWD�FLSKHU�WH[W�WR�GHFU\SW��,Q�WKH�
XQWUXVWHG�HQYLURQPHQW�ZH�KDYH��WKH�RQO\�VHFXUH�DQG�UHOLDEOH�FKDQQHO�IRU�GHFU\SWLRQ�NH\�
WUDQVSRUW�ZLOO�EH�WKH�EORFNFKDLQ��WKHUHIRUH�LQ�0HWD�NH\�ZH�SXW�WKH�NH\�FLSKHU�WH[W��

$OVR��RQ�FKDLQ�DV�D�SDUW�RI�WKH�PHWD�GDWD��DQG�XVH�WKH�EORFNFKDLQ�IRU�ERWK�NH\�PDQDJHPHQW�
DQG� NH\�GLVWULEXWLRQ�� DQG� WKXV� FRPHV� WKH� QDPH� RI� WKH� SURSRVDO�� 6LQFH� WKH� PHWD�GDWD��
RQ�FKDLQ�DUH�SURWHFWHG�E\�WKH�RZQHU¶V�SULYDWH�NH\��D�VHFXUH�GDWD�VKDULQJ�QRZ�WXUQV�LQWR�
WKH�JHQHUDWLRQ�RI�D�QHZ�UHFRUG�RI�PHWD�GDWD�RQ�FKDLQ�RZQHG�E\�WKH�UHFLSLHQW�IRU�KLV�FRS\�
RI�WKH�VKDUHG�GDWD��

,Q�D�EORFNFKDLQ�EDVHG�FORXG�VWRUDJH��WKH�VHFXULW\�RI�GDWD�LV�ERWK�SURWHFWHG�E\�HQFU\SWLRQ�
DQG�WKH�FRQFHDO�RI�WKH�ORFDWLRQ��7KHVH�ORFDWLRQV�DUH�UHFRUGHG�LQWR�PHWD�GDWD�WKDW�FDQ�RQO\�
EH�UHDG�E\�GDWD�RZQHUV��WKHUHIRUH��ZH�QHHG�WR�XVH�QHZ�GHFU\SWLRQ�NH\�DQG�ORFDWLRQ�IRU�WKH�
VKDUHG�GDWD�GLIIHUHQW�IURP�WKH�RULJLQDO�FRS\�DQG�RQO\�NQRZQ�WR�WKH�UHFLSLHQW�WR�HQVXUH�WKH�
OHYHO�RI�VHFXULW\�IRU�ERWK�SDUWLHV�DIWHU� WKH�VKDULQJ��6LQFH�WKH�GDWD�WR�EH�VKDUHG�DUH�YHU\�
OLNHO\� DOUHDG\� HQFU\SWHG� DQG� VWRUHG� LQ� WKH� FORXG�� DVNLQJ� WKH� GDWD�RZQHU� WR� GRZQORDG��
GHFU\SW��UH�HQFU\SW��ZLWK�D�QHZ�GHFU\SWLRQ�NH\��DQG�XSORDG�DJDLQ��WR�D�GLIIHUHQW�ORFDWLRQ��
LV�QRW�RQO\�YHU\�LQHIILFLHQW��EXW�DOVR�SRVHV�VHFXULW\�ULVNV�EHFDXVH�WKH�SODLQ�WH[W�QHHGV�WR�EH�
UHFRYHUHG� GXULQJ� WKH� VKDULQJ� SURFHVV�� 7R� WDFNOH� WKHVH� LVVXHV� LQ� WKLV� VROXWLRQ�� SUR[\��
UH�HQFU\SWLRQ� LV� FKRVHQ� DV� WKH� IRXQGDWLRQ� RI� NH\� DQG� FLSKHU�WH[W� WUDQVIRUPDWLRQ�
PHFKDQLVP��

'UDZEDFNV� RI� WKH� VROXWLRQ�� (YHQ� LI� WKH� SDUWLFXODULW\� RI� 0HWD�NH\� LV� WR� VWRUH� WKH�
GHFU\SWLRQ�NH\V�LQ�WKH�EORFNFKDLQ��ZH�FDQ�VKRZ�WKDW�LW�LV�D�ZHDN�SRLQW�RI�WKH�VROXWLRQ��,Q�
DGGLWLRQ��LW�LV�D�YXOQHUDEOH�VROXWLRQ�WR�EUXWH�IRUFH�DWWDFN��

�������6WRUM�

$FFRUGLQJ�WR�:LONLQVRQ�DQG�/RZU\�>�@��LW�LV�WLPH�IRU�FORXG�VWRUDJH�V\VWHPV�WR�EHFRPH�D�
UHDO�FORXG��$QG�WKDW
V�RQO\�SRVVLEOH�ZKHQ�D�PDVVLYH�QXPEHU�RI�UHVRXUFHV�DUH�FRQQHFWHG�LQ�
RUGHU�WR�IRUP�D�VWRUDJH�V\VWHP��:LWK�WKH�DGYHQW�RI�EORFNFKDLQ��LPSOHPHQWDWLRQ�RI�WKLV�LGHD�
EHFDPH�SRVVLEOH��,Q�WKLV�SODWIRUP�>�@��RUGLQDU\�SHRSOH�VKDUH�WKHLU�XQXVHG�VWRUDJH�KDUGZDUH�
VSDFH��6WRUM�FRQILJXUHV�D�WUXVW�EDVHG�FORXG�VWRUDJH�V\VWHP�EHWZHHQ�FOLHQWV�DQG�KRVWV��$OO�
FOLHQWV
�GDWD�PXVW�EH�HQFU\SWHG�EHIRUH�WUDQVPLWWLQJ�RQ�WKH�QHWZRUN��&RQVLGHULQJ�WKH�IDFW�
WKDW�SHRSOH�PD\�ZDQW�WR�VWRUH�PDVVLYH�ILOHV��VWRULQJ�DOO�GDWD�RQ�WKH�EORFNFKDLQ�FDQ�FDXVH�D�
SUREOHP�FDOOHG�EORDWLQJ��7R�VROYH�WKLV�SUREOHP��RQO\�WKH�PHWDGDWD�RI�HDFK�EORFN�LV�VWRUHG�
RQ�EORFNFKDLQ��0HWDGDWD�KROGV�VRPH�HVVHQWLDO�LQIRUPDWLRQ��VXFK�DV�D�ILOH
V�ORFDWLRQ�DQG�LWV�
KDVK��/LNH�DQ\�RWKHU�GDWD�RQ�WKH�EORFNFKDLQ��PHWDGDWD�PXVW�DOVR�EH�HQFU\SWHG��6WRUM�XVHV�
(WKHUHXP�EORFNFKDLQ�DQG�VWRUHV�WKH�PHWDGDWD�LQ�6DWRVKL�VW\OH��HQDEOLQJ�XVHUV�WR�UHWULHYH�
WKHLU� LQIRUPDWLRQ� LQ� IXOO�ZKHQHYHU�QHHGHG��$Q�DSSOLFDWLRQ�FDOOHG�0HWDGLVN�UXQV�RQ� WKH�
6WRUM� SODWIRUP� DQG� FKHFNV� WKH� QHWZRUN� SHULRGLFDOO\� WR� PDNH� VXUH� WKH� ILOHV� VWRUHG� DUH�
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DYDLODEOH�DQG�XQWDPSHUHG��(DFK�ILOH�LV�VWRUHG�LQ�DW�OHDVW�WKUHH�ORFDWLRQV�ZLWK�WKH�RSWLRQ�RI�
LQFUHDVLQJ�WKLV�DPRXQW�WR�PHHW�WKH�FOLHQW
V�GHPDQGV��$V�D�UHVXOW��HYHQ�LI�WKH�RULJLQDO�ILOH�
LV�GHVWUR\HG��WKH�GDWD�FDQ�VWLOO�EH�UHWULHYHG�WKURXJK�RQH�RI�WKH�FRSLHV��,I�D�QRGH�RU�DQ�DXGLW�
LV�QRW�DYDLODEOH��DQRWKHU�FRS\�RI�WKH�ILOH�ZRXOG�EH�VDYHG�RQ�D�QHZ�QRGH��7KLV�SURFHVV�LV�
FDOOHG�SURRI�RI�UHGXQGDQF\�>�@��,Q�6WRUM�DOO�ILOHV�DUH�VSOLW�LQWR�VPDOO�IUDFWLRQV�EHIRUH�EHLQJ�
VHQW�RQ�WKH�QHWZRUN��7KHVH�VPDOO�IUDFWLRQV�DUH�FDOOHG�VKDUGV�DQG�WKH�SURFHVV�RI�VSOLWWLQJ�
GDWD�LQWR�VPDOOHU�SDUWV�LV�FDOOHG�VKDUGLQJ��:LWK�WKH�KHOS�RI�VKDUGLQJ��QR�VLQJOH�QRGH�ZLOO�
KDYH�DFFHVV�WR�D�FRPSOHWH�FRS\�RI�D�ILOH�XSORDGHG�RQ�WKH�QHWZRUN��6KDUGV�FDQ�HYHQ�EH�
FRPELQHG�ZLWK�HDFK�RWKHU�ZKHQ�D�FOLHQW�LV�VHQGLQJ�VPDOOHU�ILOHV�DV�LW�KHOSV�KDYLQJ�WKHP�
YHULILHG� DW� RQFH��0RUHRYHU��ZKHQ� LPSRUWDQW� GDWD� LV� EHLQJ� WUDQVPLWWHG� RQ� WKH� QHWZRUN��
VKDUGLQJ�FDQ�KHOS�FRQFHDO�WKHP�E\�EOHQGLQJ�WKHP�ZLWK�XQQHFHVVDU\�LQIRUPDWLRQ��3URRI�RI�
6SDFH��3R6���DOVR�NQRZQ�DV�3URRI�RI�6WRUDJH�RU�3URRI�RI�&DSDFLW\��3R&��LV��WKH�FRQVHQVXV�
SURWRFRO�XVHG�LQ�6WRUM��7KH�DPRXQW�RI�GHGLFDWHG�IUHH�VSDFH�RI�HDFK�PLQHU��KDV�D�GLUHFW�
FRQQHFWLRQ� WR� WKHLU� LQIOXHQFH� RQ� WKH� QHWZRUN� �:DKDE� DQG� 0HPRRG�� ������� $V� QRWHG��
EHIRUH��IDUPHUV��QRGH�WKDW�VWRUH�GDWD�RQ�WKHLU�KDUGZDUH��DUH�UHTXHVWHG�WR�SURYH�WKDW�WKH�
VWRUHG�GDWD�DUH�DYDLODEOH�DQG�XQWDPSHUHG��7KH�ZULWWHQ�FRQWUDFW�EHWZHHQ�WKH�FOLHQW�DQG�WKH�
IDUPHU�VWDWHV�WKH�IHHV�DJUHHG�EHWZHHQ�WKH�SDUWLHV�IRU�WKH�VHUYLFH��7KH�FOLHQW�ZLOO�WKHQ�SD\�
WKH�IHHV�LQ�6WRUMFRLQ�;��RU�6-&;��WR�WKH�VHUYLFH�SURYLGHU�DFFRUGLQJ�WR�WKH�VPDUW�FRQWUDFW��

'UDZEDFNV� RI� WKH� VROXWLRQ�� $OWKRXJK� ZHOO�NQRZQ� DQG� DPRQJ� WKH� PRVW� SRSXODU�
GHFHQWUDOL]HG�FORXG�VROXWLRQV��6WRUM�KDV�D�IHZ�OLPLWDWLRQV��

�� 6DWHOOLWH�SOD\V�D�NH\�UROH��GHVLJQHG�WR�VWRUH�PHWDGDWD���,I�LW�FUDVKHV��LW�ZRXOG�UHQGHU�WKH�
ZKROH�V\VWHP�XVHOHVV�DV�XVHUV�ZRXOG�QR�ORQJHU�EH�DEOH�WR�DFFHVV�WKHLU�GDWD��7KLV�VLQJOH�
SRLQW� RI� IDLOXUH� ZLWKLQ� WKH� V\VWHP� PDNHV� WKH� VDWHOOLWH� DQ� LGHDO� FDQGLGDWH� IRU� D� �'���
'R6�DWWDFN��

�� 7KH�SUREOHP�ZLWK�WKH�IDUP�QRGH�VWRUDJH�QHWZRUN�LV�FRQVLVWHQF\�DQG�IXWXUH�VFDODELOLW\�
��QRW�WKDW�WKH�QHWZRUN�LV�QRW�HFRQRPLFDOO\�VFDODEOH��EXW�WKH�SRLQW�LV��WKHUH�ZLOO�FRPH�D�
WLPH�ZKHQ�WKH�SURILWDELOLW\�RI�EHLQJ�D�VWRUDJH�QRGH�ZLOO�QR�ORQJHU�H[LVW�GXH�WR�ULVLQJ�
HOHFWULFLW\�FRVWV��7KH�SRLQW�RI�QHWZRUN�FRQVLVWHQF\�FDOOV�IRU� WKH�IDFW� WKDW�QR�RQH�KDV�
FRQWURO�RYHU�WKH�DYDLODELOLW\�RI�WKH�VWRUDJH�QRGH���WKDW�LW�FDQ�EH�GLVDEOHG�RU�VXVSHQGHG�
DW�DQ\�WLPH��

�� 'DWD�LV�WUDQVIHUUHG�YLD�+773��)DUPHUV�H[SRVH�HQGSRLQWV�ZKHUH�FOLHQW�DSSOLFDWLRQV�FDQ�
VWRUH� RU� GRZQORDG� IUDJPHQWV� �� )DUPHU� QRGHV� FDQ� EH� KDFNHG� E\� H[SRVLQJ� WKHLU� ,3�
DGGUHVVHV��

�� 6SDUWDFXV�DWWDFNV��RU�LGHQWLW\�WKHIW��DUH�SRVVLEOH�RQ�.DGHPOLD��

�� 9XOQHUDEOH�WR�DWWDFN�+RQHVW�*HSSHWWR���7KH�DWWDFNHU�H[SORLWV�D�ODUJH�QXPEHU�RI�SXSSHW�
QRGHV�RQ�WKH�QHWZRUN��EXLOGLQJ�XS�WUXVW�DQG�FRQWUDFWV�RYHU�WLPH��2QFH�LW�KLWV�D�FHUWDLQ�
WKUHVKROG��LW�SXOOV�WKH�VWULQJV�RQ�HDFK�SXSSHW�WR�SHUIRUP�D�KRVWDJH�DWWDFN�ZLWK�WKH�GDWD�
LQYROYHG��RU�VLPSO\�UHPRYHV�HDFK�QRGH�IURP�WKH�QHWZRUN��

�� 9XOQHUDEOH�WR�(FOLSVH�$WWDFN���$Q�(FOLSVH�DWWDFN�DWWHPSWV�WR�LVRODWH�D�QRGH�RU�VHW�RI�
QRGHV�LQ�WKH�QHWZRUN�JUDSK��HQVXULQJ�WKDW�DOO�RXWJRLQJ�FRQQHFWLRQV�UHDFK�WKH�PDOLFLRXV�
QRGHV��
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�������%ORFNFKDLQ�WHFKQRORJ\�IRU�'DWD�3ULYDF\�LQ�FORXG�FRPSXWLQJ�

7KH� DXWKRUV� LQ� >�@� VWXGLHG� WKH� SRWHQWLDO� WR� XVH� WKH� EORFNFKDLQ� WHFKQRORJ\� WR� SURWHFW�
KHDOWKFDUH�GDWD�KRVWHG�ZLWKLQ�WKH�FORXG��

7KHUH�KDV�EHHQ�UHFHQW�LQWHUHVW�LQ�XWLOL]LQJ�EORFNFKDLQ�LQ�WKH�SURYLVLRQ�RI�VHFXUH�KHDOWKFDUH�
GDWD�PDQDJHPHQW��%URDGO\�VSHDNLQJ��EORFNFKDLQ�LV�D�WHFKQRORJ\�DEOH�WR�EXLOG�DQ�RSHQ�DQG�
GLVWULEXWHG�RQOLQH�GDWDEDVH��ZKLFK�FRQVLVWV�D�OLVW�RI�GDWD�VWUXFWXUHV��DOVR�NQRZQ�DV�EORFNV��
WKDW�DUH�OLQNHG�ZLWK�HDFK�RWKHU��7KHVH�EORFNV�DUH�GLVWULEXWHG�DPRQJ�PXOWLSOH�QRGHV�RI�DQ�
LQIUDVWUXFWXUH�� DQG� DUH� QRW� FHQWUDOO\� VWRUHG�� (DFK� EORFN FRQWDLQV� D� WLPHVWDPS� RI� LWV 
SURGXFWLRQ��WKH�KDVK�RI�WKH�SUHYLRXV�EORFN�DQG�WKH�WUDQVDFWLRQ�GDWD��DQG�LQ�WKLV�FRQWH[W��D�
SDWLHQW¶V�KHDOWKFDUH�GDWD�DQG�WKH�KHDOWKFDUH�SURYLGHU�LQIRUPDWLRQ��)LJ������GHVFULEHV�WKH�
DXWKRUV� FRQFHSWXDO� EORFNFKDLQ�EDVHG� (05� �(OHFWURQLF� 0HGLFDO� 5HFRUGV��+(5�
�(OHFWURQLF� +HDOWK� 5HFRUGV��3+5� �3HUVRQDO� +HDOWK� 5HFRUGV�� HFRV\VWHP�� 6SHFLILFDOO\��
ZKHQ�QHZ�KHDOWKFDUH�GDWD�IRU�D�SDUWLFXODU�SDWLHQW�LV�FUHDWHG�D�QHZ�EORFN�LV�LQVWDQWLDWHG�DQG�
GLVWULEXWHG�WR�DOO�SHHUV�LQ�WKH�SDWLHQW�QHWZRUN��$IWHU�D�PDMRULW\�RI�WKH�SHHUV�KDYH�DSSURYHG�
WKH�QHZ�EORFN��WKH�V\VWHP�ZLOO�LQVHUW�LW�LQ�WKH�FKDLQ��7KLV�DOORZV�WKHP�WR�DFKLHYH�D�JOREDO�
YLHZ�RI�WKH�SDWLHQW¶V�PHGLFDO�KLVWRU\�LQ�DQ�HIILFLHQW��YHULILDEOH��DQG�SHUPDQHQW�ZD\��,I�WKH�
DJUHHPHQW�LV�QRW�UHDFKHG��WKHQ�D�IRUN�LQ�WKH�FKDLQ�LV�FUHDWHG�DQG�WKH�EORFN�LV�GHILQHG�DV�DQ�
RUSKDQ�DQG�GRHV�QRW�EHORQJ�WR�WKH�PDLQ�FKDLQ��2QFH�WKH�EORFN�KDV�EHHQ�LQVHUWHG�LQWR�WKH�
FKDLQ�� WKH� GDWD� LQ� DQ\� JLYHQ� EORFN� FDQQRW� EH� PRGLILHG� ZLWKRXW� PRGLI\LQJ� DOO��
VXEVHTXHQW�EORFNV��

'UDZEDFNV�RI�WKH�VROXWLRQ��6HFXULQJ�(05�(+5�3+5�HFRV\VWHP�DQG�HQVXULQJ�SULYDF\�
DQG� LQWHJULW\� RI� WKH� GDWD� LV� DQ� DFWLYH� UHVHDUFK� DUHD�� 0DQ\� DSSURDFKHV� LQFOXGH� XVLQJ�
FU\SWRJUDSKLF� SULPLWLYHV�� VXFK� DV� WKRVH� EDVHG� RQ� SXEOLF� NH\� LQIUDVWUXFWXUH� DQG� SXEOLF�
FORXGV��+RZHYHU�� WKLV� OLPLWV� WKH� VHDUFKDELOLW\� RI� WKH� GDWD�� LQ� WKH� VHQVH� WKDW� KHDOWKFDUH�
SURYLGHUV�KDYH�WR�GHFU\SW�WKH�GDWD�SULRU�WR�VHDUFKLQJ�RQ�WKH�GHFU\SWHG�GDWD��UHVXOWLQJ�LQ�
LQFUHDVHV�LQ�WLPH�DQG�FRVWV�IRU�WKH�GDWD�UHWULHYDO�DQG�GLDJQRVLV��

7KH�VWURQJ�GDWD�LQWHJULW\�IHDWXUH�RI�EORFNFKDLQ�UHVXOWV�LQ�LPPXWDELOLW\�WKDW�DQ\�GDWD��RQFH�
VWRUHG�LQ�EORFNFKDLQ��FDQQRW�EH�DOWHUHG�RU�GHOHWHG��+RZHYHU��LI�WKH�UHFRUG�ZHUH�KHDOWKFDUH�
GDWD��WKHQ�VXFK�SHUVRQDO�GDWD�ZRXOG�FRPH�XQGHU�WKH�SURWHFWLRQ�RI�SULYDF\�ODZV��PDQ\�RI�
WKHP�ZRXOG�QRW�DOORZ�SHUVRQDO�GDWD�WR�EH�NHSW�SHUSHWXDOO\��

$QRWKHU� SUDFWLFDO� LVVXH� LV� RQ� KRZ� ILW� LW� LV� IRU� EORFNFKDLQ� WR� VWRUH� KHDOWKFDUH� GDWD��
%ORFNFKDLQ�ZDV�RULJLQDOO\�GHVLJQHG�WR�UHFRUG�WUDQVDFWLRQ�GDWD��ZKLFK�LV�UHODWLYHO\�VPDOO�
DQG�OLQHDU��+HDOWKFDUH�GDWD��VXFK�DV�LPDJLQJ�DQG�WUHDWPHQW�SODQV��KRZHYHU��FDQ�EH�ODUJH�
DQG�UHODWLRQDO�WKDW�UHTXLUHV�VHDUFKLQJ��+RZ�ZHOO�EORFNFKDLQ�VWRUDJH�FDQ�FRSH�ZLWK�ERWK�
UHTXLUHPHQWV�LV�FXUUHQWO\�XQFOHDU��

�������%$&&��%ORFNFKDLQ�EDVHG�$FFHVV�&RQWURO�IRU�&ORXG�'DWD��

7UDGLWLRQDO�FORXG�EDVHG�DFFHVV�FRQWURO�VROXWLRQV�DUH�EDVHG�RQ�D�FHQWUDOL]HG�DSSURDFK��L�H���
D�FORXG�VHUYHU�EHFRPHV�WKH�FHQWUDO�DXWKRULW\�WR�FRQWURO�DFFHVVHV�WR�WKH�GDWD���ZKLFK�PDNHV�
LW�GLIILFXOW�WR�SUHYHQW�PDOLFLRXV�FORXG�VHUYHUV�IURP�GLVFORVLQJ�XVHU¶V�GDWD��DQG�WKHUHIRUH��
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FRPSURPLVLQJ�WKH�SULYDF\�RI�WKH�VWRUHG�GDWD��$GGLWLRQDOO\��WKH�FHQWUDOL]DWLRQ�RI�DXWKRULW\�
FDQ�FDXVH�D�VLQJOH�SRLQW�RI�IDLOXUH��)XUWKHUPRUH��WR�SURYLGH�FRQILGHQWLDOLW\��ZKLFK�LV�RQH�
RI�WKH�HVVHQWLDO�VHFXULW\�UHTXLUHPHQWV��XVHU¶V�GDWD�LV�HQFU\SWHG�EHIRUH�LW�LV�VWRUHG�RQ�WKH�
FORXG��0RVW�RI�WKH�FORXG�VHUYHUV�VWRUH�WKH�GHFU\SWLRQ�NH\V��DIWHU�WKH\�HQFU\SW�WKH�GDWD��LQ�
WKHLU�SUHPLVHV��7KLV�FRPSURPLVHV�GDWD�SULYDF\��,Q�>�@��WKH�DXWKRUV�SURSRVH�D�QHZ�PRGHO�
WKDW� DGGUHVVHV� WKH� DIRUHPHQWLRQHG� LVVXHV�� 7R� DGGUHVV� WKH� FHQWUDOL]DWLRQ� SUREOHP�� ZH�
GLVWULEXWHG�WKH�DFFHVV�FRQWURO�WDVNV�WR�VPDUW�FRQWUDFWV�RYHU�D�GHFHQWUDOL]HG�QHWZRUN��L�H���
EORFNFKDLQ��7R�DGGUHVV�WKH�ODWWHU��ZH�XVHG�6KDPLU�VHFUHW�VKDULQJ�VFKHPH�WR�PDQDJH�WKH�
HQFU\SWLRQ� NH\V�� 7KHQ� ZH� LQWURGXFHG� D� QHZ� W\SH� RI� QRGH�� FDOOHG� PDVWHU� QRGH�� WR� RXU�
EORFNFKDLQ�SODWIRUP��WR�VWRUH�WKH�GHFU\SWLRQ�NH\�SDUWV��

'UDZEDFNV�RI�WKH�VROXWLRQ��

�� 3ULYLOHJHV�JUDQWHG�E\�WKH�'DWD�2ZQHU��'2���,I�WKH�'2�JLYHV�SULYLOHJHV�WR�D�PDOLFLRXV�
XVHU�'8��WKH�ODWWHU�ZLOO�EH�DEOH�WR�DFFHVV�WKH�ILOHV�VWRUHG�LQ�WKH�FORXG��GRZQORDG�WKHP�
DQG�HYHQ�UHFHLYH�WKH�GHFU\SWLRQ�NH\�NHSW�LQ�WKH�%ORFNFKDLQ�QHWZRUN��

�� ,GHQWLW\�WKHIW��,I�D�XVHU�XVXUSV�WKH�LGHQWLW\�RI�DQ\�'DWD�8VHU��WKH\�FRXOG�LPSHUVRQDWH�
WKH�ODWWHU�DQG�UHFRYHU�WKH�GDWD�VWRUHG�LQ�WKH�FORXG��,W�VKRXOG�WKHUHIRUH�EH�HQVXUHG�WKDW�
GDWD� VSRRILQJ� LV� QRW� HIIHFWLYH� LQ� WKLV� PRGHO� DQG� WKDW� D� JLYHQ� XVHU� FDQQRW� HQWHU� WKH��
XVHU�JURXS��

�� 7KH t�DQG�n LQ�WKH�HTXDWLRQ�RI�6KDPLU
V�DOJRULWKP��7KH�PRUH�WKH t�WHQGV�WR�n�WKH�PRUH�
UREXVW�WKH�VROXWLRQ�LV��,I�WKH t�LV�VPDOO��WKH�VROXWLRQ�PD\�EH�ZHDN��7KHUHIRUH��ZH�VKRXOG�
PDNH�VXUH�WKDW�t�WHQGV�WR n�DQG�WKDW t�QRGHV�DUH�DOZD\V�DYDLODEOH��

�� 9XOQHUDELOLWLHV�LQ�66/�VHFXUH�FKDQQHOV��7KHUH�DUH�FRPPRQ�DWWDFNV�HQFRXQWHUHG�LQ�66/�
VHFXUH�FKDQQHOV�WKDW�DUH�DOVR�QRW�GLVFXVVHG�LQ�>�@��

�� 6PDUW� FRQWUDFWV��7KH� DXWKRUV�RI� WKH�%$&&�VROXWLRQ�� DOVR�GLG�QRW� WDNH� LQWR� DFFRXQW�
DWWDFNV� RQ� VPDUW� FRQWUDFWV� ZKLFK� DUH� JHQHUDOO\� XVHG� DV� D� JDWHZD\� WR� WKH��
EORFNFKDLQ�QHWZRUN��

�������)LOH&RLQ�

)LOH&RLQ�UHSUHVHQWV�DQRWKHU�GHFHQWUDOL]HG�VWRUDJH�QHWZRUN��,W�UXQV�RQ�WRS�RI�,3)6��7KH�
,QWHU3ODQHWDU\�)LOH�6\VWHP��,3)6��>�@�ZDV�FUHDWHG�WR�FRQQHFW�DOO�FRPSXWLQJ�GHYLFHV�LQ�D�
GLVWULEXWHG� SHHU�WR�SHHU� ILOH� V\VWHP�� LQ� RUGHU� WR� DYRLG� D� VLQJOH� SRLQW� RI� IDLOXUH� LQ� WKH�
QHWZRUN��:LWK� WKH�KHOS�RI�)LOH&RLQ��FOLHQWV�FDQ�VWRUH�GDWD�RQ�VSDFH�RIIHUHG�E\�VWRUDJH�
SURYLGHUV�ZKR�DUH�QRW�WKHLU�WUXVWHG�SDUWLHV��)LOH&RLQ��$�'HFHQWUDOL]HG�6WRUDJH�1HWZRUN��
�������/LNH�RWKHU�GHFHQWUDOL]HG�VWRUDJH�QHWZRUNV��FOLHQWV�QHHG�WR�EH�DVVXUHG�WKDW�WKHLU�GDWD�
DUH�VDIH�WKURXJKRXW�WLPH��7R�IXOILO�WKLV�GHPDQG�WZR�PHWKRGV�DUH�SURSRVHG�E\�)LOH&RLQ��

�� 3URRI�RI�6SDFHWLPH��7KURXJK�WKLV�PHWKRG��FOLHQWV�ZLOO�EH�DVVXUHG�WKDW�GXULQJ�D�VSHFLILF�
SHULRG�RI�WLPH�WKHLU�GDWD�LV�EHLQJ�VWRUHG��

�� 3URRI�RI�5HSOLFDWLRQ��3URRI�RI�5HSOLFDWLRQ� VKRZV� WKDW� GDWD� DUH� VDIH� LQ� LWV� GHGLFDWHG�
SK\VLFDO�VWRUDJH�ORFDWLRQV�DQG�QRW�D�VLQJOH�QRGH�LQ�WKH�QHWZRUN�KDV�GXSOLFDWHG�ILOHV�RQ�
WKHLU�RZQ�KDUGZDUH��7KH�WRNHQ�XVHG�LQ�)LOH&RLQ�WUDQVDFWLRQV�LV�)LOHFRLQ��),/���
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'UDZEDFNV�RI�WKH�VROXWLRQ��6RPH�SRWHQWLDO�LVVXHV�ZLWK�)LOHFRLQ�DUH��

�� 6SHHG�� ,QVWHDG�RI�DFFHVVLQJ�RQH�VHUYHU�� LW�QHHGV� WR�DFFHVV�PXOWLSOH� VHUYHUV� WR�SLHFH�
WRJHWKHU�GRFXPHQWV�ZKHQ�UHTXLUHG��7KLV�GHSHQGV�RQ�VHUYHUV�EHLQJ�RQOLQH�DQG�,QWHUQHW�
VSHHGV��

�� 'DSS��%\�SURFHVVLQJ�WUDQVDFWLRQV�XVLQJ�WKH�)LOHFRLQ�FU\SWRFXUUHQF\��LW�FUHDWHV�D�EDUULHU�
WR�HQWU\��DV�VRPHRQH�KDV�WR�EX\�DQRWKHU�FRLQ�DQG�H[FKDQJH�LW�WR�XVH�WKH�VHUYLFH��

�������6,$�

6,$�LV�DQRWKHU�EORFNFKDLQ�EDVHG�VWRUDJH�SODWIRUP�>�@��/LNH�6WRUM��LQ�6,$�SHHUV�UHQW�RXW�
WKHLU�KDUGZDUH�FDSDFLW\��6WRUDJH�SURYLGHUV�DUH�NQRZQ�DV�KRVWV�LQ�WKLV�QHWZRUN��6WRUDJH�
SURRIV�� FRQWDLQLQJ� D� OLVW� RI� KDVKHV� IURP� WKH� ILOH� DQG� D� IUDFWLRQ�RI� WKH�RULJLQDO� ILOH�� DUH�
SXEOLFO\� DYDLODEOH� DQG� YHULILDEOH� WKHUHIRU� WKH� FOLHQW� GRHV� QRW� QHHG� WR� YHULI\� WKHP�
SHUVRQDOO\��6LPLODU� WR�6WRUM��GDWD� LQ�6,$�PXVW�EH�HQFU\SWHG�DQG�GLJLWDOO\�VLJQHG�EHIRUH�
VXEPLWWLQJ�LQ�WKH�QHWZRUN��$OVR��D�FRQWUDFW�KDV�WR�VHW�XS�EHWZHHQ�WKH�FOLHQW�DQG�KRVWV��LQ�
ZKLFK�WKH�GXUDWLRQ�RI�GDWD�VWRUDJH�DQG�WKH�UHZDUG�IRU�HDFK�YDOLG�RU�LQYDOLG�SURRI�PXVW�EH�
GHFODUHG��,Q�DGGLWLRQ��PD[LPXP�QXPEHU�RI�DFFHSWHG�LQYDOLG�SURRIV�ZLOO�EH�PHQWLRQHG��$W�
WKH�FRUH�RI�HDFK�FRQWUDFW�� WKHUH�LV�D�0HUNOH�URRW��0HUNOH��������RI�HDFK�ILOH�XWLOL]HG�WR�
SURYLGH�IUHTXHQW�SURRIV�E\�WKH�KRVWV��6,$�UXQV�RQ�LWV�RZQ�RSHQ�VRXUFH�EORFNFKDLQ�DQG�
XVHV�6,$&RLQ��6&��DV�LWV�QDWLYH�FU\SWRFXUUHQF\��+RZHYHU��6,$
V�GHYHORSHUV�DUH�ZRUNLQJ�
RQ�PDNLQJ�LW�SRVVLEOH�WR�XVH�RWKHU�FU\SWRFXUUHQFLHV�RQ�WKH�QHWZRUN��

'UDZEDFNV�RI�WKH�VROXWLRQ��6,$�LV�D�PHPRU\�DQG�UHVRXUFH�KRJ�ZKHQ�SHUIRUPLQJ�VHYHUDO�
WDVNV� VXFK� DV� V\QFKURQL]LQJ� ZLWK� WKH� QHWZRUN�� FRPSOHWLQJ� ILOH� FRQWUDFWV�� RU� RWKHU�
EDFNJURXQG� WDVNV�� PDNLQJ� D� V\VWHP� QHDUO\� XQUHVSRQVLYH� DQG� VKRZLQJ� D� ODFN� RI�
FRQVLGHUDWLRQ�IRU�WKH�IDFW�WKDW�D�XVHU�PD\�EH�UXQQLQJ�6,$�DORQJVLGH�RWKHU�DSSV��,Q�DGGLWLRQ��
ZH�FDQ�QRWH�VHYHUDO�RWKHU�LQFRQYHQLHQW�RI�WKH�VROXWLRQ��

�� 6,$�,VQ
W�(DV\�WR�8VH��DQG�WKH�8,�LV�$OO�EXW�$EDQGRQHG��

�� 5HQWLQJ�DQG�+RVWLQJ�$UHQ
W�5HOLDEOH�DQG�%UHDN�2IWHQ��

�� 'RFXPHQWDWLRQ�LV�D�PHVV��

�� +RVWV�+DYH�/LDELOLW\�4XHVWLRQV��

�������'LVFXVVLRQ�

/L�'DJDQJ�	�DO��KDYH�SUHVHQWHG�LQ�>�@�D�GDWD�VKDULQJ�PHFKDQLVP�ZKHUH�GDWD�GHFU\SWLRQ�
NH\V�DUH�VWRUHG�LQ�D�EORFNFKDLQ�DV�SDUW�RI�WKH�PHWDGDWD�DQG�SURWHFWHG�E\�XVHU¶V�SULYDWH�NH\��
7KLV� HIILFLHQWO\� UHDOL]HV� DQ� HDV\� DQG� VHFXUH� NH\�PDQDJHPHQW� PHFKDQLVP� LQ� D�
GHFHQWUDOL]HG�IDVKLRQ��,Q�DGGLWLRQ��HQFU\SWHG�GDWD�DUH�VWRUHG�LQ�GHGLFDWHG�VWRUDJH�QRGHV�
DQG�SUR[\�UH�HQFU\SWLRQ�PHFKDQLVP�LV�XVHG�WR�HQVXUH�VHFXUH�GDWD�VKDULQJ�LQ�WKH�XQWUXVWHG�
HQYLURQPHQW��+RZHYHU��HYHQ� LI� WKH�SDUWLFXODULW\�RI�0HWD�NH\� LV� WR�VWRUH� WKH�GHFU\SWLRQ�
NH\V�LQ�WKH�EORFNFKDLQ��ZH�FDQ�VKRZ�WKDW�LW�LV�D�ZHDN�SRLQW�RI�WKH�VROXWLRQ��$OVR��LQ�WKLV�
GLDJUDP��WKH�DXWKRUV�SULYLOHJH�WKH�FRQILGHQWLDOLW\�RI�WKH�NH\V�DQG�GDWD�DQG�IRUJHW�DERXW�WKH�
FULWHULRQ�RI�LQWHJULW\�ZKLFK�LV�YHU\�LPSRUWDQW��
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:H�KDYH�SUHVHQWHG�LQ�7DEOH�����D�FRPSDUDWLYH�VWXG\�RI�WKH�GHFHQWUDOL]HG�FORXG�VROXWLRQV��

7DEOH������&RPSDUDWLYH�WDEOH�RI�WKH�GHFHQWUDOL]HG�FORXG�VROXWLRQV� 

� 0HWD�NH\� 6WRUM�
%ORFNFKDLQ�IRU�
FORXG�EDVHG�
GDWD�SULYDF\�

%$&&� )LOHFRLQ� 6,$�

%ORFNFKDLQ� <HV�� <HV�� <HV�� <HV�� <HV�� <HV��

&U\SWRFXUUHQF\� 1R�
FU\SWRFXUUHQF\�

6WRUM�
�6725-��

1R�
FU\SWRFXUUHQF\�

1R�
FU\SWRFXUUHQF\� )LOHFRLQ��),/�� 6,$FRLQ��6&��

3DUWLFXODULW\�RI�
WKH�VROXWLRQ�

7ZR�OD\HUV�RI�
VHFXULW\�

(QFU\SWLRQ�
DQG�ILOH�
VKDUGLQJ�

*OREDO�
DJUHHPHQW�

EHIRUH�LQVHUWLQJ�
GDWD��

$FFHVV�FRQWURO�
DQG�VPDUW�
FRQWUDFWV�

3URRI�RI�
VSDFHWLPH�
3URRI�RI�

UHSOLFDWLRQ�

)LOH�FRQWUDFWV��
6,$FRLQ¶V�

IRUP�RI�VPDUW�
FRQWUDFWV�

(OLPLQDWH�VLQJOH�
SRLQW�RI�IDLOXUH� <HV��

<HV��EXW�LQ�
WHUPV�RI�

VWRUDJH�RI�
GDWD�DQG�QRW�
RI�PHWDGDWD�

�VWRUM�
EULGJH��

<HV�� <HV�� <HV� <HV��

6PDUW�FRQWUDFWV�� 1R� 1R� 1R� <HV� 1R� <HV��FDOOHG�
ILOH�FRQWUDFWV��

)HH�SD\PHQW�
PHWKRG� 1R�SD\PHQW� 2QH�WLPH�

SD\PHQW� 1R�SD\PHQW� 1R�SD\PHQW� 2QH�WLPH�
SD\PHQW�

3D\PHQW�DIWHU�
SURRI�

$FFHVV�FRQWURO� 1R�� 1R�� 1R�� <HV�� 1R�� 1R��

.H\�PDQDJHPHQW�� 'HFHQWUDOL]HG���
EORFNFKDLQ��

0DQDJHG�E\�
8VHU��

1R�NH\�
PDQDJHPHQW��

1R�NH\�
PDQDJHPHQW�

1R�NH\�
PDQDJHPHQW�

1R�NH\�
PDQDJHPHQW�

�

)LJXHLUHGR� 	� DO�� GHPRQVWUDWH� LQ� >�@� WKH� SDUWLFXODULW\� RI� VWRUM� QHWZRUN�� ILOH� VKDUGLQJ��
,QGHHG��ILOHV�DUHQ¶W�VWRUHG�LQ�FHQWUDOL]HG�GDWD�FHQWHUV��LQVWHDG��WKH\
UH�HQFU\SWHG��VSOLW�LQWR�
SLHFHV��DQG�GLVWULEXWHG�RQ�D�JOREDO�FORXG�QHWZRUN��+RZHYHU��WKLV�VROXWLRQ��GHVSLWH�WKH�IDFW�
WKDW� LW� LV� GHFHQWUDOL]HG� DQG� VHFXUH�� FRQWDLQV� D�PDMRU� SUREOHP�� WKH� FHQWUDOL]DWLRQ�RI� WKH�
PDQDJHPHQW�RI�PHWDGDWD�E\�WKH�VDWHOOLWH��7KLV�FDQ�FDXVH�D�VLQJOH�SRLQW�RI�IDLOXUH��ZKLFK�
FRXOG�FUHDWH�VHULRXV�SUREOHPV��

(VSRVLWR�	�DO�� VWXGLHG� LQ� >�@� WKH�SRWHQWLDO� WR�XVH� WKH�%ORFNFKDLQ� WHFKQRORJ\� WR�SURWHFW�
KHDOWKFDUH�GDWD�KRVWHG�ZLWKLQ�WKH�FORXG��:H�UHPDLQHG�VNHSWLFDO�DERXW�WKLV�VROXWLRQ�ZKLFK�
LV�GHVLJQDWHG�IRU�D�VSHFLILF�W\SH�RI�GDWD��KHDOWKFDUH�GDWD���

)LOHFRLQ� >�@� LV� D� XQLTXH� ILOH� VWRUDJH� PDUNHWSODFH� WKDW� LV� QRW� FRQWUROOHG� E\� RQH� HQWLW\��
LQVWHDG��LW�HQDEOHV�LQGHSHQGHQW�VWRUDJH�PLQHUV�WR�VHW�WKHLU�IHHV�LQ�D�K\SHUFRPSHWLWLYH�RSHQ�
PDUNHW��D�SURFHVV�WKDW�LV�EROVWHUHG�E\�LWV�VSHFLDOL]HG�EORFNFKDLQ��3DUWLFXODULW\�RI�ILOHFRLQ�
LV�WKDW�LW�XVHV�WZR�W\SHV�RI�SURRIV�WR�SURYH�WKH�ZRUN�GRQH��SURRI�RI�UHSOLFDWLRQ��3R5HS��
DQG�SURRI�RI�VSDFHWLPH��3R6W��� 3URRI�RI�UHSOLFDWLRQ� DOORZV� WKH� QHWZRUN� WR� FRQILUP�
UHSOLFDWLRQ�RI�GDWD�WR�D�XQLTXH�ORFDWLRQ��:KHUHDV��3URRI�RI�VSDFHWLPH�DOORZV�WKH�QHWZRUN�
WR�YHULI\�WKDW�WKH�GDWD�LV�VWRUHG�IRU�D�VSHFLILF�GXUDWLRQ�RI�WLPH��&RPELQLQJ�WKH�WZR��)LOHFRLQ�
PDQDJHV� ODUJH�VFDOH�VWRUDJH�QHWZRUNV�ZLWK�PXOWLSOH� LQGHSHQGHQW�SDUWLHV��7KHUHIRUH��KH�
UHPRYHV� WKH�SRVVLELOLW\�RI� IRUJHU\�RI�GDWD� VWRUDJH� UHFRUGV� WR� LQFUHDVH�PLQLQJ� UHZDUGV��
)LOHFRLQ¶V� FRPSHWLWRUV� OLNH�6WRUM� ��6725-�� DQG�6,$FRLQ� ��6&�� ODFN� WKLV� IXQFWLRQDOLW\��
'HVSLWH�WKH�IDFW�WKDW�GDWD�DUH�PRUH�VHFXUH�GXH�WR�UHSOLFDWLRQ�DQG�VWRUDJH�PHFKDQLVPV�XVHG�
RQ�WKLV�QHWZRUN��WKLV�VROXWLRQ�GRHV�QRW�WDNH�LQWR�DFFRXQW�WKH�DFFHVV�FRQWURO�PHFKDQLVPV�
DQG� WKH� HQFU\SWLRQ�RI�GDWD�EHIRUH� VWRUDJH��$OVR�� LQ�RUGHU� WR�SDUWLFLSDWH� LQ� WKH�QHWZRUN�
PLQHUV��IDFH� WKH�KLJK�FRVW�RI�HTXLSPHQW�� WKH�DGGHG�FRVW�RI�VWDNLQJ�),/�WRNHQV��DQG�QRW�
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JHWWLQJ�WKH�EORFN�UHZDUGV�XSIURQW�LV�D�UHDO�FRQFHUQ�WKDW�QHHGV�WR�EH�DGGUHVVHG�VRRQ�E\�WKH�
WHDP�WR�SUHYHQW�IRUN�WKLV�HDUO\�LQ�WKLV�QHWZRUN¶V�OLIH��

7KH�DXWKRUV�LQ�>�@�LQWURGXFH�6,$��ZKLFK�LV�WKH�FRPELQDWLRQ�RI�D�SHHU�WR�SHHU�QHWZRUN�ZLWK�
EORFNFKDLQ� WHFKQRORJ\� WR� FUHDWH� D� GHFHQWUDOL]HG� VWRUDJH� SODWIRUP�� 6,$� HQDEOHV� WKH�
IRUPDWLRQ�RI�VWRUDJH�FRQWUDFWV�EHWZHHQ�SHHUV��&RQWUDFWV�DUH�DJUHHPHQWV�EHWZHHQ�D�VWRUDJH�
SURYLGHU�DQG�WKHLU�FOLHQW��GHILQLQJ�ZKDW�GDWD�ZLOO�EH�VWRUHG�DQG�DW�ZKDW�SULFH��7KH\�UHTXLUH�
WKH�VWRUDJH�SURYLGHU�WR�SURYH��DW�UHJXODU�LQWHUYDOV��WKDW�WKH\�DUH�VWLOO�VWRULQJ�WKHLU�FOLHQW¶V�
GDWD��&RQWUDFWV�DUH�VWRUHG�LQ�D�EORFNFKDLQ��PDNLQJ�WKHP�SXEOLFO\�DXGLWDEOH��,Q�WKLV�UHVSHFW��
6,$�FDQ�EH�YLHZHG�DV�D�%LWFRLQ�GHULYDWLYH�WKDW�LQFOXGHV�VXSSRUW�IRU�VXFK�FRQWUDFWV��7KLV�
SURWRFRO�HVVHQWLDOO\�UHYROYHV�DURXQG�FRQWUDFWV�E\�IRUJHWWLQJ�VHYHUDO�RWKHU�LPSRUWDQW�GHWDLOV�
VXFK�DV�GDWD�DFFHVV��HQFU\SWLRQ��LQWHJULW\�HWF��,Q�DGGLWLRQ��WKH�SURGXFW�LV�NQRZQ�WR�KDYH�
PDQ\�WHFKQLFDO�LVVXHV��ZKLFK�PDNH�LW�XQVWDEOH�DQG�XQXVDEOH��

)LQDOO\�� LQ� >�@�� WKH� DXWKRUV� SUHVHQWHG� D� VROXWLRQ� FDOOHG� %$&&� ZKLFK� FRQWDLQV� VHYHUDO�
DVSHFWV�VRXJKW�LQ�WKH�ZRUN�RI�RXU�WKHVLV��7KH\�WDNH�WKH�DFFHVV�FRQWURO�RXW�RI� WKH�FORXG�
HQYLURQPHQWV�DQG�SRUW�LW�LQWR�D�EORFNFKDLQ�QHWZRUN��7KLV�UHVROYHV�WKH�FHQWUDOL]DWLRQ�LVVXH�
RI�WKH�FXUUHQW�DFFHVV�FRQWURO�PRGHOV��+HQFH��WKHUH�LV�QR�VLQJOH�SRLQW�RI�IDLOXUH��$OVR��WKH\�
WDNH�WKH�GHFU\SWLRQ�NH\�RXW�RI�WKH�FORXG�VHUYHUV�ZKLOH�VWLOO�HQDEOH�WKH�XVHUV�WR�XVH�WKH�FORXG�
VHUYLFHV��VXFK�DV�GDWD�VKDULQJ�VHUYLFH��7R�GHVLJQ�WKH�GHFHQWUDOL]HG�DFFHVV�FRQWURO�PRGHO��
WKH� DXWKRUV� HPSOR\HG� EORFNFKDLQ�� DQG� GLVWULEXWHG� WKH� DFFHVV� FRQWURO� WDVNV�� L�H���
DXWKHQWLFDWLRQ�� DXWKRUL]DWLRQ�� DQG� DXGLWLQJ�� WR� VPDUW� FRQWUDFWV� RYHU� WKH� EORFNFKDLQ�
QHWZRUN�� 6PDUW� FRQWUDFWV�SHUPLW� WUXVWHG� WUDQVDFWLRQV� DQG� DJUHHPHQWV� WR� EH� FDUULHG� RXW�
DPRQJ�GLVSDUDWH��DQRQ\PRXV�SDUWLHV�ZLWKRXW�WKH�QHHG�IRU�D�FHQWUDO�DXWKRULW\��OHJDO�V\VWHP��
RU�H[WHUQDO�HQIRUFHPHQW�PHFKDQLVP��

2I�FRXUVH��ZH�GR�QRW�IXOO\�IROORZ�WKH�VROXWLRQ�RI�1DVULQ�6RKUDEL�	�DO��EXW�ZH�WDNH�WKH�
HVVHQWLDOV� LQ�RUGHU� WR�PDNH�D�VROXWLRQ�ZHOO�VXLWHG� WR�RXU�H[SHFWDWLRQV��%$&&�WDNH� LQWR�
FRQVLGHUDWLRQ�DFFHVV�FRQWURO��FRQILGHQWLDOLW\��GDWD�LQWHJULW\��DYDLODELOLW\��DQG�GDWD�VHFXULW\��
(YHU\WKLQJ�\RX�QHHG��WR�RIIHU�D�VROXWLRQ�HQVXULQJ�ERWK�FRQILGHQWLDOLW\�DQG�LQWHJULW\�EXW�
DERYH�DOO��JHQHUDO�VHFXULW\�RI�GDWD�VWRUDJH��

�����2YHUYLHZ�RI�%$&&��%ORFNFKDLQ�EDVHG�$FFHVV�&RQWURO�IRU�&ORXG�'DWD��

�������7KH�0DLQ�&RPSRQHQWV�RI�WKH�6\VWHP�

7KH�V\VWHP�PRGHO�FRPSULVHV�RI�%ORFNFKDLQ��&ORXG�6WRUDJH�6HUYHU��DQG�8VHU�JURXS��ZKLFK�
FRQVWLWXWHV�RI�'DWD�RZQHU�DQG�'DWD�XVHU��FRPSRQHQWV��DOO�FRQQHFWHG�WRJHWKHU�WKURXJK�D�
SHHU�WR�SHHU��3�3��QHWZRUN��

7KH�EORFNFKDLQ��ZKLFK�FRQWDLQV�WKH�EORFNV�RI�WUDQVDFWLRQV�DQG�VPDUW�FRQWUDFWV��%ORFNFKDLQ�
LV� XVHG� KHUH� WR� SURYLGH� DFFHVV� FRQWURO� WDVNV�ZKLFK� DUH� GHILQHG� DV� VPDUW� FRQWUDFWV� DQG�
GHSOR\HG�RQWR�WKH�EORFNFKDLQ��(DFK�RI�WKHVH�VPDUW�FRQWUDFWV�SHUIRUPV�D�VSHFLILF�WDVN��7KH�
V\VWHP� FRQVLVWV� RI� IRXU� VPDUW� FRQWUDFWV�� QDPHO\�� $8'�&RQWUDFW�� $&3&RQWUDFW���
/.3�&RQWUDFW�� DQG� &/8�&RQWUDFW�� 7KHVH� FRQWUDFWV� DUH� FUHDWHG� DQG� GHSOR\HG� RQWR� WKH�
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EORFNFKDLQ�E\�GDWD�RZQHUV�DQG�WKH�FORXG�VWRUDJH�VHUYHU��7KH�H[HFXWLRQ�RI�WKHVH�FRQWUDFWV�
ZLOO� SHUIRUP� WKH� DFFHVV� FRQWURO� WDVNV�� 7KLV� PRGHO� LQWURGXFHV� DOVR� D� QHZ� QRGH�� FDOOHG�
PDVWHU�QRGH��WR�WKH�EORFNFKDLQ�QHWZRUN��7KH�PDVWHU�QRGH�QDPHG�DV�0�01��LV�WKH�PLQHU�
QRGH�ZKR�LV�DOVR�D�VHFXULW\�VHUYHU��7KH�VHFXULW\�VHUYHU�LQ�WKH�SURSRVHG�PRGHO��LV�WKH�GDWD�
GHFU\SWLRQ�NH\�KROGHU��7KH�GHFU\SWLRQ�NH\�SLHFHV��ZKLFK�DUH�JHQHUDWHG�IURP�6KDPLU�VHFUHW�
VKDULQJ�DOJRULWKP�E\�GDWD�RZQHU��DUH�GLVWULEXWHG�WR�WKHVH�QRGHV�WKURXJK�D�VHFXUH�FKDQQHO��

7KH�FORXG�VWRUDJH�VHUYHU��ZKLFK�LV�WKH�UHVRXUFH�SURYLGHU�WKDW�DOORFDWHV�VWRUDJH�UHVRXUFHV�
WR�GDWD�RZQHUV�WR�VWRUH�WKHLU�GDWD��$V�PHQWLRQHG��GDWD�RZQHUV�HQFU\SW�WKHLU�GDWD�EHIRUH�
XSORDGLQJ�WKHP�RQWR�WKH�FORXG��7KLV�HQVXUHV�WKDW�FRQILGHQWLDOLW\��RQH�RI�WKH�IXQGDPHQWDO�
VHFXULW\�UHTXLUHPHQWV��LV�SURYLGHG��7KH�GHFU\SWLRQ�NH\V��KRZHYHU��DUH�QRW�VWRUHG�LQ�WKH�
FORXG�VHUYHU��DV�ZH�DVVXPH��LQ�WKLV�PRGHO��WKDW�WKH�FORXG�VHUYHU�LV�XQWUXVWZRUWK\��

7KH�XVHU�JURXS��

�� 'DWD�RZQHU�LV�WKH�RZQHU�RI�WKH�GDWD�ZKR�FRXOG�UHTXHVW�WR�XSORDG�WKHLU�GDWD�RQWR�
WKH�FORXG�VWRUDJH��7KHUHIRUH��V�KH�LV�UHTXLUHG�WR��ILUVW��HQFU\SW�WKH�GDWD�DQG�WKHQ�XSORDG�LW�
RQWR� FORXG�� $IWHU� XSORDGLQJ� WKH� HQFU\SWHG� GDWD� RQ� FORXG�� GDWD� RZQHU� ZLWK� WKH� XVH� RI�
6KDPLU� VHFUHW� VKDULQJ� DOJRULWKP�� GLYLGHV� WKH� GHFU\SWLRQ� NH\� LQWR� Q� SLHFHV�� 7KHVH�
GHFU\SWLRQ�NH\�SLHFHV�DUH�WKHQ�GLVWULEXWHG�WR�Q�PDVWHU�QRGHV��DQG�HDFK�PDVWHU�QRGH�NHHSV�
RQO\�RQH�SLHFH�RI�WKH�GHFU\SWLRQ�NH\��7R�ILQG�WKH�PDVWHU�QRGHV��WKH�GDWD�RZQHU�VHQGV�D�
WUDQVDFWLRQ�WR�WKH�/.3�&RQWUDFW��ZKLFK�ZLOO�EH�H[HFXWHG�XSRQ�UHFHLYLQJ�D�WUDQVDFWLRQ�DQG�
UHWXUQV�WKH�DGGUHVV�RI�Q�DYDLODEOH�PDVWHU�QRGHV�WR�WKH�GDWD�RZQHU��,Q�DGGLWLRQ��WKH�GDWD�
RZQHU�LV�UHVSRQVLEOH�IRU�FUHDWLQJ�DQG�GHSOR\LQJ�$8'�&RQWUDFW�DQG�$&3�FRQWUDFW�RQWR�
EORFNFKDLQ��$&3�FRQWUDFW�LV�WKH�DFFHVV�FRQWURO�SROLF\�FRQWUDFW�ZKLFK�LV�H[HFXWHG�HYHU\�
WLPH�WKH�FORXG�VHUYHU�UHTXLUHV�WR�YHULI\�D�GDWD�XVHU¶V�DFFHVV�ULJKWV��

�� 'DWD�XVHU�LV�WKH�XVHU�RI�WKH�FORXG�GDWD��7R�GRZQORDG�WKH�GDWD�IURP�WKH�FORXG�VHUYHU��
GDWD�XVHU�VHQGV�D�GRZQORDG�UHTXHVW�WR�WKH�FORXG�VWRUDJH�VHUYHU��&ORXG�VHUYHU�YHULILHV�WKH�
GDWD�XVHU¶V�DFFHVV�ULJKWV�E\�VHQGLQJ�D�WUDQVDFWLRQ�WR�WKH�EORFNFKDLQ�WR�H[HFXWH�WKH�$&3�
&RQWUDFW��$IWHU�UHFHLYLQJ�WKH�UHVSRQVH�IURP�WKH�%ORFNFKDLQ��LW�ZLOO�VHQG�WKH�HQFU\SWHG�GDWD�
WR�WKH�GDWD�XVHU��LI�WKH�XVHU�KDV�DFFHVV�ULJKW��8SRQ�UHFHLYLQJ�WKH�HQFU\SWHG�GDWD��GDWD�XVHU�
VHQGV�GHFU\SWLRQ�NH\�UHTXHVW�WR�W�PDVWHU�QRGHV��2QFH�LW�UHFHLYHV�WKH�GHFU\SWLRQ�NH\�SLHFHV��
LW�UHFRQVWUXFWV�WKH�GHFU\SWLRQ�NH\��7R�ILQG�WKH�PDVWHU�QRGHV��GDWD�XVHU�VHQGV�D�WUDQVDFWLRQ�
WR�WKH�/.3�&RQWUDFW��ZKLFK�ZLOO�EH�H[HFXWHG�E\�WKH�PLQHU�QRGHV�DQG�UHWXUQ�WKH�DGGUHVV�RI�
W�PDVWHU�QRGHV�WR�WKH�GDWD�XVHU��

$OO�RI�WKHVH�FRPSRQHQWV�DUH�FRQQHFWHG�WRJHWKHU�YLD�D�SHHU�WR�SHHU��3�3��QHWZRUN��

�������6\VWHP�&RQILJXUDWLRQ�

7KH�%$&&�PRGHO�FDQ�EH�VXPPHG�XS�LQ�WZR�PDLQ�SKDVHV��

�� 'DWD�XSORDG��

�� 'DWD�GRZQORDG��



Chapter 3. BAC-DC: Blockchain-based Access Control for Decentralized Cloud Data 

���

���������'DWD�8SORDG�

7KH�GDWD�VWRUDJH�SURFHVV�LV�DV�IROORZV��

�� &UHDWLRQ�DQG�GHSOR\PHQW�RI�$8'�DQG�$&3�FRQWUDFWV�LQ�WKH�EORFNFKDLQ�E\�WKH�'2�'DWD�
2ZQHU���

�� '2�UHTXHVWV�FORXG�VWRUDJH��

�� '2�HQFU\SWV�WKH�GDWD��

�� '2�VHQGV�GDWD�IRU�VWRUDJH��

�� '2�VHQGV�D�WUDQVDFWLRQ�WR�WKH�/.3�FRQWUDFW�WR�ILQG�WKH�DYDLODEOH�PDVWHU�QRGHV�RI�WKH�
EORFNFKDLQ��

�� '2�GLYLGHV�WKH�GHFU\SWLRQ�NH\�LQWR�n SLHFHV�ZLWK�WKH�666�DOJRULWKP��

�� 7KHVH�Q�SLHFHV�DUH�GLVWULEXWHG�WR�WKH�t�PDVWHU�QRGHV�RI�WKH�EORFNFKDLQ�YLD�VHFXUH�66/�
FKDQQHOV��HDFK�QRGH�WDNHV�RQO\�RQH�FRLQ���

���������'DWD�'RZQORDG�

7KH�GDWD�GRZQORDG�SURFHVV�LV�DV�IROORZV��

�� '8��'DWD�8VHU��VHQGV�D�UHTXHVW�WR�WKH�FORXG�VHUYHU�WR�GRZQORDG�WKH�GDWD��

�� 7KH� FORXG� VHUYHU� YHULILHV� WKH� XVHU¶V� DFFHVV� ULJKWV� E\� VHQGLQJ� D� WUDQVDFWLRQ� WR� WKH�
EORFNFKDLQ�WR�H[HFXWH�WKH�$&3�FRQWUDFW��

�� $IWHU�UHFHLYLQJ�WKH�UHVSRQVH�IURP�WKH�EORFNFKDLQ��WKH�FORXG�VHUYHU�VHQGV�WKH�HQFU\SWHG�
GDWD�WR�WKH�XVHU�LI�WKH\�DUH�DXWKHQWLFDWHG��

�� '8�VHQGV�D�WUDQVDFWLRQ�WR�WKH�/.3�FRQWUDFW��ZKLFK�ZLOO�EH�H[HFXWHG�E\�WKH�VLQJOH�QRGHV�
DQG�UHWXUQ�WKH�DGGUHVV�RI�WKH�t PDVWHU�QRGHV��

�� '8�WKHQ�VHQGV�D�UHTXHVW� WR�UHWULHYH� WKH�GHFU\SWLRQ�NH\�WR�WKH� t�PDVWHU�QRGHV�RI� WKH�
EORFNFKDLQ��

�� 7KH�PDVWHU�QRGHV�VHQG�WKH�SLHFHV�RI�WKH�GHFU\SWLRQ�NH\�WR�WKH�'8�ZKLFK�UHFRQVWUXFWV�
WKH�LQLWLDO�NH\��

�������7KH�/LPLWV�RI�WKH�%$&&�6FKHPH�

$IWHU�D�VWXG\�RI�WKH�%$&&�PRGHO��VRPH�FULWLFDO�SRLQWV�ZHUH�LGHQWLILHG��7KHVH�SRLQWV�FDQ�
SDUDO\]H�WKH�SURSHU�IXQFWLRQLQJ�EXW�HVSHFLDOO\�WKH�VHFXULW\�DQG�FRQILGHQWLDOLW\�RI�GDWD�LQ�
WKLV�V\VWHP��

�� 3ULYLOHJHV�JUDQWHG�E\�WKH�'DWD�2ZQHU��'2���,I�WKH�'2�JLYHV�SULYLOHJHV�WR�D�PDOLFLRXV�
XVHU�'8��WKH�ODWWHU�ZLOO�EH�DEOH�WR�DFFHVV�WKH�ILOHV�VWRUHG�LQ�WKH�FORXG��GRZQORDG�WKHP�
DQG�HYHQ�UHFHLYH�WKH�GHFU\SWLRQ�NH\�NHSW�LQ�WKH�%ORFNFKDLQ�QHWZRUN��



Advances in Networks, Security and Communications, Vol. 3 

���

�� ,GHQWLW\�WKHIW��,I�D�XVHU�XVXUSV�WKH�LGHQWLW\�RI�DQ\�'DWD�8VHU��WKH\�FRXOG�LPSHUVRQDWH�
WKH�ODWWHU�DQG�UHFRYHU�WKH�GDWD�VWRUHG�LQ�WKH�FORXG��,W�VKRXOG�WKHUHIRUH�EH�HQVXUHG�WKDW�
GDWD�VSRRILQJ�LV�QRW�HIIHFWLYH�LQ�WKLV�PRGHO�DQG�WKDW�D�JLYHQ�XVHU�FDQQRW�HQWHU�WKH�XVHU�
JURXS��

�� 7KH t�DQG�n LQ�WKH�HTXDWLRQ�RI�6KDPLU
V�DOJRULWKP��7KH�PRUH�WKH t�WHQGV�WR�n�WKH�PRUH�
UREXVW�WKH�VROXWLRQ�LV��,I�WKH t�LV�VPDOO��WKH�VROXWLRQ�PD\�EH�ZHDN��7KHUHIRUH��ZH�VKRXOG�
PDNH�VXUH�WKDW�t�WHQGV�WR n�DQG�WKDW t�QRGHV�DUH�DOZD\V�DYDLODEOH��

�� $WWDFNV� LQ�%ORFNFKDLQ� HQYLURQPHQWV��7KHUH� DUH� VRPH� DWWDFNV� QRW� VWXGLHG� LQ� >�@� IRU�
ZKLFK�WKH�VROXWLRQ�LV�QRW�UREXVW�DQG�ZKLFK�FRXOG�KLQGHU�LWV�JURZWK��

�� 9XOQHUDELOLWLHV�LQ�66/�VHFXUH�FKDQQHOV��7KHUH�DUH�FRPPRQ�DWWDFNV�HQFRXQWHUHG�LQ�66/�
VHFXUH�FKDQQHOV�WKDW�DUH�DOVR�QRW�GLVFXVVHG�LQ�>�@��

�� 9XOQHUDELOLWLHV�LQ�FORXG�HQYLURQPHQWV��$WWDFNV�LQ�FORXG�HQYLURQPHQWV�DUH�EHFRPLQJ�
PRUH� DQG� PRUH� FRPPRQ�� ,W� ZRXOG� EH� LPSRUWDQW� WR� FLWH� LQ� >�@�� WKDW� WKH� VROXWLRQ� LV�
UHVLOLHQW�DJDLQVW�WKH�PRVW�FRPPRQ�FORXG�DWWDFNV��

�� 6PDUW� FRQWUDFWV�� 7KH� DXWKRUV� RI� WKH�%$&&� VROXWLRQ� DOVR� GLG� QRW� WDNH� LQWR� DFFRXQW�
DWWDFNV�RQ�VPDUW�FRQWUDFWV��ZKLFK�DUH�JHQHUDOO\�XVHG�DV�D�JDWHZD\�WR�WKH�EORFNFKDLQ�
QHWZRUN��

:H�KDYH�VXPPDUL]HG�LQ�)LJXUH�����WKH�GLIIHUHQW�VWHSV�PHQWLRQHG�DERYH�FRQFHUQLQJ�WKH�
VWRUDJH�DQG�GRZQORDGLQJ�RI�GDWD��

�

)LJ�������$Q�RYHUYLHZ�RI�WKH�SURSRVHG�PRGHO���
0�01�VWDQGV�IRU�0DVWHU�0LQHU�1RGH��01�VWDQGV�IRU�0LQHU�1RGH��
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�����7UDQVLWLRQ�IURP�&HQWUDOL]HG�WR�'HFHQWUDOL]HG�6WRUDJH�

�������%DVLF�&ORXG�&RPSXWLQJ�

&ORXG� FRPSXWLQJ� LV� WKH� GHYHORSPHQW� DQG� XVH� RI� FRPSXWHU� WHFKQRORJ\� ��FRPSXWLQJ���
EDVHG�RQ�WKH�,QWHUQHW���FORXG����,W�LV�D�VW\OH�RI�FRPSXWLQJ�LQ�ZKLFK�G\QDPLFDOO\�VFDODEOH�
DQG�RIWHQ�YLUWXDOL]HG�UHVRXUFHV�DUH�GHOLYHUHG�DV�D�VHUYLFH�RYHU�WKH�,QWHUQHW��8VHUV�GR�QRW�
QHHG�WR�KDYH�NQRZOHGJH��H[SHUWLVH�RU�FRQWURO�RYHU�WKH�³FORXG´�WHFKQRORJ\�LQIUDVWUXFWXUH�
WKDW�VXSSRUWV�WKHP��7KH�FRQFHSW�LQWHJUDWHV�LQIUDVWUXFWXUH�DV�D�VHUYLFH��,DD6���SODWIRUP�DV�
D�VHUYLFH��3DD6��DQG�VRIWZDUH�DV�D�VHUYLFH��6DD6��DV�ZHOO�DV�:HE�����DQG�RWKHU� UHFHQW�
WHFKQRORJ\�WUHQGV��

7KH�WHUP�FORXG�LV�XVHG�DV�D�PHWDSKRU�IRU�WKH�,QWHUQHW��EDVHG�RQ�KRZ�WKH�,QWHUQHW�LV�GHSLFWHG�
LQ� FRPSXWHU� QHWZRUN� GLDJUDPV�� DQG� LV� DQ� DEVWUDFWLRQ� RI� WKH� FRPSOH[� LQIUDVWUXFWXUH� LW�
FRQFHDOV�>�@��H[DPSOH�RI�FORXG�FRPSXWLQJ�QHWZRUN�LQ�ILJXUH�������

�

)LJ�������%DVLF�DUFKLWHFWXUH�RI�D�FORXG�VROXWLRQ��

�������:K\�'HFHQWUDOL]LQJ�WKH�&ORXG"�

&HQWUDOL]HG� FORXG� VWRUDJH� VHUYLFH� SURYLGHUV� FKDUJH� VLJQLILFDQW� IHHV� IRU� WKHLU� VHUYLFHV��
:KLOH�WKHVH�IHHV�GRQ
W�PHDQ�PXFK�WR�ODUJH�EXVLQHVVHV��VPDOO�EXVLQHVVHV�FDQ�IHHO�WKH�SLQFK��
$PD]RQ��IRU�H[DPSOH��FKDUJHV�����SHU�PRQWK�IRU�WKH�VWRUDJH�VHUYLFH�WKH\�SURYLGH�>��@��
:KLOH�WKH\�GRQ
W�KDQGOH�GDWD�XQHWKLFDOO\��WKH\�VWLOO�KDYH�WKH�RSWLRQ�RI�XVLQJ�GDWD�DQDO\WLFV�
WR�GULYH�GDWD��,Q�VRPH�FDVHV��FORXG�VWRUDJH�SURYLGHUV�PD\�DOVR�XVH�WKH�GDWD�VWRUHG�RQ�WKHLU�
VHUYHUV�WR�GLUHFW�SHUVRQDOL]HG�DGYHUWLVHPHQWV�WR�WKH�GDWD�RZQHU��ZKLFK�PDQ\�EXVLQHVVHV�
ILQG� LQWUXVLYH��:RUVH� \HW�� FORXG�SODWIRUPV� FXUUHQWO\�RSHUDWH� D� VHUYHU�PRGHO� WKDW� KDV� D�
VLQJOH�SRLQW�RI�IDLOXUH��PDNLQJ�GDWD�EUHDFKHV�PXFK�PRUH�OLNHO\��

'HFHQWUDOL]HG�FORXG�VWRUDJH�LV�D�VHUYLFH�WKDW�KDV�DOUHDG\�VWDUWHG��MXVW�XQGHU�WZR�\HDUV�DJR��
WR�FRQVROLGDWH�LWVHOI�LQ�WKH�GDLO\�SURFHVV�RI�EXVLQHVV�DQG�HQWHUSULVHV��7KLV�VHUYLFH�HQVXUHV�
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WKDW�RQO\�FXVWRPHUV�KDYH�DFFHVV� WR� WKHLU�GDWD�DQG�QR�RQH�HOVH�� ,Q� WKLV�FDVH�� WKH�VHUYLFH�
SURYLGHU�FDQQRW�GLVSOD\�WKH�VWRUHG�FRQWHQW��$QG�ZKR�VD\V�WKDW�WKH�VHUYLFH�SURYLGHU�GRHV�
QRW�DFFHVV�WKH�GDWD�DOVR�VD\V�WKDW�DQ\�DWWDFNHU�ZLOO�ILQG�LW�GLIILFXOW�WR�UHFRYHU�D�ILOH�VFDWWHUHG�
LQ�D�QHWZRUN�RI�QRGHV�DQG�WKDW�RQO\�D�NH\�KHOG�E\�WKH�RZQHU�FDQ�UHFRQVWUXFW�LW��

6HUYLFH�SURYLGHUV�OLNH�6WRUM�DQG�6,$FRLQ�KDYH�DOUHDG\�EXLOW�D�FUHGLEOH�PDUNHW�SUHVHQFH�E\�
SURYLGLQJ�D�OHYHO�RI�VHFXULW\�WKDW�VHUYHU�FOLHQW�FORXG�SURYLGHUV�FDQQRW�PDWFK��7KHVH�QHZ�
YHQGRUV�DUH�XVLQJ�EORFNFKDLQ�WHFKQRORJ\�WR�LPSOHPHQW�HYHQ�PRUH�VHFXUH�FORXG�VWRUDJH�
VROXWLRQV��

�������'HFHQWUDOL]HG�&ORXG�

'HFHQWUDOL]HG�FORXG�VWRUDJH�LV�D�UDSLGO\�JURZLQJ�XVH�FDVH�DLPHG�DW�VROYLQJ�RQH�RI�WRGD\
V�
ELJJHVW� RQOLQH� FKDOOHQJHV�� $� IHZ� YHU\� ODUJH� SURYLGHUV� �*RRJOH�� 0LFURVRIW�� 'URSER[��
$PD]RQ��HWF���FRQWURO�FORXG�VWRUDJH��5HVROYLQJ�TXHVWLRQV�DERXW�GDWD�SURWHFWLRQ��SULYDF\��
OLFHQVLQJ��FRQWURO�DQG�RZQHUVKLS�RI�GDWD�DUH�WKH�SULPDU\�JRDOV�RI�WKLV�QHZ�V\VWHP��

$� GHFHQWUDOL]HG� FORXG� VHUYLFH� LV� D� QHWZRUN� VWRUDJH� PRGHO� LQ� ZKLFK� GDWD� LV� VWRUHG� RQ�
PXOWLSOH�PDFKLQHV�FDOOHG��QRGHV��DQG�KRVWHG�E\�WKH�FRRSHUDWLQJ�SDUWLFLSDQWV�LQ�WKH�FORXG��
7R�EH�YLDEOH��VXFK�D�PRGHO�PXVW�SURYLGH�VWRUDJH�VSDFH�DW�OHDVW�HTXDO�WR�WKH�VWRUDJH�VSDFH�
UHTXLUHG�E\�XVHUV��+RZHYHU�� VRPH�QRGHV�PD\�PDNH�PRUH�VWRUDJH�VSDFH�DYDLODEOH� WKDQ�
RWKHUV��5HZDUGV�FDQ�EH�VHW�XS�EDVHG�RQ�WKH�FRQWULEXWLRQ�RI�QRGHV�LQ�WKH�V\VWHP��

8QOLNH�WKH�WUDGLWLRQDO�FHQWUDOL]HG�PRGHO��WKH�GHFHQWUDOL]HG�FORXG�VHUYLFH�GRHV�QRW�GLUHFWO\�
XVH�GHGLFDWHG�VHUYHUV�IRU�GDWD�VWRUDJH��WKHUHE\�HOLPLQDWLQJ�FRVWO\�KDUGZDUH�LQYHVWPHQWV��
(DFK�QRGH�XVHV�VRIWZDUH�WR�PDNH�VWRUDJH�VSDFH�DYDLODEOH��

6XFK�VHUYLFHV�PD\�QHYHUWKHOHVV�UHVRUW�WR�D�FHUWDLQ�OHYHO�RI�FHQWUDOL]DWLRQ�IRU�VXSHUYLVLQJ�
WKHLU�SURSHU�IXQFWLRQLQJ��

)LJV������DQG�����VKRZ�XV�WKH�GLIIHUHQFH�EHWZHHQ�D�FHQWUDOL]HG�FORXG�DUFKLWHFWXUH�DQG�D�
GHFHQWUDOL]HG�RQH��

�

)LJ�������&ORXG�$UFKLWHFWXUH�FHQWUDOL]HG�YV�GHFHQWUDOL]HG��



Chapter 3. BAC-DC: Blockchain-based Access Control for Decentralized Cloud Data 

���

� �
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�� 6DIHW\�WKURXJK�PDWK��
�� $OO�GDWD�GRZQORDGHUV�DUH�DOVR�
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�� )DVW��
�� /HVV�H[SHQVLYH���

)LJ�������&RPSDULVRQ�EHWZHHQ�FHQWUDOL]HG�DQG�GHFHQWUDOL]HG�DUFKLWHFWXUH��

�����3URSRVHG�0RGHO�%$&�'&��%ORFNFKDLQ�EDVHG�$FFHVV�&RQWURO��
IRU�'HFHQWUDOL]HG�&ORXG�'DWD�

�������7KH�0DLQ�&RPSRQHQWV�

���������7KH�1RGHV�

7KHUH�DUH�WZR�W\SHV�RI�QRGHV��&OLHQW�RU�³WHQDQW´�QRGHV��DUH�WKRVH�ZKR�DVN�WR�VWRUH�WKHLU�
GDWD��6WRUDJH�QRGHV�RU��IDUPHUV���DUH� WKRVH� WKDW�SURYLGH�VWRUDJH�VSDFH��7KHLU� UROH� LV� WR�
VWRUH�DQG�UHWXUQ�GDWD��,Q�DGGLWLRQ�WR�UHOLDEOH�GDWD�VWRUDJH��QRGHV�VKRXOG�SURYLGH�DGHTXDWH�
QHWZRUN� EDQGZLGWK� DQG� UHVSRQVLYHQHVV�� 6WRUDJH� QRGHV� DUH� VHOHFWHG� EDVHG� RQ� YDULRXV�
FULWHULD��SLQJ�WLPH��ODWHQF\��WKURXJKSXW��EDQGZLGWK��FDSV��VXIILFLHQW�GLVN�VSDFH��JHRJUDSKLF�
ORFDWLRQ��XSWLPH��DFFXUDWH�DXGLW�UHVSRQVH�KLVWRU\��DQG�VR�RQ��,Q�H[FKDQJH�IRU�WKHLU�VHUYLFH��
WKH�QRGHV�DUH�SDLG��

7KHVH�QRGHV�ZRUN�DQG�FRPPXQLFDWH�ZLWK�HDFK�RWKHU�YLD�D�3HHU�WR�3HHU�QHWZRUN��7KH\�
SHUIRUP� DXWKHQWLFDWLRQ� ZKHQ� WKH\� ZDQW� WR� FRPPXQLFDWH� ZLWK� HDFK� RWKHU�� 7KLV�
DXWKHQWLFDWLRQ�LV�GRQH�WZLFH�WR�DYRLG�DWWDFNV�OLNH�PDQ�LQ�WKH�PLGGOH��

���������7KH�3HHU�WR�SHHU�&RPPXQLFDWLRQ�DQG�'LVFRYHU\�6\VWHP�

$OO� WKH� SHHUV� RI� WKH� QHWZRUN� FRPPXQLFDWH� YLD� D� VWDQGDUGL]HG� SURWRFRO�� 7KLV� SURWRFRO�
VKRXOG��

�� 3URYLGH�DFFHVVLELOLW\�WR�SHHUV��
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�� 3URYLGH�DXWKHQWLFDWLRQ�ZKHUH�HDFK�SDUWLFLSDQW�FU\SWRJUDSKLFDOO\�SURYHV�WKH�LGHQWLW\�RI�
WKH�SHHU�WKH\�DUH�WDONLQJ�WR��WR�DYRLG�PLGGOHPDQ�DWWDFNV��

�� 2IIHU�FRPSOHWH�SULYDF\��,Q�FDVHV�VXFK�DV�EDQGZLGWK�PHDVXUHPHQW�WKH�FOLHQW�DQG�WKH�
VWRUDJH�QRGH�PXVW�EH�DEOH�WR�FRPPXQLFDWH�ZLWKRXW�DQ\�ULVN�RI�VS\LQJ��7KH�SURWRFRO�
VKRXOG�HQVXUH�WKDW�DOO�FRPPXQLFDWLRQV�DUH�SULYDWH�E\�GHIDXOW��

,Q�DGGLWLRQ��WKH�SURWRFRO�HVWDEOLVKHV�D�ZD\�WR�VHDUFK�WKH�QHWZRUN�DGGUHVVHV�RI�SHHUV�E\�D�
XQLTXH�LGHQWLILHU�VR�WKDW��JLYHQ�WKH�XQLTXH�LGHQWLILHU�RI�D�SHHU��DQ\�RWKHU�SHHU�QRGH�FDQ�
FRQQHFW�WR�LW��7KLV�UHVSRQVLELOLW\�LV�VLPLODU�WR�WKH�VWDQGDUG�,QWHUQHW�'RPDLQ�1DPH�6\VWHP�
�'16�� >��@��ZKLFK� LQYROYHV� PDSSLQJ� DQ� LGHQWLILHU� WR� DQ� HSKHPHUDO� ORJLQ� DGGUHVV�� EXW�
XQOLNH�'16��WKHUH�FDQ�EH�QR�FHQWUDOL]HG�UHJLVWUDWLRQ�SURFHVV��7R�DFKLHYH�WKLV��D�QHWZRUN�
RYHUOD\�� VXFK�DV�&KRUG� >��@��3DVWU\� >��@�RU�.DGHPOLD� >��@�� FDQ�EH�EXLOW�RQ� WRS�RI�RXU�
FKRVHQ�SHHU�WR�SHHU�FRPPXQLFDWLRQ�SURWRFRO��

���������7KH�5HIHUHQFH�7DEOH�RU�0HWDGDWD�

2QFH�ZH�KDYH�VSOLW�DQ�REMHFW�DQG�VHOHFWHG�VWRUDJH�QRGHV�RQ�ZKLFK�WR�VWRUH�WKH�QHZ�SDUWV��
ZH�QRZ�QHHG�WR�NHHS�WUDFN�RI�WKH�VWRUDJH�QRGHV�WKDW�ZH�KDYH�VHOHFWHG��:H�DOORZ�XVHUV�WR�
FKRRVH� VWRUDJH� EDVHG� RQ� JHRJUDSKLF� ORFDWLRQ�� SHUIRUPDQFH� FKDUDFWHULVWLFV�� DYDLODEOH�
VSDFH��DQG�RWKHU�IHDWXUHV��7KHUHIRUH��LQVWHDG�RI�DQ�LPSOLFLW�QRGH�VHOHFWLRQ�OLNH�D�VFKHPH�
XVLQJ�D�FRQVLVWHQW�KDVK�VXFK�DV�'\QDPR�>��@��ZH�QHHG�WR�XVH�DQ�H[SOLFLW�QRGH�VHOHFWLRQ�
VFKHPH�OLNH�GLUHFWRU\�EDVHG�VHDUFKHV�>��@��$GGLWLRQDOO\��WKH�XVHU�VKRXOG�EH�DEOH�WR�FKRRVH�
DQ�DUELWUDU\�NH\��RIWHQ�WUHDWHG�DV�D�SDWK��WR�LGHQWLI\�WKLV�PDSSLQJ�RI�GDWD�HOHPHQWV�WR�WKH�
QRGH��7KHVH�FKDUDFWHULVWLFV�LPSO\�WKH�QHHG�IRU�D�PHWDGDWD�VWRUDJH�V\VWHP��

�������%$&�'&��2SHUDWLQJ�0RGH�

���������'DWD�8SORDG�

2XU� PRGHO� LV� D� GLVWULEXWHG� VWRUDJH� VHUYLFH� EDVHG� RQ� D� EORFNFKDLQ� QHWZRUN�� 7KH� EDVLF�
SULQFLSOH�LV�WR�VKDUH�D�ILOH�RQ�D�SHHU�WR�SHHU��3�3��QHWZRUN�DQG�WR�IROORZ�WKH�HQFU\SWLRQ��
VWRUDJH��UHWULHYDO�DQG�DGPLQLVWUDWLRQ�RI�FRQWUDFWV�XVLQJ�D�EORFNFKDLQ��

7R�VWRUH�XVHU�GDWD�WKLV�PRGHO�ZRUNV�DV�IROORZV��

�� &OLHQWV��WHQDQWV��HQFU\SW�WKHLU�ILOH�DQG�FRQWURO�WKH�HQFU\SWLRQ�NH\��

�� 7KH�ILOH�LV�WKHQ�GLYLGHG�LQWR�VHYHUDO�SLHFHV�DQG�GXSOLFDWHV�RI�HDFK�SLHFH�DUH�FUHDWHG�WR�
SURYLGH�UHGXQGDQF\�DFFRUGLQJ�WR�WKH�OHYHO�RI�VHFXULW\�UHTXLUHG�IRU�WKH�ILOH��

�� 7KH�IUDJPHQWV��L�H���VPDOOHU�SLHFHV�RI�WKH�ILOH��DUH�WKHQ�VWRUHG�LQ�VHYHUDO�FRPSXWHUV�LQ�
WKH�3�3�QHWZRUN��DW�WKH�³IDUPHUV´���

�� (DFK�IDUPHU�RQO\�JHWV�WKH�VKDUGV�WKDW�DUH�DOUHDG\�HQFU\SWHG�DQG�WKHUHIRUH�FDQQRW�DFFHVV�
WKH�FRQWHQW�RI�WKH�VKDUG��(YHQ�LI�KDFNHUV�DWWDFN�D�QRGH��WKH\�ZLOO�RQO\�JHW�WKH�HQFU\SWHG�
IUDJPHQWV��ZKLFK�WKH\�FDQQRW�UHDG��PHDQLQJ�WKH\�FDQQRW�UHEXLOG�WKH�HQWLUH�ILOH�IURP�LW��
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:KHQ�GRZQORDGLQJ�GDWD��WHQDQWV�SURFHHG�DV�IROORZV��

�� 7KH\�ZLOO�KDYH�WR�XVH�D�EORFNFKDLQ�EDVHG�KDVK�WDEOH�ZLWK�WKH�HQFU\SWLRQ�NH\��VR�WKDW�
WKH�HQWLUH�ILOH�LV�UHFRQVWUXFWHG�IURP�WKH�LQGLYLGXDO�IUDJPHQWV��7KH�ILOH�ZLOO�EH�UHEXLOW�
DIWHU�WKH�IDUPHUV�UHWXUQ�WKH�LQGLYLGXDO�IUDJPHQWV�WKH\�KROG��

�� 7KH�WHQDQW�WKHQ�XVHV�WKH�HQFU\SWLRQ�NH\�WR�GHFU\SW�WKH�ILOH��

�� 6PDUW�FRQWUDFWV�LQ�WKH�EORFNFKDLQ�JRYHUQ�WKH�WHUPV�DQG�FRQGLWLRQV��WHQDQWV�SD\�IRU�WKH�
ILOH�WKH\�KDG�VWRUHG�ZKLOH�IDUPHUV�DUH�SDLG�IRU�WKHLU�VWRUDJH�YROXPH�LQ�D�FU\SWRFXUUHQF\�
WKDW�ZLOO�EH�VSHFLILHG�ODWHU��

�� 7KHUH�LV�DQ�DXGLW�SURFHVV�WR�HQVXUH�WKDW�IDUPHUV�KROG�WKH�VKDUG�WKH\�DJUHHG�WR�KROG��
:KHQ�IDUPHUV�VXFFHVVIXOO\�PHHW�WKHLU�REOLJDWLRQ��WKH\�DFFXPXODWH�D�JRRG�UHSXWDWLRQ�
DV�ZHOO�DV�FU\SWRFXUUHQF\��,I�WKH�IDUPHUV�GRQ
W�PHHW�WKH�FRQGLWLRQV��WKH\�GRQ
W�JHW�SDLG��
5HSHDWHG�LQVWDQFHV�RI�GHIDXOW�PD\�UHVXOW�LQ�GLVTXDOLILFDWLRQ��

)LJXUHV� ���� DQG� ���� VXPPDUL]H� E\� SUHFLVH� IORZFKDUWV� WKH� SURFHVV� RI� VWRULQJ� DQG�
GRZQORDGLQJ�GDWD�

�

)LJ�������)ORZFKDUW�RI�WKH�GDWD�XSORDGLQJ�SURFHVV��



Advances in Networks, Security and Communications, Vol. 3 

���

�

)LJ�������)ORZFKDUW�RI�WKH�GDWD�GRZQORDGLQJ�SURFHVV���

�������0RGHO�$UFKLWHFWXUH�

+HUH�LV�WKH�SURSRVHG�DUFKLWHFWXUH��)LJ��������

�

)LJ�������0RGHO�$UFKLWHFWXUH��



Chapter 3. BAC-DC: Blockchain-based Access Control for Decentralized Cloud Data 

���

�����/LQN�EHWZHHQ�2XU�%$&�'&�6FKHPH�DQG�WKH�2QH�6WXGLHG�%$&&�

7KH� SRLQW� WR� EH� GLVFXVVHG� KHUH� LV� WKH� FRPELQDWLRQ� RI� WKH� %$&&� PRGHO� ZLWK� WKH�
GHFHQWUDOL]HG� FORXG� FRQFHSW� XVHG� LQ� RXU� %$&�'&� VROXWLRQ�� 7KH� EORFNFKDLQ� XVXDOO\�
FRQWDLQV�WKH�WUDQVDFWLRQ�EORFNV�DQG�VPDUW�FRQWUDFWV�DV�VKRZQ�LQ�WKH�ILJXUH�EHORZ��

,Q� WKH�%$&&�PRGHO�� WKH�EORFNFKDLQ� LV�XVHG� WR�SURYLGH�DFFHVV� FRQWURO� WDVNV�ZKLFK�DUH�
GHILQHG�DV�VPDUW�FRQWUDFWV��(DFK�RI�WKHVH�VPDUW�FRQWUDFWV�SHUIRUPV�D�VSHFLILF�WDVN��7KH�
V\VWHP�WKHUHIRUH�FRQVLVWV�RI�IRXU�VPDUW�FRQWUDFWV��QDPHO\��$8'�&RQWUDFW��$&3�&RQWUDFW��
/.3�&RQWUDFW� DQG� &/8�&RQWUDFW�� 7KHVH� FRQWUDFWV� DUH� FUHDWHG� DQG� GHSOR\HG� RQ� WKH�
EORFNFKDLQ� E\� WKH� GDWD� RZQHUV� DQG� WKH� FORXG� VWRUDJH� VHUYHU�� 7KH� H[HFXWLRQ� RI� WKHVH�
FRQWUDFWV�ZLOO�WKHUHIRUH�HQVXUH�WKH�DFFHVV�FRQWURO�WDVNV��([DPSOH�LQ�ILJXUH�������

,Q�WKH�FDVH�RI�RXU�VROXWLRQ��DFFHVV�FRQWURO�ZLOO�DOVR�EH�SURYLGHG�E\�VPDUW�FRQWUDFWV��EXW�QRW�
LQ� WKH� VDPH� ZD\�� 7KLV� LV� EHFDXVH� ILUVW� RI� DOO� WKHVH� FRQWUDFWV� DUH� QR� ORQJHU� FUHDWHG� RU�
GHSOR\HG�E\�WKH�FORXG�VWRUDJH�VHUYHU�RU�ZKDW�DUH�FDOOHG�GDWD�RZQHUV��WKH\�ZLOO�EH�GHSOR\HG�
E\�WKH�VWRUDJH�QRGHV�ZKLFK�FDQ�DOVR�EH�FOLHQWV��7KHQ�WKH�DFFHVV�FRQWURO�SURFHGXUH�ZLOO�EH�
URXJKO\�WKH�VDPH�DV�ZLWK�WKH�%$&&�VROXWLRQ��

,Q� DGGLWLRQ�� LQ� %$&&�� WKH� DXWKRUV� LQWURGXFH� D� QHZ� QRGH�� FDOOHG� PDVWHU� QRGH�� LQ� WKH�
EORFNFKDLQ�QHWZRUN��7KH�PDVWHU�QRGH��UHSUHVHQWHG�E\�0�01�DV�LQ�WKH�ILJXUH��LV�WKH�PLQRU�
QRGH�WKDW�LV�DOVR�D�VHFXULW\�VHUYHU��

7KH�VHFXULW\�VHUYHU�LQ�%$&&�LV�WKH�KROGHU�RI�WKH�GDWD�GHFU\SWLRQ�NH\��2Q�WKH�RWKHU�KDQG��
LQ�RXU�PRGHO��LW�LV�WKHVH�QRGHV�WKDW�ZLOO�EH�WKH�RZQHUV�RI�WKH�PDLQ�HOHPHQWV�HQWHULQJ�LQWR�
WKH� DXWKHQWLFDWLRQ� SURFHGXUH� RI� WKH� YDULRXV� QRGHV�� RU� PRUH� VLPSO\� WKH� DFFHVV� FRQWURO�
SURFHGXUH��,W�LV�HPSKDVL]HG�KHUH�WKDW�DOO�WKH�VKDULQJ�HOHPHQWV�DUH�GLVWULEXWHG�EHWZHHQ�WKH�
QRGHV�RI�WKH�QHWZRUN�YLD�D�VHFXUH�FKDQQHO��

�

)LJ�������%ORFNFKDLQ�EORFNV�LOOXVWUDWLRQ��

:H�KDYH�PDGH�D�FRPSDUDWLYH�WDEOH��7DEOH������EHWZHHQ�WKH�WZR�VROXWLRQV��WKH�RQH�VWXGLHG�
DQG�WKH�RQH�SURSRVHG��IRU�D�EHWWHU�XQGHUVWDQGLQJ�RI�WKH�FRPPRQ�SRLQWV��
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'HFHQWUDOL]DWLRQ� 'HFHQWUDOL]DWLRQ�RI�VWRUDJH�
DQG�DFFHVV�FRQWURO�

'HFHQWUDOL]DWLRQ�RI�DFFHVV�
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8VH�RI�EORFNFKDLQ� 6WRUDJH�RI�GDWD�DQG�DFFHVV�
FRQWURO� $FFHVV�FRQWURO�WDVNV�

6PDUW�FRQWUDFWV� 'HSOR\HG�E\�VWRUDJH�QRGHV� 'HSOR\HG�E\�FORXG�VHUYHU�
DQG�GDWD�XVHUV�

6HFXULW\�VHUYHU�UROH�
�PDVWHU�QRGH�� $FFHVV�FRQWURO�SURFHGXUH� 6WRUH�WKH�GHFU\SWLRQ�NH\V�

&RPPXQLFDWLRQ�
&KDQQHOV�EHWZHHQ�QHWZRUN�
HQWLWLHV��

6HFXUH�6RFNHW�/D\HU��66/�� 6HFXUH�6RFNHW�/D\HU��66/��

6WRUDJH� 7KH�EORFNFKDLQ¶V�QRGHV�
XVHG�IRU�VWRUDJH� &ORXG�IRU�GDWD�VWRUDJH�

'DWD�(QFU\SWLRQ� $(6����� $(6�����
&RVW� &KHDS�� ([SHQVLYH��

,QWHJULW\�RI�GDWD�
(&'6$��(OOLSWLF�&XUYH�
'LJLWDO�6LJQDWXUH�
$OJRULWKP���

(&'6$��(OOLSWLF�&XUYH�
'LJLWDO�6LJQDWXUH�
$OJRULWKP��

6HFXULW\�REMHFWLYHV� &RQILGHQWLDOLW\�DQG�
LQWHJULW\�

&RQILGHQWLDOLW\�DQG�
LQWHJULW\�

/RVV�RI�GDWD� 1R�VLQJOH�SRLQW�RI�IDLOXUH� 6LQJOH�SRLQW�RI�IDLOXUH�
5HGXQGDQF\�� <HV� 1R��
%DQGZLGWK�� 8QOLPLWHG� /LPLWHG��
6\VWHP�GHSOR\PHQW�� &RPSOH[�� &RPSOH[�

�

�����6HFXULW\�$QDO\VLV�

�������)LOH�3DUWLWLRQLQJ�%HIRUH�6WRUDJH�

7KH�ILUVW�VWHS�LQ�VHFXULQJ�D�ILOH�EHIRUH�VWRUDJH�LV�ILOH�VKDUGLQJ��7KLV�PHDQV�WKDW�ZKHQ�\RX�
ZDQW�WR�VWRUH�D�ILOH��\RX�PXVW�ILUVW�GLYLGH�WKH�ILOH�LQWR�VHYHUDO�VPDOOHU�SLHFHV��7KH�DGYDQWDJH�
RI�ILOH�VKDUGLQJ�LV�WZRIROG��)LUVW��\RX�FDQ�VHQG�DQG�UHFDOO�IUDJPHQWV�RI�WKH�ILOH�LQ�SDUDOOHO��
ZKLFK�VSHHGV�XS�ILOH�WUDQVIHU��6HFRQG��QR�VLQJOH�HQWLW\�RZQV�DOO�RI�\RXU�ILOH��<RX�DUH�WKH�
RQO\�SHUVRQ�ZKR�NQRZV�ZKHUH�DOO�WKH�VKDUGV�DUH��

7KH�ORFDWLRQ�RI�WKH�IUDJPHQWV�LV�D�NH\�GLVWLQFWLRQ��2XU�PRGHO��DV�D�FORXG�VWRUDJH�SURYLGHU��
REYLRXVO\�SULRULWL]HV�SURWHFWLQJ�XVHU�SULYDF\��7KH�FXVWRPHU�RU�WHQDQW�VKRXOG�EH�WKH�RQO\�
SHUVRQ� ZKR� NQRZV� ZKHUH� DOO� WKH� IUDJPHQWV� RI� WKHLU� ILOH� KDYH� JRQH�� 7KLV� LV� ZKHUH�
EORFNFKDLQ�DQG�FU\SWRJUDSK\�FRPH�LQ��:H�DUH�LPSOHPHQWLQJ�ZKDW�LV�FDOOHG�D�GLVWULEXWHG�
KDVK�WDEOH�VR�WKDW�XVHUV�FDQ�ORFDWH�DOO�WKH�IUDJPHQWV�RI�WKHLU�RULJLQDO�ILOH��7KLV�KDVK�WDEOH�
UHTXLUHV� D� SULYDWH� NH\� WR� LGHQWLI\� WKH� IUDJPHQWV��:LWKRXW� WKH� SULYDWH� NH\�� LW�ZRXOG� EH�
DOPRVW�LPSRVVLEOH�WR�FRUUHFWO\�JXHVV�WKH�ORFDWLRQ�RI�DQ�H[SORGHG�ILOH��
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�������(QG�WR�HQG�(QFU\SWLRQ�

7KLV�LV�ZKHUH�GDWD�SULYDF\�LV�WDNHQ�WR�WKH�QH[W�OHYHO��)UDJPHQWDWLRQ�DOUHDG\�DGGV�D�OD\HU�
RI�SULYDF\�EHFDXVH�QR�GDWD�KRVW��WKH�RQH�WKDW�VWRUHV�WKH�GDWD�DOVR�FDOOHG�D�IDUPHU��FDQ�UHDG�
WKH�HQWLUH�ILOH��%XW�HYHQ�EHLQJ�DEOH�WR�UHDG�D�IUDJPHQW�RI�D�ILOH�LV�SUREOHPDWLF��,W�FRXOG�VWLOO�
FRQWDLQ�VHQVLWLYH�LQIRUPDWLRQ��

7R�FRXQWHU�WKLV�SKHQRPHQRQ��RXU�PRGHO�KHOSV�LWV�XVHUV�ZKR�ZDQW�WR�VWRUH�WKHLU�GDWD��FDOOHG�
WHQDQWV��WR�FRPSUHVV�DQG�HQFU\SW�WKHLU�ILOHV�EHIRUH�IUDJPHQWDWLRQ��7KH�HQFU\SWHG�ILOH�KDV�
RQO\�RQH�NH\��DQG�WKH�KROGHU�NHHSV�WKDW�NH\�ORFDOO\�RQ�KLV�FRPSXWHU��

$V�WKH�VROH�RZQHU�RI�WKH�HQFU\SWLRQ�NH\��WKH�WHQDQW�LV�WKH�RQO\�SHUVRQ�ZKR�FDQ�UHDG�WKH�
ILOH��:KHQ�D�GDWD�KRVW�UHFHLYHV�D�IUDJPHQW��LW�KDV�DOUHDG\�EHHQ�HQFU\SWHG�DV�SDUW�RI�D�ODUJHU�
ILOH�� 7KH� GDWD� KRVWHG� E\� WKH� IDUPHU� LV� XVHOHVV�ZLWKRXW� DOO� WKH� RWKHU� IUDJPHQWV� DQG� WKH�
HQFU\SWLRQ�NH\��

7R�KDFN�RXU�PRGHO�DQG�JDLQ�DFFHVV�WR�D�ILOH��ZH�ZRXOG�KDYH�WR�ORFDWH�DOO�WKH�IUDJPHQWV�LQ�
D�ILOH��7KLV�LV�DOPRVW�LPSRVVLEOH�ZLWKRXW�WKH�KDVK�WDEOH�SULYDWH�NH\��7KHQ��\RX�ZRXOG�KDYH�
WR� FRQYLQFH� WKH� IDUPHUV� ZKR� KRVW� WKHVH� IUDJPHQWV� WR� VHQG� WKHP� WR� \RX� ZLWKRXW� WKH�
DSSURSULDWH�VLJQDWXUH��)LQDOO\��RQH�ZRXOG�KDYH�WR�JXHVV��ZKLFK�LV�KLJKO\�LPSUREDEOH��RU�
VWHDO�WKH�HQFU\SWLRQ�NH\�IURP�WKH�WHQDQW��

7KHUHIRUH�� RXU� PRGHO� EDVHG� RQ� GHFHQWUDOL]HG� ILOH� VWRUDJH� LV� PXFK� PRUH� VHFXUH� WKDQ�
WUDGLWLRQDO�FHQWUDOL]HG�RSWLRQV�� ,Q�RXU� VROXWLRQ��ZH� WDONHG�DERXW�GDWD�HQFU\SWLRQ�EHIRUH�
VWRUDJH�� &OLHQW�VLGH� HQFU\SWLRQ� LV� DQ� H[FHSWLRQDOO\� VWURQJ� GDWD� VHFXULW\� VWUDWHJ\�� %\�
HOLPLQDWLQJ�WKH�SRVVLELOLW\�WKDW�VHUYLFH�SURYLGHUV��RU�WKLUG�SDUWLHV�ZKR�PD\�FRPSHO�VHUYLFH�
SURYLGHUV�WR�SURYLGH�GDWD�DFFHVV��WR�EH�DEOH�WR�YLHZ�WKH�GDWD��FOLHQW�VLGH�HQFU\SWLRQ�HQVXUHV�
WKDW�GDWD�VWRUHG�LQ�WKH�FORXG�FDQ�RQO\�EH�YLHZHG�RQ�WKH�FOLHQW�VLGH��7KLV�SUHYHQWV�GDWD�ORVV�
DQG�XQDXWKRUL]HG�GLVFORVXUH�RI�SHUVRQDO�RU�SULYDWH�ILOHV��SURYLGLQJ�JUHDWHU�SHDFH�RI�PLQG�
IRU�ERWK�SHUVRQDO�DQG�EXVLQHVV�XVHUV��$PRQJ�YDULRXV�DOJRULWKPV�WKDW�ZH�FRQVLGHU�HIILFLHQW�
�'(6��56$�� ,'($����:$<�$1'�5&6��ZH�KDYH�RSWHG� IRU� WKH�$(6�DOJRULWKP�ZKLFK�
UHPDLQV�WKH�RQH�WKDW�PRVW�DWWUDFWV�RXU�DWWHQWLRQ��

$GYDQFHG� (QFU\SWLRQ� 6WDQGDUG� RU� $(6�� DOVR� NQRZQ� DV� 5LMQGDHO�� LV� D� V\PPHWULF�
HQFU\SWLRQ�DOJRULWKP��,W�LV�FXUUHQWO\�WKH�PRVW�ZLGHO\�XVHG�DQG�WKH�VDIHVW��

7KLV� DOJRULWKP� WDNHV� DV� LQSXW� D� EORFN� RI� ���� ELWV� ���� E\WHV��� WKH� NH\� LV� ����� ���� RU��
����ELWV��7KH����LQSXW�E\WHV�DUH�VZDSSHG�DFFRUGLQJ�WR�D�SUHYLRXVO\�GHILQHG�WDEOH��7KHVH�
E\WHV�DUH�WKHQ�SODFHG�LQ�DQ�DUUD\�RI��î��HOHPHQWV�DQG�LWV�URZV�DUH�URWDWHG�WR�WKH�ULJKW��7KH�
LQFUHPHQW�IRU�WKH�URWDWLRQ�YDULHV�GHSHQGLQJ�RQ�WKH�URZ�QXPEHU��$�OLQHDU�WUDQVIRUPDWLRQ�
LV�WKHQ�DSSOLHG�WR�WKH�PDWUL[��LW�FRQVLVWV�RI�WKH�ELQDU\�PXOWLSOLFDWLRQ�RI�HDFK�HOHPHQW�RI�WKH�
PDWUL[�ZLWK�SRO\QRPLDOV�UHVXOWLQJ�IURP�DQ�DX[LOLDU\�PDWUL[��WKLV�PXOWLSOLFDWLRQ�LV�VXEMHFW�
WR� VSHFLDO� UXOHV� DFFRUGLQJ� WR� *)� ����� �*DORLV� JURXS� RU� ILQLWH� ERG\��� 7KH� OLQHDU�
WUDQVIRUPDWLRQ�JXDUDQWHHV�EHWWHU�GLIIXVLRQ��SURSDJDWLRQ�RI�WKH�ELWV�LQ�WKH�VWUXFWXUH��RYHU�
VHYHUDO�WXUQV��)LQDOO\��DQ�H[FOXVLYH�25�;25�EHWZHHQ�WKH�PDWUL[�DQG�DQRWKHU�PDWUL[�PDNHV�
LW�SRVVLEOH�WR�REWDLQ�DQ�LQWHUPHGLDWH�PDWUL[��7KHVH�GLIIHUHQW�RSHUDWLRQV�DUH�UHSHDWHG�VHYHUDO�
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WLPHV�DQG�GHILQH�D��WRXU���)RU�D�NH\�RI����������RU������$(6�UHTXLUHV��������RU����WXUQV��
UHVSHFWLYHO\��

�������3DULW\�)UDJPHQWV�IRU�5HGXQGDQF\�

,QGLYLGXDO�ILOH�IUDJPHQWV�DUH�VHQW�WR�RUGLQDU\�FRPSXWHUV�DFURVV�WKH�%$&�'&�QHWZRUN��%XW�
ZKDW�LI�RQH�RI�WKHVH�FRPSXWHUV�VKXWV�GRZQ"�$UH�WKH�IUDJPHQWV�WKDW�ZHUH�VWRUHG�RQ�WKLV�
FRPSXWHU�ORVW"�

:H�FOHDUO\�QHHG�WR�LPSOHPHQW�VRPH�W\SH�RI�UHGXQGDQF\�LQ�WKH�V\VWHP��7KLV�LV�GRQH�ZLWK�
SDULW\�IUDJPHQWV��:KHQ�\RX�XSORDG�D�ILOH��\RX�FDQ�FKRRVH�WKH�OHYHO�RI�UHGXQGDQF\�\RX�
QHHG�IRU�\RXU�ILOH��:LWK�HQRXJK�SDULW\�IUDJPHQWV��\RX�FDQ�JUHDWO\�UHGXFH�WKH�FKDQFHV�RI�
ORVLQJ�D�GDWD�IUDJPHQW�IURP�\RXU�ILOH��

+RZHYHU��RYHU�D� ORQJHU�SHULRG�RI� WLPH�� WKH� OLNHOLKRRG�RI� ORVLQJ�D�VKDUG� LQFUHDVHV��2XU�
PRGHO�WKHQ�SHUIRUPV�UHJXODU�DXGLWV�DQG�XVHV�RWKHU�YHULILFDWLRQ�PHWKRGV�WR�PDNH�VXUH�WKLV�
GRHV� QRW� KDSSHQ�� +RZHYHU�� LW� LV� EHVW� WR� UHFDOO� DQG� UHEXLOG� ILOHV� SHULRGLFDOO\� EHIRUH�
UHVWRFNLQJ�WKHP�DJDLQ��

�������)LOH�9HULILFDWLRQ�

2QH�TXHVWLRQ�UHPDLQV��KRZ�FDQ�ZH�EH�VXUH�RXU�ILOHV�DUH�VWLOO�WKHUH"�&RXOGQ
W�D�IDUPHU�MXVW�
ZLSH�RXW�WKH�VKDUGV�KH�RZQV�RU�VKXW�GRZQ�KLV�FRPSXWHU"�

7R� DGGUHVV� WKLV� FRQFHUQ�� WKH� %$&�'&� PRGHO� SHUIRUPV� D� UHFRUGV� FKHFN�� 7R� EH� SDLG��
IDUPHUV�PXVW�SURYH�WKDW�WKH\�KDYH�WKH�VKDUGV�VHQW�WR�WKHP��7KHUHIRUH��WKH�V\VWHP�VHQGV�D�
UHTXHVW�WR�WKH�IDUPHUV��DQG�LI�WKH�IDUPHU�KDV�PRGLILHG�RU�GHOHWHG�WKH�HQFU\SWHG�IUDJPHQW��
KH�ZLOO�QRW�EH�DEOH�WR�UHVSRQG�WR�WKH�UHTXHVW��,I�WKH�IDUPHU�FXUUHQWO\�RZQV�WKH�FDVH��WKH\�
FDQ�SURSHUO\� UHVSRQG� WR� WKH� UHTXHVW��+H� UHFHLYHV� D�PLFUR�SD\PHQW� IRU� WKH� VWRUDJH� DQG�
PDLQWHQDQFH�RI�WKH�ILOH��7KXV��WKH�IDUPHUV�DUH�HQFRXUDJHG�WR�VWRUH�WKH�ILOHV�DQG�WR�UHPDLQ�
DFWLYH�RQ�WKH�QHWZRUN��

�������'DWD�/RVV�

,Q�WKH�HVWDEOLVKHG�V\VWHP��WR�DYRLG�WKH�ORVV�RI�GDWD��IROORZLQJ�D�IDLOXUH�RU�WKH�FRPSURPLVH�
RI�D�QRGH�HWF���RQO\�D�QXPEHU�RI�IUDJPHQWV��IRU�H[DPSOH�����RI�WKH�IUDJPHQWV�FRQVWLWXWLQJ�
D�ILOH��ZLOO�EH�QHFHVVDU\�IRU�LWV�UHFRQVWUXFWLRQ��

�������$FFHVV�&RQWURO�

$PRQJ�WKH�YDULRXV�H[LVWLQJ�DFFHVV�FRQWURO�VROXWLRQV��WKDW�RI�6��)XJNHDZ�HW�DO��>��@�GUHZ�
RXU� DWWHQWLRQ�� ,QGHHG�� WKH� DXWKRUV� SURSRVH� D� UROH�EDVHG� HQFU\SWLRQ� VFKHPH��
�/:�&�&3�$5%(�� RI� OLJKWZHLJKW� FROODERUDWLYH� FLSKHUWH[W� SROLF\� DWWULEXWH� WR� VXSSRUW�
OLJKWZHLJKW�DQG�WKLQ�DFFHVV�FRQWURO�IRU�WKH�FORXG�HQYLURQPHQW��
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7KH\�DSSO\�WKH�&3�$%(�DSSURDFK�DV�EDVLF�FU\SWRJUDSKLF�DFFHVV�FRQWURO�DQG�LQWURGXFH�D�
QHZ�SUR[\�UH�HQFU\SWLRQ��35(��SURWRFRO�WR�UHGXFH�GDWD�UH�HQFU\SWLRQ�DQG�GHFU\SWLRQ�FRVWV�
IRU�PRELOH�XVHUV��

7R�WKLV�HQG��WKH�RYHUKHDG�RI�SHUIRUPLQJ�WKH�FU\SWRJUDSKLF�RSHUDWLRQ�DW�WKH�HQG�XVHU�GHYLFH�
LV�ORZ��,Q�DGGLWLRQ��WKH\�DUH�GHYHORSLQJ�D�VHFXUH�DFFHVV�SROLF\�DQG�UH�HQFU\SWLRQ�VKDULQJ�
SURWRFRO� WR� DOORZ� XVHUV� ZLWK� ZULWH� SULYLOHJHV� WR� XSGDWH� GDWD� DQG� UHTXHVW� WKH� SUR[\� WR�
SHUIRUP�GDWD�UH�HQFU\SWLRQ��

:H� RSWHG� IRU� DWWULEXWH�EDVHG� HQFU\SWLRQ� EHFDXVH� LW� LV� XVHIXO� LQ� D� SHHU�WR�SHHU� FRQWH[W�
ZKHUH�WKHUH�LV�QR�FHQWUDO�VHUYHU�WR�PDQDJH�DFFHVV�SROLFLHV��

,Q� RUGHU� WR� GHPRQVWUDWH� WKH� VWUHQJWKV� RI� RXU� VFKHPH��ZH� KDYH� FRPSDUHG� LW�ZLWK� VRPH�
VROXWLRQV�VWXGLHG�LQ�RXU�SUHYLRXV�ZRUN�>�@�LQ�7DEOHV�����DQG������

7DEOH������&RPSDULVRQ�RI�%$&�'&�ZLWK�VRPH�VROXWLRQV�HQVXULQJ�GDWD�FRQILGHQWLDOLW\��
LQ�WKH�FORXG� 

� ,Q�DGGLWLRQ�WR�WKH�
FORXG�

)LOH�SDUWLWLRQLQJ�
EHIRUH�VWRUDJH�

(QG�WR�HQG�
HQFU\SWLRQ��

%$&�'&� %ORFNFKDLQ� 9� 9�

6ROXWLRQ�EDVHG�RQ�
,QWHO�6*;�

6RIWZDUH�*XDUG�
([WHQVLRQV�7HFKQRORJ\� 8� 9�

+3,�6HFXUH� ��PDLQV�FRPSRQHQWV�
DFWLQJ�ZLWK�WKH�FORXG� 9� 9�

&RQILGHQWLDOLW\�
SUHVHUYLQJ�
WKURXJK�
HQFU\SWLRQ�DQG�
REIXVFDWLRQ�

0DWKHPDWLFDO�IXQFWLRQ� 8� 9�

75�0$%(�
0XOWL�$XWKRULW\�
DWWULEXWH�EDVHG�
HQFU\SWLRQ�

8� 9�

%ORFNFKDLQ�IRU�
FORXG�EDVHG�GDWD�
SULYDF\�

%ORFNFKDLQ� 8� 9�

&$)(� +\SHUYLVRU�OHYHO�
WHFKQLTXH� 9� 8�

$5,$11$� $ULDQQD�DSS� 8� 8�

0XOWLSOH�6WRUDJH�
VROXWLRQ� 0XOWLSOH�6WRUH� 9� 8�

0DWUL[�EDVHG�
VROXWLRQ� 0DWULFHV� 8� 8�

�
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7DEOH������&RPSDULVRQ�RI�%$&�'&�ZLWK�VRPH�VROXWLRQV�HQVXULQJ�GDWD�FRQILGHQWLDOLW\��
LQ�WKH�FORXG��

�
3DULW\�

IUDJPHQWV�IRU�
UHGXQGDQF\�

)LOH�YHULILFDWLRQ� 'DWD�ORVV� $FFHVV�FRQWURO�

%$&�'&� 9� 9� 9� 9�
6ROXWLRQ�EDVHG�
RQ�,QWHO�6*;� 8� 8� 8� 8�

+3,�6HFXUH� 8� � 8� 8�
&RQILGHQWLDOLW\�
SUHVHUYLQJ�
WKURXJK�
HQFU\SWLRQ�DQG�
REIXVFDWLRQ�

8� � 8� 8�

75�0$%(� 8� 8� 8� 9�
%ORFNFKDLQ�IRU�
FORXG�EDVHG�
GDWD�SULYDF\�

8� 8� 8� 9�

&$)(� 8� 8� 8� 9�
$5,$11$� 8� 8� 8� 8�
0XOWLSOH�
6WRUDJH�
VROXWLRQ�

8� 8� 8� 8�

0DWUL[�EDVHG�
VROXWLRQ� 8� 8� 8� 8�

�

�����6HFXULW\�DJDLQVW�$WWDFNV�

7KHUH�DUH�PDQ\� W\SHV�RI� WUDGLWLRQDO�DWWDFNV� WR�ZKLFK�RXU�VFKHPD� LV�H[SRVHG��:H�KDYH�
OLVWHG�VRPH�RI�WKHP�E\�GHYHORSLQJ�IRU�HDFK�WKH�VROXWLRQV�WR�EH�DGRSWHG�WR�EH�SURWHFWHG��

�������7KH�*RRJOH�$WWDFN�

$� *RRJOH� DWWDFN� LV� VR� FDOOHG� E\� %LWFRLQ� &RUH� GHYHORSHU� 3HWHU� 7RGG�� WR� GHVFULEH� WKH�
FRRUGLQDWHG�DWWDFN�RQ�WKH�QHWZRUN�E\�D�ODUJH�FRPSDQ\�RU�HQWLW\�FRQWUROOLQJ�ODUJH�DPRXQWV�
RI�FRPSXWLQJ�SRZHU���VWRUDJH�VSDFH��2XU�UHVHDUFK�KDV�VKRZQ�WKDW�*RRJOH�FXUUHQWO\�VWRUHV�
DURXQG�������3%�RI�GDWD�>��@��:H�LQWURGXFH�WKH�FRQFHSW�RI�XVHU�VSDFH��RU�FROOHFWLYH�XQXVHG�
IUHH�VSDFH�RQ�WKH�FRPSXWHUV�RI�DYHUDJH�FRQVXPHUV��7KLV�XVHU�VSDFH�FRXOG�H[SDQG�LI�XVHUV�
EHJDQ�WR�XVH�GHFHQWUDOL]HG�FORXG�VWRUDJH�SODWIRUPV�DV�WKHLU�SULPDU\�SODWIRUP��:H�HVWLPDWH�
WKLV�ILJXUH�WR�EH�DURXQG���������%3�>��@��6R�HYHQ�LI�*RRJOH�VXVSHQGHG�DOO�LWV�VHUYLFHV�WR�
DWWDFN� WKH�QHWZRUN�� LW�ZRXOG�QRW�EH�SRVVLEOH� WR� H[FHHG� WKH� UHVRXUFHV�SURYLGHG�E\�XVHU�
VSDFH��:H�DVVHUW�WKDW�WKH�FROOHFWLYH�XVHU�VSDFH�LV�JUHDWHU�DQG�DOZD\V�ZLOO�EH�JUHDWHU�WKDQ�
WKDW�RI�WKH�FHQWUDOL]HG�FORXG�FRPSXWLQJ�LQGXVWU\�DV�D�ZKROH��
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�������7KH�6\ELO�5HGXQGDQF\�$WWDFN�

$Q�DWWDFNHU�ZKR�ZDQWV�WR�H[SORLW�WKH�QHWZRUN�E\�FODLPLQJ�WKDW�KH�KDV�VHYHUDO�UHGXQGDQW�
FRSLHV� RI� D� IUDJPHQW�� ZKHQ� KH� RQO\� KDV� RQH�� FDQQRW� GR� VR�� ,QGHHG�� HDFK� SDUWLWLRQ� LV�
XQLTXHO\�HQFU\SWHG��7KHUHIRUH��DQ�DWWDFNHU�FDQ�RQO\�SDVV�DXGLWV�LI�KH�KDV�D�FRS\�RI�WKH�
XQLTXH�UHGXQGDQW�FRSLHV��7KH�FOLHQW�QRGH�PXVW�WDNH�VWHSV�WR�VKDUH�LWV�UHGXQGDQW�FRSLHV�WR�
JHRJUDSKLFDOO\� GLVWULEXWHG� DQG� LQGHSHQGHQW� QRGHV�� ,I� LW� LV� GLVWULEXWHG� UDQGRPO\�� WKH�
SUREDELOLW\� WKDW� WKH� VDPH� UHGXQGDQW� HOHPHQW� LV� KRVWHG� RQ� WKH� VDPH� PRQLWRUHG� QRGH� LV�
VWDWLVWLFDOO\�TXLWH�ORZ��%\�XVLQJ�UDQGRP�GLVWULEXWLRQ�DQG�WKH�VWDQGDUG�VLQJOH�HQFU\SWLRQ�
PHWKRG�IRU�UHGXQGDQW�FRSLHV��DQ�DWWDFNHU�FDQQRW�SHUIRUP�D�6\ELO�UHGXQGDQF\�DWWDFN��

�������7KH�,QFRUUHFW�'LVWULEXWLRQ�

+HUH�ZH�DUH� ORRNLQJ�DW�D�PDOLFLRXV�IDUPHU�ZKR�ZRXOG�OLNH�WR�DWWDFN�WKH�QHWZRUN��7KLV�
DWWDFNHU�GRHV�QRW�FDUH�DERXW�ILQDQFLDO�LQFHQWLYHV��7KH�DWWDFNHU�ZDQWV�WR�FUHDWH�GLVWUXVW�RI�
WKH� QHWZRUN� E\� VLPXOWDQHRXVO\� UHPRYLQJ� WKH� GDWD� DQG� LWV� UHGXQGDQW� FRSLHV� IURP� WKH�
QHWZRUN��PDNLQJ�WKH�ILOH�XQUHFRYHUDEOH��,Q�FROOXVLRQ�ZLWK�RQH�RU�PRUH�PDOLFLRXV�IDUPHUV��
WKH� IDUPHU� DLPV� WR� UHFHLYH� VHYHUDO� UHGXQGDQW� FRSLHV� RI� WKH� IUDJPHQW��2XU� ILUVW� OLQH� RI�
GHIHQVH�LV�QRW�WR�XVH�D�VLQJOH�QRGH�ZKHQ�XSORDGLQJ�D�VHQVLWLYH�ILOH�RYHU�WKH�QHWZRUN��EXW�
UDWKHU�WR�UHOD\�WKH�IUDJPHQWV�WKURXJK�PXOWLSOH�QRGHV��7KLV�ZD\��HYHQ�LI�RQH�RI�WKH�QRGHV�
LV�PDOLFLRXV��LW�FDQQRW�FDUU\�RXW�WKLV�DWWDFN�VXFFHVVIXOO\��7KH�QRGHV�VKRXOG�FROOXGH��DQG�LI�
WKH�FOLHQW�VHOHFWV�QRGHV�DW�UDQGRP��WKH�SUREDELOLW\�RI�VHOHFWLQJ�FROOXGLQJ�QRGHV�LV�ORZ��,Q�
WKH�ZRUVW�FDVH�VFHQDULR�ZKHUH�WKH�IDUPHU�FROOXGHV�ZLWK�PRUH�WKDQ�RQH�RI�WKH�UHOD\�QRGHV��
WKH�VHFRQG�OLQH�RI�GHIHQVH�FRQVLVWV�RI�WZR�DGGLWLRQDO�PHFKDQLVPV��)LUVW��WKH�XVH�RI�HUDVXUH�
DQG�UHGXQGDQF\�FRGLQJ�V\VWHPV�ZLWK�GLIIHUHQW�SDUDPHWHUV�HQVXUHV�WKDW�WKH�IDUPHU�FDQQRW�
NQRZ�KRZ�PDQ\�IUDJPHQWV�WR�GHVWUR\��,Q�DGGLWLRQ��ZH�FDQ�GHVLJQ�D�PHWKRG�ZKHUH�DOO�WKH�
YHULILFDWLRQ�LV�GRQH�RQ�D�*91��*URXS�RI�9HULILFDWLRQ�1RGHV���:LWK�WKLV��WKH�IDUPHU�KDV�
QR�ZD\�WR�GHWHUPLQH�WKH�DVVRFLDWHG�IUDJPHQWV�LI�KH�KDV�PXOWLSOH�UHGXQGDQW�FRSLHV��

�������&KHDWLQJ�&OLHQW�1RGH�

,PDJLQH�D�VFHQDULR�ZKHUH�D�PDOLFLRXV�DFWRU�ZRXOG�OLNH�WR�KRVW�D�ILOH�RQ�WKH�QHWZRUN��EXW�
DYRLG�SD\LQJ�IRU�WKH�ILOH��RU�LQWHQWLRQDOO\�UHMHFWV�FRUUHFW�DXGLWV�LQ�RUGHU�WR�DYRLG�SD\PHQW��
,Q�WKLV�FDVH�� WKHUH�ZRXOG�EH�D�GLVDJUHHPHQW�EHWZHHQ�WKH�WZR�QRGHV�DQG�WKH�WUDQVDFWLRQ�
ZRXOG� FHDVH�� 7KH� 0HUNOH� URRWV� LQWHJUDWHG� LQWR� WKH� EORFNFKDLQ�� VHUYH� DV� VXIILFLHQW� DQG�
LUUHIXWDEOH�SURRI�RI�WKH�YDOLGLW\�RI�WKH�FXVWRPHU
V�GLVSXWHV��

�������7KH�+RVWDJH�%\WH�$WWDFN�

7KH�KRVWDJH�E\WH�DWWDFN�ZDV�ILUVW�GHVFULEHG�E\�9LWDOLN�%XWHULQ��LQ�ZKLFK�D�PDOLFLRXV�IDUPHU�
WUDQVIHUV�GDWD�WR�D�FXVWRPHU�EXW�KROGV�WKH�ODVW�SLHFH�RI�GDWD�KRVWDJH�IRU�KLJKHU�SD\PHQW�
>��@��:H�DGGUHVV�WKLV�SUREOHP�ZLWK�RXU�HUDVXUH�HQFRGLQJ�VFKHPH��VR�WKDW�WKH�IUDJPHQWV�
QHHGHG�WR�UHDVVHPEOH�WKH�ILOH�DUH�QRW�OLQHDU��$V�ORQJ�DV�WKH�FOLHQW�NHHSV�WKH�OLPLWV�RI�LWV�
HUDVXUH�E\�HQFRGLQJ�D�VHFUHW��WKH�PDOLFLRXV�IDUPHU�FDQQRW�NQRZ�ZKLFK�LV�WKH�ODVW�E\WH��
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�������*HSSHWWR
V�+RQHVW�$WWDFN�

,Q�WKLV�DWWDFN�YHFWRU��D�IDUPHU�LV�KRQHVWO\�RIIHULQJ�D�ODUJH�DPRXQW�RI�VWRUDJH�VSDFH�IRU�DQ�
H[WHQGHG�SHULRG��$W�RQH�SRLQW��KH�SXOOV�WKH�VWULQJV�LQ�DQ�DWWHPSW�WR�GHVWUR\�PXFK�RI�WKH�
QHWZRUN�� :H� FDQ� PDNH� WKLV� SURKLELWLYH� LQ� WZR� ZD\V�� )LUVW�� WKURXJK� WKH� XVH� RI� *91V�
�*URXS�RI�9HULILFDWLRQ�1RGHV���ZH�FDQ�GHOD\�SD\PHQW�WR�IDUPHUV��)DUPHUV�ZRXOG�KDYH�
GHPRQVWUDWHG�WKHLU�UHOLDELOLW\�IRU�D�FHUWDLQ�DPRXQW�EHIRUH�VWDUWLQJ�WR�UHFHLYH�SD\PHQW��DQG�
LI� WKH\�VXGGHQO\�EHFDPH�PDOLFLRXV�RU�XQDEOH� WR�SURYLGH�DGHTXDWH� VHUYLFH�� WKH�SHQGLQJ�
IXQGV� ZRXOG� EH� ORVW�� 6HFRQG�� D� OLQNHG� VPDUW� FRQWUDFW� FRXOG� EH� FUHDWHG� EHWZHHQ� WKH�
FXVWRPHU�DQG�WKH�IDUPHU��7KH\�ZRXOG�ERWK�DJUHH�WR�D�VHUYLFH�OHYHO�DJUHHPHQW��6/$��WR�
IROORZ�� DQG� LI� WKH� IDUPHU� GHYLDWHG� IURP� WKH� DJUHHPHQW�� WKH� FXVWRPHU� FRXOG� EH� SDLG��
2WKHUZLVH��WKH�IXQGV�FRXOG�EH�GHVWUR\HG��

�����$GYDQWDJHV�DQG�'LVDGYDQWDJHV�RI�WKH�%$&�'&�0RGHO�

�������$GYDQWDJHV�

7KH�DGYDQWDJHV�RI�WKH�SURSRVHG�PRGHO�DUH�QXPHURXV�DPRQJ�ZKLFK�ZH�FDQ�PHQWLRQ��

�� 'HFHQWUDOL]DWLRQ�� 7KH� SULQFLSOH� RI� GHFHQWUDOL]DWLRQ� RI� WKH� FORXG� XVHG� LQ� RXU� PRGHO�
PDNHV� LW� SRVVLEOH� WR� DYRLG� FRPSXWHU� DWWDFNV�� JXDUDQWHHV� GDWD� FRQILGHQWLDOLW\� DQG�
HQVXUHV�WKDW�GDWD�DFFHVV�LV�DYDLODEOH�DW�DOO�WLPHV��QR�PDLQWHQDQFH�SHULRG���

�� 3URILW��3HRSOH�FDQ�HDUQ�PRQH\�E\�UHQWLQJ�WKHLU�XQXVHG�KDUG�GULYH�VSDFH��

�� &KHDSHU�VROXWLRQ�IRU�WKH�PDUNHW��7KH�VWRUDJH�FRVW�LV�ORZHU�WKDQ�WKH�VROXWLRQV�RIIHUHG�
E\�WKH�WUDGLWLRQDO�FORXG�LQGXVWU\��

�� &KHDSHU�VROXWLRQ� IRU�VWRUDJH�SURYLGHUV��7KH�FRVWV�RI� WUDGLWLRQDO�FORXG� LQIUDVWUXFWXUH�
ZHUH� FRORVVDO� FRPSDUHG� WR� WKH� SURSRVHG� PRGHO�� HOHFWULFLW\�� EDQGZLGWK�� FRPSXWHU�
KDUGZDUH��PDLQWHQDQFH�HWF���

�� 1R�PRUH�VLQJOH�SRLQW�RI�IDLOXUH��RXU�VROXWLRQ�LV�EDVHG�RQ�D�GHFHQWUDOL]HG�VWRUDJH�PRGHO�
ZKLFK� IUDJPHQWV� ILOHV� DQG� GLVWULEXWHV� WKHP� WR� VHYHUDO� QHWZRUN� QRGHV�� 6LQFH� WKH�
IUDJPHQWV�DUH�VFDWWHUHG�RYHU�VHYHUDO�QRGHV��WKHUH�LV�QR�ORQJHU�D�VLQJOH�SRLQW�RI�IDLOXUH��

�� )DUPHU�VLGH�SULYDF\��,W� LV� LPSRVVLEOH�IRU�IDUPHUV�WR�DFFHVV�VWRUHG�GDWD�EHFDXVH�WKH\�
RQO\�KDYH�SDUW�RI�LW��

�� 5HGXQGDQF\��7KH�ILOHV�DUH�FRSLHG�WR�VHYHUDO�FRPSXWHUV�DW�WKH�VDPH�WLPH�LQ�RUGHU�WR�EH�
DEOH�WR�FRSH�ZLWK�WKH�WHFKQLFDO�SUREOHPV�WKDW�VRPH�IDUPHUV�PD\�HQFRXQWHU��

�� 8QOLPLWHG�EDQGZLGWK��WKLV�LV�SUHFLVHO\�WKH�SDUDPHWHU�WKDW�GULYHV�XS�FRPSDQLHV
�ELOOV�IRU�
GDWD�VWRUDJH��

�� 6WRUDJH�GXUDELOLW\��ZH�UHTXLUH�D�UHGXFHG�QXPEHU�RI�QRGHV�QHFHVVDU\�WR�UHEXLOG�D�ILOH��
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�������'LVDGYDQWDJHV�

0RVW�FRPSXWHU�VROXWLRQV�KDYH�GUDZEDFNV��VLQFH�WKH�ZRUOG�RI�WHFKQRORJ\�LV�RQO\�YLUWXDO�
DQG�LQILQLWH��7KXV��GHVSLWH�WKH�DGYDQWDJHV�PHQWLRQHG�DERYH��RXU�VROXWLRQ�HQFRXQWHUV�VRPH�
OLPLWV�WR�EH�UHYLHZHG�DQG�FRUUHFWHG��7KHVH�GLVDGYDQWDJHV�DUH�DV�IROORZV��

�� 1RGH�WUXVW��'HVSLWH�WKH�SKHQRPHQRQ�RI�WUXVWLQJ�QRGHV�LQ�WKH�QHWZRUN��FDQ�ZH�VWLOO�WUXVW�
WKHVH�VWRUDJH�HQWLWLHV"�HVSHFLDOO\�ZKHQ�WKH�ILOHV�WR�EH�VWRUHG�DUH�RI�WKH�RUGHU�RI��KLJKO\�
FRQILGHQWLDO���

�� )UDJPHQW� ORVV�� FDQ� ZH� SUHGLFW�� GHVSLWH� WKH� WUXVW� SODFHG� LQ� D� QRGH�� WKDW� LW� FDQ� EH�
IXQFWLRQDO�DOO�WKH�WLPH"�RWKHUZLVH�ZH�ULVN�WKH�ORVV�RI�WKH�VWRUHG�IUDJPHQWV��

�� 1HWZRUN� VWDJQDWLRQ��ZH�ZHUH� WDONLQJ� DERYH� DERXW� D�SKHQRPHQRQ�RI� UHGXQGDQF\� WR�
HQVXUH�WKH�UHFRQVWUXFWLRQ�RI�D�ILOH��7KLV�UHGXQGDQF\�LV�HQVXUHG�E\�WKH�GXSOLFDWLRQ�RI�
WKH�IUDJPHQWV��+RZHYHU��FDQ�WKLV�PHWKRG�QRW�FDXVH�D�MDP�LQ�WKH�QHWZRUN"�

�� &RPSOH[LW\�� WKH� GHSOR\PHQW� RI� VXFK� D� QHWZRUN� DQG� WKH� SURFHVVLQJ� UHPDLQV� YHU\�
FRPSOH[��

�� $GDSWDWLRQ��WKH�GHFHQWUDOL]HG�FORXG�LV�QRW�DOZD\V�VXLWDEOH�IRU�DOO�DSSOLFDWLRQV�EHFDXVH�
LW�FDQ�VRPHWLPHV�EH�GLIILFXOW�WR�VHW�XS��

:H�KDYH�DOVR�SURSRVHG�D�FRPSDUDWLYH�WDEOH��WDEOH������RI�RXU�VROXWLRQ�ZLWK�WKRVH�VWXGLHG�
LQ�RXU�SUHYLRXV�DUWLFOH�>�@��:H�WRRN�LQWR�DFFRXQW�WKH�IHZ�IXQGDPHQWDO�DVSHFWV�QRWHG�LQ�WKLV�
SDUW�ZKHQ�GLVFXVVLQJ�WKH�DGYDQWDJHV�DQG�GLVDGYDQWDJHV�RI�RXU�VROXWLRQ��

7DEOH������&RPSDULVRQ�RI�WKH�DGYDQWDJHV�DQG�GLVDGYDQWDJHV�RI�RXU�VROXWLRQ�%$&�'&�ZLWK�VRPH�
VROXWLRQV�HQVXULQJ�GDWD�FRQILGHQWLDOLW\�LQ�WKH�FORXG� 
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6ROXWLRQ�EDVHG�RQ�,QWHO�6*;� 8� 9� 8� 8� 9� 8�
+3,�6HFXUH� 8� 9� 8� 8� 8� 8�
&RQILGHQWLDOLW\�SUHVHUYLQJ�WKURXJK�
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75�0$%(� 8� 8� 8� 9� 9� 9�
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SULYDF\� 9� 8� 9� 9� 9� 9�
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������&RQFOXVLRQ�

&ORXG�FRPSXWLQJ�LV�D�SRSXODU�RSWLRQ�IRU�SHRSOH�DQG�EXVLQHVVHV�IRU�D�QXPEHU�RI�UHDVRQV�
OLNH� FRVW� VDYLQJV�� LQFUHDVHG�SURGXFWLYLW\�� VSHHG�� HIILFLHQF\�� SHUIRUPDQFH�� DQG� VHFXULW\��
&ORXG�SURYLGHUV�HQDEOH�XVHUV�WR�VWRUH�ILOHV�DQG�DSSOLFDWLRQV�RQ�UHPRWH�VHUYHUV�DQG�WKHQ�
DFFHVV� DOO� WKH� GDWD� YLD� WKH� ,QWHUQHW�� 7KH\� DOORZ� XVHUV� WR� DFFHVV� WKH� DSSOLFDWLRQV� DQG�
FRPSXWLQJ� SRZHU� RI� WKHLU� VHUYHUV� ZKLOH� DOVR� UHWDLQLQJ� FRPSOHWH� FRQWURO� RYHU� WKRVH�
UHVRXUFHV��$W� WKH� VDPH� WLPH�� WKH� FRQQHFWLYLW\�RI� WKH� FORXG�PDNHV� LW� SRVVLEOH� WR�GHVLJQ�
GHFHQWUDOL]HG�QHWZRUNV�WKDW�LQFRUSRUDWH�HGJH�FRPSXWLQJ�VWUDWHJLHV��

'HFHQWUDOL]HG� ILOH� VWRUDJH� V\VWHPV� KDYH� WKH� SRWHQWLDO� WR� HOLPLQDWH� KLJK� FRVWV� DQG�
LQHIILFLHQFLHV�IURP�WKH�PDUNHWSODFH�DQG�SURYLGH�D�PXFK�KLJKHU�OHYHO�RI�SULYDF\��UHOLDELOLW\�
DQG�TXDOLW\�RI�VHUYLFH�WKDQ�WRGD\��'HFHQWUDOL]HG�VWRUDJH�LV�D�XVH�FDVH�WKDW�FRXOG�EHFRPH�
YHU\� FRPSHOOLQJ� IRU� SHHU�WR�SHHU� QHWZRUNV� DQG� GLVWULEXWHG� OHGJHU� WHFKQRORJ\��
LQ�D�IHZ�\HDUV��

7KH� VROXWLRQ�SURSRVHG� LQ� WKLV� SDSHU� EULQJV�PDQ\� DGYDQWDJHV� LQ� WHUPV� RI� VHFXULW\��:H�
LQWHJUDWH�EORFNFKDLQ�WHFKQRORJ\�LQWR�WKH�FORXG�ZKLOH�HPSKDVL]LQJ�DFFHVV�FRQWURO�PDQDJHG�
E\�VSHFLILF�QRGHV�FDOOHG�PDVWHU�QRGHV�DQG�QRW�E\�D�FHQWUDO�HQWLW\��,QGHHG��LW�UHVSRQGV�WR�
VHFXULW\� YXOQHUDELOLWLHV� LGHQWLILHG� LQ� H[LVWLQJ� GHFHQWUDOL]HG� FORXG� FRPSXWLQJ� VROXWLRQV��
$PRQJ�WKH�PDQ\�DGYDQWDJHV��LW�LV�YHU\�SURILWDEOH��HPSKDVL]HV�GDWD�FRQILGHQWLDOLW\��RIIHUV�
JRRG�UHGXQGDQF\�DQG�XQOLPLWHG�EDQGZLGWK��

7KH�IHZ�ZHDNQHVVHV�QRWHG�LQ�RXU�VROXWLRQ�ZLOO�EH�WDNHQ�LQWR�DFFRXQW�DQG�ZH�ZLOO�SURSRVH�
LQ�IXWXUH�ZRUN�DQ�LPSURYHG�YHUVLRQ�RI�WKH�VFKHPH�WR�UHGXFH�LWV�FRPSOH[LW\�DQG�H[SDQG�LWV�
UDQJH�RI�XVH��:H�ZLOO�DOVR�WU\�WR�PHDVXUH�WKH�FRQWULEXWLRQ�RI�LPSURYHPHQWV�E\�FRPSDULQJ�
WKH�WZR�YHUVLRQV�YLD�LPSOHPHQWDWLRQV��
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