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UHFHQW� VROXWLRQV� FRQFHUQLQJ� WKLV� VXEMHFW� KDYH�EHHQ�GHVFULEHG�E\� WKH� DXWKRUV��7KLV�ZLOO�
DOORZ�WR�LGHQWLI\�D�EHWWHU�SHUVSHFWLYH�WKDW�ZLOO�KHOS�WR�GHYHORS�LQ�IXWXUH�DQ�HIIHFWLYH�FORXG�
VWUDWHJ\�EDVHG�RQ�H[LVWLQJ�VROXWLRQV�LQ�RUGHU�WR�FRXQWHU�WKH�VHFXULW\�FKDOOHQJHV�UHJDUGLQJ�
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EULQJV� PDQ\� DGYDQWDJHV� LQ� WHUPV� RI� VHFXULW\�� $XWKRUV� KDYH� LQWHJUDWHG� WKH� EORFNFKDLQ�
WHFKQRORJ\�LQWR�WKH�FORXG�ZKLOH�HPSKDVL]LQJ�DFFHVV�FRQWURO�PDQDJHG�E\�VSHFLILF�QRGHV�
FDOOHG� PDVWHU� QRGHV� DQG� QRW� E\� D� FHQWUDO� HQWLW\�� ,QGHHG�� LW� UHVSRQGV� WR� VHFXULW\�
YXOQHUDELOLWLHV�LGHQWLILHG�LQ�H[LVWLQJ�GHFHQWUDOL]HG�FORXG�FRPSXWLQJ�VROXWLRQV��$PRQJ�WKH�
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,R7� HQYLURQPHQWV�� 7KH� LPSOHPHQWDWLRQ� RI� VHYHUDO� DUWLILFLDO� LQWHOOLJHQFH� FODVVLILFDWLRQ�
PRGHOV�QDPHO\�D�GHFLVLRQ�WUHH��UDQGRP�IRUHVW��$GD%RRVW�DQG�DQ�DUWLILFLDO�QHXUDO�QHWZRUN�
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LGHQWLILFDWLRQ�LQ�,R7�HQYLURQPHQWV��

7KHUHIRUH��NQRZLQJ�KRZ�WR�H[WUDFW�DEQRUPDO�WUDIILF�LQ�RUGHU�WR�LGHQWLI\�SRWHQWLDO�DWWDFNV�
VHHPV�WR�EH�D�WDVN�RI�SULPDU\�LPSRUWDQFH��+HUH��ZH�ILUVW�VHHN�WR�GHWHFW�DQRPDOLHV�LQ�VPDUW�
KRPH�,R7�QHWZRUN�WUDIILF�WKURXJK�ELQDU\�FODVVLILFDWLRQ��7KHQ�ZH�WU\�WR�LGHQWLI\�WKH�DWWDFNV�
FRQWDLQHG� LQ� WKH� DQRPDORXV� WUDIILF� E\� XVLQJ� OHDUQLQJ� PRGHOV� EDVHG� RQ� PXOWLFODVV�
FODVVLILFDWLRQ�� ,Q� HDFK�RI� WKHVH� WZR�FDVHV��ZH�XVHG� WZR�GLIIHUHQW�GDWDVHWV� WR� VWXG\�DQG�
FRPSDUH�IRXU�OHDUQLQJ�PRGHOV�EDVHG�RQ�'HFLVLRQ�7UHH��$GDERRVW���5DQGRP�)RUHVW��.11�
�.�1HDUHVW�1HLJKERUV��DQG�D�1HXUDO�1HWZRUN�PRGHO��7KH�UHVXOWV�VKRZ�WKDW�RXU�PRGHOV�
EDVHG�RQ�'HFLVLRQ�7UHH�DQG�5DQGRP�)RUHVW�DUH�PRUH�HIILFLHQW�ERWK�LQ�WKH�GHWHFWLRQ�RI�
DQRPDOLHV�DQG�LQ�WKH�LGHQWLILFDWLRQ�RI�DWWDFNV��7KLV�LV�DOVR�WKH�FDVH�ERWK�LQ�SUHGLFWLRQV�DQG�
LQ�EHKDYLRU�ZLWK�QHZ�GDWD��

7R�DFKLHYH�RXU�REMHFWLYHV��ZH�KDYH�RUJDQL]HG�WKLV�FKDSWHU�DV�IROORZV��:H�ILUVW�DGGUHVV�
VHFXULW\�LVVXHV�LQ�,R7�QHWZRUNV��7KHQ��ZH�SUHVHQW�WKH�GHIHQVH�VROXWLRQV�DVVRFLDWHG�ZLWK�DQ�
,R7� V\VWHP�EHIRUH� WKH� VHFWLRQ� UHODWLQJ� WR� WKH� GHWHFWLRQ� RI� DQRPDOLHV� E\� FODVVLILFDWLRQ��
)LQDOO\��ZH�SUHVHQW�RXU�FRQWULEXWLRQ�ZKLFK�FRQVLVWV�RI�WKH�HVWDEOLVKPHQW�RI�FODVVLILFDWLRQ�
PHWKRGV�IRU�DQRPDO\�GHWHFWLRQ�DQG�DWWDFN�LGHQWLILFDWLRQ��,Q�WKLV�SDUW�ZH�SUHVHQW�WKH�WRROV��
GDWDVHWV�DQG�PHWKRGV�XVHG�DV�ZHOO�DV�WKH�PRGHOV�XVHG�LQ�WKH�GHWHFWLRQ�RI�DQRPDOLHV�E\�
FODVVLILFDWLRQ�EDVHG�RQ�WKH�WHFKQLTXHV�RI�0DFKLQH�/HDUQLQJ�DQG�QHXUDO�QHWZRUNV��:H�HQG�
WKLV� FKDSWHU�� ZKLFK� LV� DQ� H[WHQGHG� YHUVLRQ� RI� SUHOLPLQDU\� ZRUN� UHSRUWHG� LQ� >�@�� E\�
HYDOXDWLQJ�WKH�SHUIRUPDQFH�RI�WKH�GLIIHUHQW�PRGHOV�LQ�WKH�UHVXOWV�DQG�GLVFXVVLRQ�VHFWLRQ��

�����6HFXULW\�,VVXHV�LQ�,R7�1HWZRUNV�

6HFXULW\�UHPDLQV�RQH�RI�WKH�ELJJHVW�FKDOOHQJHV�WKDW�WKH�,R7�PXVW�RYHUFRPH��&\EHUVHFXULW\�
H[SHUWV� FDOO� ,R7� RQH� RI� WKH� PRVW� YXOQHUDEOH� WHFKQRORJLHV�� ,QGHHG�� ,R7� V\VWHPV� KDYH�
EHFRPH�D�FKRLFH�IRU�DWWDFNHUV�ZKHWKHU�DV�D�WDUJHW�RU�HYHQ�DV�DQ�DWWDFN�WRRO��VR�LW�LV�HVVHQWLDO�
WR�VHFXUH�WKHP��

7KH�,R7�XVHV�WKH�LQWHUQHW�DW�WKH�FRUH�RI�LWV�QHWZRUN��VR�PDQ\�YXOQHUDELOLWLHV�DQG�FKDOOHQJHV�
DUH�GXH�WR�LW�EHFDXVH�LWV�PDLQ�SUREOHP�LV�VHFXULW\��2Q�WKH�RWKHU�KDQG��WKHVH�YXOQHUDELOLWLHV�
FDQ�EH�UHODWHG�WR�WKH�ORFDOL]DWLRQ�RI�REMHFWV�RU�VHQVRUV��7KLV�LV�KRZ�ZH�GLVWLQJXLVK�WZR�
OHYHOV�RI�W\SHV�RI�DWWDFNV�ZKLFK�DUH�SK\VLFDO�WKUHDWV�DQG�F\EHU�WKUHDWV��

�������3K\VLFDO�7KUHDWV�

3K\VLFDO�WKUHDWV�UHIHU�WR�DOO�DWWDFNV�FDUULHG�RXW�DW�WKH�OHYHO�RI�FRQQHFWHG�REMHFWV�RU�HYHQ�DW�
WKH�OHYHO�RI�VHQVRUV��7KH�OLPLWHG�FRPSXWDWLRQDO�DQG�SRZHU�FRQVWUDLQWV�RI�WKH�QRGHV�DUH�DQ�
REVWDFOH�WR�DSSO\LQJ�VHFXULW\�FRXQWHUPHDVXUHV�IURP�FRQYHQWLRQDO�FRPSXWHU�QHWZRUNV�WR�
ZLUHOHVV�VHQVRU�QHWZRUNV��:61���0RUHRYHU��LQ�WKH�ODWWHU��QRGHV�EHFRPH�PRUH�YXOQHUDEOH�
ZKHQ� SODFHG� LQ� XQSURWHFWHG� HQYLURQPHQWV� VXFK� DV� SXEOLF� VSDFHV�� 8QGHU� WKHVH�
FLUFXPVWDQFHV�� DWWDFNHUV� FDQ� HDVLO\� FDSWXUH� QRGHV�� DFFHVV� FRQILGHQWLDO� LQIRUPDWLRQ�
FRQWDLQHG�LQ�WKHLU�PHPRULHV��H�J���FU\SWRJUDSKLF�NH\V��DQG�UHSURJUDP�WKHLU�EHKDYLRU��7RR�
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H[SRVHG�� WKHVH� REMHFWV� FDQ� DOVR� VXIIHU� GDPDJH� IURP� QDWXUDO� GLVDVWHUV� RU� PDOLFLRXV��
KXPDQ�DFWLRQV��

�������&\EHU�7KUHDWV�

5DWKHU�� LW� LV� WKH� ORJLFDO� WKUHDW� WR� WKH� IXQFWLRQDO� QHWZRUN� RI� DQ� ,R7� VROXWLRQ�� ,W� LV� DOVR�
FRPPRQ� IRU� DWWDFNHUV� WR� WDNH� DGYDQWDJH� RI� WKH� ZLUHOHVV� QDWXUH� RI� FRPPXQLFDWLRQV� WR�
LQWHUFHSW� PHVVDJHV� RU� MDP� WKH� IUHTXHQF\� EDQG� WR� SUHYHQW� FHUWDLQ� SDFNHWV� IURP� EHLQJ�
UHFHLYHG�FRUUHFWO\��$W�WKLV�OHYHO��ZH�KDYH�PDLQO\�WZR�W\SHV�RI�WKUHDWV��

�� 3DVVLYH� WKUHDWV�� WKH� ODWHQW� ULVN� LV� FHUWDLQO\� GULYHQ� E\� FODQGHVWLQH� HDYHVGURSSLQJ� RI�
FRUUHVSRQGHQFH�IORZV�RU�WKH�V\VWHP��%\�OLVWHQLQJ��WKH�RIIHQVH�FDQ�JDWKHU�GDWD�IURP�WKH�
LQVWUXPHQW��WKH�SURSULHWDU\�LQVWUXPHQW��RU�ERWK��

�� $FWLYH�7KUHDWV��7KH�DWWDFN� LV�QRW�RQO\�DERXW�FOHYHUO\�HDYHVGURSSLQJ�RQ� LQWHU�REMHFW�
FRPPXQLFDWLRQV��EXW�DOVR�DOWHULQJ�,R7�VWUXFWXUHV�WR�FKDQJH�WKHLU�GHVLJQ��UHJXODWH�WKHLU�
LQWHUDFWLRQV�� GHQ\� WKHP�VXSSRUW�� HWF��$WWDFNV� FDQ� LQFRUSRUDWH� DQ� DUUD\�RI�PDOLFLRXV�
GLVUXSWLRQV�DQG�PRGLILFDWLRQV��

,Q�DQ�,R7�V\VWHP��WKHUH�DUH�VHYHUDO�W\SHV�RI�DWWDFNV��ZKHWKHU�DFWLYH�RU�SDVVLYH��HDFK�KDYLQJ�
D�WDUJHW�DW�WKH�OD\HUV�RI�WKH�EDVLF�DUFKLWHFWXUH��3DVVLYH�DWWDFNV�DUH�DOVR�RIWHQ�XVHG�WR�VHW�XS�
DFWLYH�DWWDFNV��:H�ZLOO�H[SODLQ�VRPH�RI�WKHVH�PRVW�FRPPRQ�DWWDFNV��

���������'HQLDO�RI�6HUYLFH��'R6���''R6�

$�'R6�DWWDFN�LV�DQ�DWWDFN�LQ�ZKLFK�WKH�DWWDFNHU�DWWHPSWV�WR�PDNH�D�PDFKLQH�RU�QHWZRUN�
UHVRXUFH�XQDYDLODEOH�WR�XVHUV�E\�GLVUXSWLQJ�VHUYLFHV��$�'R6�DWWDFN�FRXOG�WKHUHIRUH�IORRG�
WKH�WDUJHWHG�REMHFW�ZLWK�PXOWLSOH�XVHOHVV�UHTXHVWV� WKXV�WU\LQJ�WR�RYHUORDG�WKH�VWUXFWXUHV�
DQG�SUHYHQW�VRPH�RU�DOO�OHJLWLPDWH�UHTXHVWV�IURP�EHLQJ�VDWLVILHG��

$V�IRU�WKH�''R6�DWWDFN��LW�XVHV�YDULRXV�PDOLFLRXV�VRXUFHV�WR�VHQG�DQ�XQOLPLWHG�QXPEHU�RI�
UHTXHVWV� WR� WKH� WDUJHW� XVLQJ� LOOHJDO� VRXUFH� DGGUHVVHV�� WKXV� PDNLQJ� LW� PRUH� GLIILFXOW� WR�
LGHQWLI\�WKH�VRXUFH�RI�WKH�DWWDFN��

���������0LUDL�

,W� LV� PDOZDUH� XVHG� WR� VFDQ� WKH� LQWHUQHW� DQG� LGHQWLI\� D� ODUJH� QXPEHU� RI� ,R7� GHYLFHV��
HVSHFLDOO\�,3�FDPHUDV�DQG�URXWHUV��ZKLFK�UXQ�/LQX[�DQG�XVH�GHIDXOW�FUHGHQWLDOV�IRU�7HOQHW�
FRQQHFWLRQV�� ,W� LV�PRUH�RIWHQ�XVHG� IRU�''R6�DWWDFNV��$WWDFNHUV�PDQDJHG� WR� WXUQ� WKHVH�
GHYLFHV� LQWR�%27QHW� DQG� XVH� WKHP� WR� FDXVH�'HQLDO� RI� 6HUYLFH� �'R6�� DWWDFNV� RQ�'16�
VHUYHUV��7KLV�FRQVHTXHQWO\�UHVXOWV�LQ�EUHDNLQJ�DFFHVV�WR�VRPH�SRSXODU�ZHEVLWHV��

���������5�/��5HPRWH�WR�/RFDO��

5�/�LV�D�UHPRWH�DWWDFN�WRZDUGV�WKH�WDUJHW�XVHU�RI�RQH�RU�PRUH�V\VWHPV�FRQQHFWHG�E\�D�
QHWZRUN� DQG� LQVWDOOV� ILOHV� RU� PDOLFLRXV� VRIWZDUH� WKHUH�� 7KH� DWWDFNHU� KHUH� WULHV� WR� ILQG�
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YXOQHUDELOLWLHV�LQ�WKH�V\VWHP�WR�DFFHVV�SHUVRQDO�GDWD��7KH�DGYDQWDJH�RI�WKH�DWWDFNHUV�KHUH�
LV�WKDW�WKH\�FDQ�VWHDO�YDOXDEOH�LQIRUPDWLRQ�IURP�WKH�XVHU�E\�DFFHVVLQJ�WKH�V\VWHP�UHPRWHO\��
7KH�DWWDFNHU�LQVHUWV�D�SURJUDP�RU�RWKHU�GHYLFH��FDOOHG�D�SUREH��DW�DQ�LPSRUWDQW�SRLQW�RU�
MXQFWLRQ� LQ�D�QHWZRUN��7KH�SXUSRVH�RI� WKH�SUREH� LV� WR�PRQLWRU� DQG�FROOHFW� LQIRUPDWLRQ�
DERXW�QHWZRUN�DFWLYLW\�DV�ZHOO�DV�ZHDN�VSRWV�LQ�QHWZRUN�GHYLFHV�RU�FRQQHFWLRQV�WKDW�FRXOG�
FRPSURPLVH�WKH�V\VWHP��

���������8�5��8VHU�WR�5RRW��

8�5��RU�8VHU�WR�5RRW�DWWDFN��XVHV�FHUWDLQ�SULYLOHJHV�DV�D�QRUPDO�XVHU�DQG�WKHQ�ODWHU�WULHV�
WR�H[SORLW�V\VWHP�YXOQHUDELOLWLHV�WR�JDLQ�URRW�EHQHILWV��6LPSO\��LW� LV�WKH�DFW�RI�REWDLQLQJ�
URRW�SULYLOHJHV�IRU�D�QRQ�URRW�XVHU�ZLWK�OHJDO�DFFHVV�WR�D�ORFDO�PDFKLQH��

���������0DQ�LQ�WKH�PLGGOH�

$V� WKH� QDPH� VXJJHVWV�� LW� LV� LQWHUIHUHQFH� ZKHUH� DQ� DWWDFNHU� LQILOWUDWHV� FRPPXQLFDWLRQ�
EHWZHHQ� WZR� RU� PRUH� SDUWLHV� ZKR� DUH� XQDZDUH� RI� WKH� H[LVWHQFH� RI� WKLV� DWWDFNHU�� 7KH�
DWWDFNHU�FDQ�HLWKHU�SDVVLYHO\�UHFHLYH�WKH�LQIRUPDWLRQ�H[FKDQJHG�E\�WKH�WZR�SDUWLFLSDQWV�RU�
DFWLYHO\�LQWHUIHUH�DQG�FKDQJH�WKH�GDWD�RU�LQIRUPDWLRQ�WKDW�LV�FRPPXQLFDWHG��7R�EH�H[SOLFLW��
KH�DFWV�DV�DQ� LQWHUPHGLDU\�EHWZHHQ� WKH� WZR� LQWHUORFXWRUV�ZLWKRXW� WKH� ODWWHU�KDYLQJ�DQ\�
VXVSLFLRQV�RU�DQ\�VLJQ�RI�DWWDFN�GXH�WR�QRUPDO�FRPPXQLFDWLRQ�RU�WKH�DEVHQFH�RI�XQXVXDO�
HYHQWV�GXULQJ�WKHLU�H[FKDQJH��7KLV�W\SH�RI�DWWDFN�FRXOG�EH�GDQJHURXV�GXH�WR�WKH�SRVVHVVLRQ�
RI�WKH�RULJLQDO�PHVVDJH�E\�WKH�DWWDFNHU�ZKR�FDQ�WULFN�WKH�UHFLSLHQW�LQWR�EHOLHYLQJ�WKDW�WKH�
PHVVDJH�KH�UHFHLYHV�LV�OHJLWLPDWH��

���������,QMHFWLRQ�$WWDFN�

,QMHFWLRQ�DWWDFNV�UHIHU�WR�D�EURDG�FODVV�RI�DWWDFN�YHFWRUV�WKDW�DOORZ�D�KDFNHU�WR�JDLQ�HQWU\�
LQWR� D� SURJUDP�� LQWHUSUHWHG� DV� D� FRPPDQG� RU� UHTXHVW� WKDW� DOWHUV� WKH� IORZ� RI� VRIWZDUH�
H[HFXWLRQ�� ,QMHFWLRQ�DWWDFNV�DUH� DPRQJ� WKH�ROGHVW� DQG�PRVW�GDQJHURXV�ZHE�DSSOLFDWLRQ�
DWWDFNV�� 7KHVH� DWWDFNV� FDQ� OHDG� WR� GDWD� WKHIW� DQG�RU� ORVV�� GHQLDO� RI� VHUYLFH�� DQG� HYHQ�
FRPSOHWH� V\VWHP� WDNHRYHU�� 7KHUH� DUH� GLIIHUHQW� W\SHV� RI� LQMHFWLRQ� DWWDFNV� VXFK� DV� FRGH�
LQMHFWLRQ��FURVV�VLWH�VFULSWLQJ��HPDLO�LQMHFWLRQ��64/�LQMHFWLRQ��HWF��:KDW�PDNHV�LQMHFWLRQ�
DWWDFNV�SDUWLFXODUO\�ZRUU\LQJ�LV�WKHLU�KXJH�DWWDFN�VXUIDFH��HVSHFLDOO\�IRU�64/�DQG�;66���
7KHUH�DUH�FRXQWOHVV�IUHH�DQG�UHOLDEOH�WRROV�DYDLODEOH�WKDW�DOORZ�HYHQ�LQH[SHULHQFHG�KDFNHUV�
WR�DEXVH�WKHVH�YXOQHUDELOLWLHV��

���������3DVVZRUG�$WWDFN�

6LQFH� SDVVZRUGV� DUH� WKH� PRVW� FRPPRQO\� XVHG� PHFKDQLVP� WR� DXWKHQWLFDWH� XVHUV� RI� D�
FRPSXWHU�V\VWHP��REWDLQLQJ�SDVVZRUGV�LV�WKHUHIRUH�D�FRPPRQ�DWWDFN�DSSURDFK��$�SHUVRQ
V�
SDVVZRUG� FDQ� EH� REWDLQHG� E\� VHDUFKLQJ� WKH� SHUVRQ
V� SK\VLFDO� RIILFH�� PRQLWRULQJ� WKH�
QHWZRUN�FRQQHFWLRQ�WR�DFTXLUH�XQHQFU\SWHG�SDVVZRUGV��DFFHVVLQJ�D�SDVVZRUG�GDWDEDVH��RU�
VLPSO\�JXHVVLQJ��7KLV�ODVW��JXHVVLQJ��DSSURDFK�FDQ�EH�GRQH�UDQGRPO\�RU�V\VWHPDWLFDOO\��



Chapter 4. Attack Detection in IoT Networks Using Intelligent Classification Mechanisms 

����

�� %UXWH�IRUFH�DWWDFNV�FRQVLVW�RI�WDNLQJ�D�UDQGRP�DSSURDFK�L�H���WU\LQJ�GLIIHUHQW�SDVVZRUGV�
DQG� KRSLQJ� WKDW� RQH� RI� WKHP�ZLOO�ZRUN�� 6RPH� ORJLF� FDQ� EH� DSSOLHG�� WU\� SDVVZRUGV�
UHODWHG�WR�WKH�SHUVRQ
V�QDPH��MRE�WLWOH��KREELHV��RU�VLPLODU��

�� ,Q�D�GLFWLRQDU\�DWWDFN��D�GLFWLRQDU\�RI�FRPPRQ�SDVVZRUGV�LV�XVHG�WR�DWWHPSW�WR�JDLQ�
DFFHVV�WR�D�XVHU
V�FRPSXWHU�DQG�QHWZRUN��2QH�DSSURDFK�LV�WR�FRS\�DQ�HQFU\SWHG�ILOH�
FRQWDLQLQJ�WKH�SDVVZRUGV��DSSO\�WKH�VDPH�HQFU\SWLRQ�WR�D�GLFWLRQDU\�RI�FRPPRQO\�XVHG�
SDVVZRUGV��DQG�FRPSDUH�WKH�UHVXOWV��

�����'HIHQVH�6ROXWLRQV�$VVRFLDWHG�ZLWK�DQ�,R7�6\VWHP�

$OO�,R7�VHFXULW\�LV�EDVHG�RQ�D�VWDELOLW\�RI�LQWHJULW\�ZKLFK�LV�WKH�SURSHUW\�WKDW�HQVXUHV�WKDW�
LQIRUPDWLRQ�FDQQRW�EH�IDOVLILHG��PRGLILHG��DOWHUHG�RU�GHOHWHG�E\�DQ�XQDXWKRUL]HG�XVHU�RU�
XQDXWKRUL]HG�REMHFW��FRQILGHQWLDOLW\�ZKLFK�HQVXUHV�WKDW�LQIRUPDWLRQ�FDQ�RQO\�EH�UHDG�E\�
DXWKRUL]HG�HQWLWLHV��DXWKHQWLFLW\��ZKLFK�PDNHV�LW�SRVVLEOH�WR�PDQDJH�WKH�VHFXUH�UHFRJQLWLRQ�
RI�DQ�HQWLW\
V�LGHQWLW\��DQG�DYDLODELOLW\��ZKLFK�LV�WKH�PHFKDQLVP�IRU�JXDUDQWHHLQJ�WKH�SURSHU�
H[HFXWLRQ�RI�D�VHUYLFH��DQG�WKH�SURSHU�IXQFWLRQLQJ�RI�WKH�QHWZRUN�GDWD�V\VWHP��7R�HQVXUH�
WKLV�VHFXULW\��ZH�KDYH�WUDGLWLRQDO�VROXWLRQV�DQG�LQWUXVLRQ�GHWHFWLRQ�V\VWHPV��,'6���

(YHQ�LI�FODVVLF�VROXWLRQV�DUH�SURSRVHG�WR�DYRLG�RU�OLPLW�DWWDFNV��WKH\�DUH�QRW�HIIHFWLYH�DQG�
DSSOLFDEOH�LQ�DOO�,R7�QHWZRUNV��HVSHFLDOO\�WKRVH�RQ�D�ODUJH�VFDOH��:LWK�WKH�LQFUHDVH�LQ�WKH�
ODUJH�DPRXQW�RI�GDWD�GXH�WR�WKH�PDQ\�FRQQHFWHG�REMHFWV��,R7�QHWZRUNV�DUH�LQFUHDVLQJO\�
H[SRVHG�WR�DWWDFNV��7KHVH�DWWDFNV�DUH�YHU\�GDQJHURXV�EHFDXVH�WKH\�VORZ�GRZQ�QHWZRUNV��
FDXVH� ODUJH� DPRXQWV� RI� GURSSHG� SDFNHWV�� GUDLQ� QRGH� EDWWHULHV�� DQG� FDQ� FRPSURPLVH�
PXOWLSOH�VHUYLFHV��7KLV�LV�KRZ�LQWUXVLRQ�GHWHFWLRQ�V\VWHPV�RU�,'6�DSSURDFK�KDV�EHHQ�WDNHQ�
WR� OLPLW� RU� HYHQ� HOLPLQDWH� DWWDFNV�� ,'6� LV� D� PHFKDQLVP� WKDW� OLVWHQV� WR� QHWZRUN� WUDIILF�
IXUWLYHO\�LQ�RUGHU�WR�LGHQWLI\�DEQRUPDO�RU�VXVSLFLRXV�DFWLYLWLHV�DQG�WKXV�DOORZV�SUHYHQWLYH�
DFWLRQ�WR�EH�WDNHQ�RQ�WKH�ULVNV�RI�LQWUXVLRQ�E\�VHQGLQJ�DQ�DOHUW�WR�WKH�DGPLQLVWUDWRU��:H�
GLVWLQJXLVK�WZR�W\SHV�RI�LQWUXVLRQ�GHWHFWLRQ�V\VWHPV��1,'6�DQG�+,'6��

�������1HWZRUN�%DVHG�,QWUXVLRQ�'HWHFWLRQ�6\VWHP��1,'6��

1,'6�RU�1HWZRUN�%DVHG�,QWUXVLRQ�'HWHFWLRQ�6\VWHPV�DUH�KDUGZDUH�RU�VRIWZDUH�V\VWHPV�
WKDW�VFDQ�WKH�QHWZRUN�WR�LGHQWLI\�QHWZRUN�LQWHUIHUHQFH�RU�DQ\�WKUHDWV��7KH\�DUH�SODFHG�DW�
VWUDWHJLF�SRLQWV�LQ�WKH�QHWZRUN�VR�WKDW�WKH\�FDQ�NHHS�DQ�H\H�RQ�WKH�GHYLFHV�LQ�WKH�QHWZRUN��
2QFH�DQ�LQWUXVLRQ�LV�GHWHFWHG��DQ�DOHUW�LV�VHQW�WR�WKH�DGPLQLVWUDWRU��:KHQ�WKH�1,'6�KDV�
UHVSRQVH�FDSDELOLW\��LW�LV�FDOOHG�D�1HWZRUN�,QWUXVLRQ�3UHYHQWLRQ�6\VWHP��1,36���$�1,36�
GLIIHUV�IURP�D�1,'6�LQ�WKDW�LW�LV�DEOH�WR�PRGLI\�QHWZRUN�WUDIILF�IORZV�WR�EORFN�DQ�DWWDFN�LQ�
SURJUHVV�IRU�H[DPSOH��

1,'6�XVH�VHYHUDO�VROXWLRQV�IRU�WKH�GHWHFWLRQ�RI�DWWDFNV�RU�DQRPDOLHV�DPRQJ�ZKLFK�ZH�ILQG�
PDLQO\��

�� %\� VLJQDWXUH�� D� 1,'6� FDQ� XVH� WKH� VLJQDWXUH� PHWKRG� WR� YHULI\� WKH� DXWKHQWLFLW\� RI�
QHWZRUN� WUDIILF� DQG� RQO\� GHWHFWV� VSHFLILF� DWWDFNV�� ,QGHHG�� WKH\� XVH� SDWWHUQV� VXFK� DV�
VHTXHQFHV�RI�7&3�IODJV��E\WHV��DQG�LQWUXVLRQV�DOVR�FDOOHG�VLJQDWXUHV�VWRUHG�LQ�WKH�1,'6�
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GDWDEDVH��$QG�ZKHQ�ZH�KDYH�DQ�LQSXW�WUDIILF�VHTXHQFH��WKH�ODWWHU�LV�FRPSDUHG�WR�WKRVH�
VWRUHG� LQ� WKH� GDWDEDVH� LQ� RUGHU� WR� LGHQWLI\� WKH� DWWDFNV� DQG� WKH\� FDQ� RQO\� GHWHFW� WKH�
DWWDFNV�IRU�ZKLFK�D�VLJQDWXUH�H[LVWV��$ODUPV�DUH�WULJJHUHG�RQFH�D�VHTXHQFH�RI�HYHQWV�
WKDW�PDWFKHV�RQH�RI� WKH�VLJQDWXUHV� LV� LGHQWLILHG��7KH�PDLQ�DGYDQWDJH�RI� WKLV� W\SH�RI�
GHWHFWLRQ�LV�WKH�ORZ�UDWH�RI�IDOVH�SRVLWLYHV��QRUPDO�GDWD�FRQVLGHUHG�DV�DWWDFNV���DQG�LW�
DOVR�KDV�D�ORZ�UDWH�RI�IDOVH�DODUPV��,Q�WKH�FRQWH[W�RI�,R7�DSSOLFDWLRQV�LQ�VPDUW�FLWLHV��
VLJQDWXUH�EDVHG� GHWHFWLRQ� LV� XVHIXO� IRU� LGHQWLI\LQJ� DWWDFNV� WDUJHWLQJ� QHWZRUNV� ZLWK�
UHJXODU�EHKDYLRU��7KHUHIRUH��WKH\�IDLO�WR�GHWHFW�QHZ�DWWDFNV�VXFK�DV�DWWDFNV�H[SORLWLQJ�
]HUR�GD\�YXOQHUDELOLWLHV��

�� %\� DQRPDO\� GHWHFWLRQ�� WKH� DQRPDO\� GHWHFWLRQ� PHWKRG� LV� DOVR� XVHG� E\� 1,'6� DQG�
GHSHQGV�RQ�WKH�EHKDYLRU�RI�WKH�V\VWHP��:KHQ�DQ�DWWDFNHU�WULHV�WR�FKDQJH�QRUPDO�V\VWHP�
EHKDYLRU�LQWR�DEQRUPDO�EHKDYLRU��WKH�DQRPDO\�GHWHFWLRQ�V\VWHP�GHWHFWV�LW��1,'6�EDVHG�
RQ�DQRPDO\�GHWHFWLRQ�OHDUQV�WKH�SURILOH�RI�QHWZRUN�EHKDYLRUV��:KHQ�QHWZRUN�WUDIILF�
GRHV� QRW� FRQIRUP� WR� WKH� OHDUQHG� OHJLWLPDWH� EHKDYLRU� SURILOH�� DQ� DOHUW� LV� WULJJHUHG��
$OWHUQDWLYHO\��LQWUXVLRQ�GHWHFWLRQ�WHFKQLTXHV�ORRNLQJ�IRU�DQRPDOLHV�DUH�DEOH�WR�LGHQWLI\�
FKDQJHV�LQ�WKH�V\VWHP�WKDW�DUH�LQFRQVLVWHQW�ZLWK�QRUPDO�EHKDYLRU��7KH�PDLQ�DGYDQWDJH�
RI�DQRPDO\�GHWHFWLRQ�V\VWHPV�LV�WKDW�WKH\�FDQ�GHWHFW�QHZ�DWWDFNV�RU�VR�FDOOHG�]HUR�GD\�
DWWDFNV��

�������+RVW�%DVHG�,QWUXVLRQ�'HWHFWLRQ�6\VWHP��+,'6��

+,'6�RU�KRVW�EDVHG�LQWUXVLRQ�GHWHFWLRQ�V\VWHPV�SOD\�D�YLWDO�UROH�LQ�WKH�QHWZRUN��,W�LV�XVHG�
WR�GHWHFW�DWWDFNV�RU�PDOZDUH�RQ�KRVW�SHULSKHULHV��,W�VWHSV�LQ�ZKHUH�1,'6�IDLOHG�WR�GHWHFW�
LQWUXVLRQV��

�����$QRPDO\�'HWHFWLRQ�E\�&ODVVLILFDWLRQ�

$QRPDO\�GHWHFWLRQ�EHFRPHV�DQ�DGDSWLYH�VROXWLRQ�WR�VROYH�F\EHUVHFXULW\�SUREOHPV�RI�DQ�
,R7�QHWZRUN��,QGHHG��WKLV�DQRPDO\�GHWHFWLRQ�DPRXQWV�WR�GLVWLQJXLVKLQJ�DOO�VXVSLFLRXV�DQG�
UDUH�HYHQWV�RU�REVHUYDWLRQV�FDOOHG�RXWOLHUV�WKDW�UHYHDO�GLIIHUHQFHV�ZLWK�WKH�PDMRULW\�RI�RWKHU�
GDWD��+RZHYHU��WKHUH�DUH�VHYHUDO�W\SHV�RI�GDWD�ZLWK�GLIIHUHQW�FKDUDFWHULVWLFV��ZKLFK�LPSOLHV�
WKH�H[LVWHQFH�RI�GLIIHUHQW�DQRPDO\�GHWHFWLRQ�PHWKRGV��HDFK�ILQGLQJ�LWV�HIIHFWLYHQHVV�LQ�D�
SDUWLFXODU� ILHOG� DFFRUGLQJ� WR� D� GHILQHG� REMHFWLYH�� 0RVW� RI� WKHVH� PHWKRGV� XVH� GHFLVLRQ�
WKUHVKROGV� EDVHG� RQ� WHFKQLTXHV� EDVHG� RQ� FODVVLILFDWLRQ�� FOXVWHULQJ�� UHJUHVVLRQ�� QHDUHVW�
QHLJKERXUV�DQG�VWDWLVWLFDO�WRROV��(DFK�PHWKRG�LV�HYDOXDWHG�E\�PHDVXULQJ�LWV�SHUIRUPDQFH�
RI�GHWHFWLRQ�DFFXUDF\�FULWHULD��LWV�VSHHG�DQG�LWV�VFDODELOLW\�FRQFHUQLQJ�WKH�IORZ�UDWH��

$QRPDO\�GHWHFWLRQ�WHFKQLTXHV�FRXOG�EH�FODVVLILHG�DFFRUGLQJ�WR���FDWHJRULHV��

�� 6WDWLVWLFDO�WHFKQLTXHV�� WKH\�FDQ�EH�SDUDPHWULF�RU�QRQ�SDUDPHWULF�ZKRVH�PRGHOV�DUH�
EXLOW� EDVHG� RQ� D� FRQILGHQFH� LQWHUYDO� IURP� H[LVWLQJ� GDWD� DQG� GDWD� WKDW� GRHV� QRW�
FRUUHVSRQG�WR�WKLV�PRGHO�DUH�FRQVLGHUHG�DEQRUPDO��

�� 7HFKQLTXHV� EDVHG� RQ� SUR[LPLW\�� LW� LQFOXGHV� WKH� WHFKQLTXH� EDVHG� RQ� WKH� QHDUHVW�
QHLJKERXUV� DQG� FOXVWHULQJ�� 7KH\� ERWK� XVH� WKH� GLVWDQFH� DSSURDFK� DQG� WKH� GHQVLW\�
DSSURDFK��,QGHHG��FOXVWHULQJ�FODVVLILHV�GDWD�DFFRUGLQJ�WR�WKHLU�VLPLODULW\��
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�� 'HHS� /HDUQLQJ�EDVHG� WHFKQLTXHV�� UHSUHVHQW� VXSHUYLVHG� DQG� XQVXSHUYLVHG� GHHS�
OHDUQLQJ�DOJRULWKPV�IRU�FODVVLILFDWLRQ�EDVHG�DQRPDO\�GHWHFWLRQ��

�� 2WKHU�WHFKQLTXHV��RWKHU�WHFKQLTXHV�LQFOXGH�PRGHOV�EDVHG�RQ�PDFKLQH�OHDUQLQJ�DQG�
QHXUDO�QHWZRUNV��

�������'DWD�&ODVVLILFDWLRQ�LQ�$,�

&ODVVLILFDWLRQ�LV�D�SURFHVV�RI�FODVVLI\LQJ�D�JLYHQ�VHW�RI�GDWD�LQWR�FODVV��,W�FDQ�EH�SHUIRUPHG�
RQ�VWUXFWXUHG�RU�XQVWUXFWXUHG�GDWD��7KH�SURFHVV�EHJLQV�ZLWK�WKH�SUHGLFWLRQ�RI�WKH�FODVV�RI�
JLYHQ�GDWD�SRLQWV��&ODVVHV�DUH�RIWHQ�FDOOHG�WDUJHWV��ODEHOV��RU�FDWHJRULHV��

�� &ODVVLILHU�� $� FODVVLILHU� LV� DQ� DOJRULWKP� XVHG� WR� FODVVLI\� LQSXW� GDWD� LQWR� D� VSHFLILF�
FDWHJRU\��

�� &ODVVLILFDWLRQ�PRGHO��D�FODVVLILFDWLRQ�PRGHO�SUHGLFWV�DOO�RWKHU�FRQFOXVLRQV�WR�WKH�LQSXW�
GDWD�IRU�WUDLQLQJ��

�� )HDWXUH��D�SURSHUW\�RI�WKH�REVHUYHG�SKHQRPHQRQ��

�� &ODVVLILFDWLRQ�SURFHGXUH��
��� ,QLWLDOL]H��

��� 7UDLQ��

��� 3UHGLFW��

��� (YDOXDWH��

�� /D]\�/HDUQHUV��/D]\�/HDUQHUV�DUH�OHDUQLQJ�W\SHV�WKDW�ILUVW�VWRUH�WKH�WUDLQLQJ�GDWDVHW�
DQG�ZDLW�WR�UHFHLYH�WKH�WHVW�GDWDVHW��,Q�WKH�FDVH�RI�OD]\�/HDUQHUV��WKH�FODVVLILFDWLRQ�LV�
SHUIRUPHG�EDVHG�RQ�WKH�PRVW�UHOHYDQW�GDWD�VWRUHG�LQ�WKH�WUDLQLQJ�GDWDVHW��,W�WDNHV�OHVV�
WLPH�IRU�WUDLQLQJ�EXW�PRUH�WLPH�IRU�SUHGLFWLRQV��([DPSOH��.11�DOJRULWKP��&DVH�EDVHG�
UHDVRQLQJ��

�� (DJHU�/HDUQHUV��(DJHU�/HDUQHUV�GHYHORS�D�FODVVLILFDWLRQ�PRGHO�EDVHG�RQ�D�WUDLQLQJ�
GDWDVHW� EHIRUH� UHFHLYLQJ� D� WHVW� GDWDVHW�� 8QOLNH� /D]\� /HDUQHUV�� (DJHU� /HDUQHUV� WDNH�
ORQJHU�WR�OHDUQ�DQG�OHVV�WLPH�WR�SUHGLFW��([DPSOH��'HFLVLRQ�WUHHV��1DwYH�%D\HV��$11��

�������&ODVVLILFDWLRQ�7\SHV�

%LQDU\� FODVVLILFDWLRQ�� %LQDU\� FODVVLILFDWLRQ� LV� D� W\SH� RI� FODVVLILFDWLRQ� ZLWK� RQO\� WZR�
FODVVHV�DV�UHVXOWV�ZKLFK�FDQ�EH�IRU�H[DPSOH�WUXH�RU�IDOVH��RQH�RU�]HUR��RU�\HV�RU�QR��%LQDU\�
FODVVLILFDWLRQ� LV�XVHG� LQ� VHYHUDO� DSSOLFDWLRQV� LQ�GDWD� VFLHQFH�VXFK� DV�PHGLFDO�GLDJQRVLV�
�KHDOWK\�RU�VLFN���HPDLO�DQDO\VLV��6SDP�RU�QRW�6SDP���ILQDQFLDO�GDWD�DQDO\VLV��IUDXG�RU�QRW�
IUDXG��� PDUNHWLQJ� �ZLOO� EX\� RU� ZLOO� QRW� SXUFKDVH��� DQRPDO\� GHWHFWLRQ� �QRUPDO� RU�
DEQRUPDO��� HWF�� ,Q� PDFKLQH� OHDUQLQJ�� WKHUH� DUH� PDQ\� PHWKRGV� XVHG� IRU� ELQDU\�
FODVVLILFDWLRQ��7KH�PRVW�FRPPRQ�DUH��6XSSRUW�9HFWRU�0DFKLQHV��1DLYH�%D\HV��1HDUHVW�
1HLJKERXU��'HFLVLRQ�7UHH��/RJLVWLF�5HJUHVVLRQ��1HXUDO�1HWZRUNV��HWF��
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0XOWL�FODVV�FODVVLILFDWLRQ��D�FODVVLILFDWLRQ�ZLWK�PRUH�WKDQ�WZR�FODVVHV�LV�FDOOHG�PXOWL�FODVV�
FODVVLILFDWLRQ��,W�LV�D�FODVVLILFDWLRQ�WHFKQLTXH�WKDW�DOORZV�XV�WR�FODVVLI\�WKH�WHVW�GDWD�LQWR�
PXOWLSOH�FODVV�ODEHOV�SUHVHQW�LQ�WKH�WUDLQHG�GDWD�DV�D�PRGHO�SUHGLFWLRQ��)RU�H[DPSOH��XVLQJ�
D� SDWWHUQ� WR� LGHQWLI\� WKH� W\SHV� RI� DWWDFNV� LQ� D� QHWZRUN� LV� DQ� H[DPSOH� RI� PXOWLFODVV�
FODVVLILFDWLRQ� EHFDXVH� WKHUH� DUH� PDQ\� GLIIHUHQW� DWWDFN� FODVVLILFDWLRQV� IRU� HDFK� QHWZRUN�
WUDIILF�� 0XOWLFODVV� FODVVLILFDWLRQ� DOVR� UHTXLUHV� WKDW� D� VDPSOH� KDV� RQO\� RQH� FODVV� �H�J�� D�
EODFNKROH�DWWDFN�LV�RQO\�D�EODFNKROH��LW�LV�QRW�VR�PDQ�LQ�WKH�PLGGOH���7KHUH�DUH�PDLQO\�WZR�
W\SHV�RI�PXOWL�FODVV�FODVVLILFDWLRQ�WHFKQLTXHV��

�� 2QH�YV��$OO�RU�2QH�YV�UHVW��2QH�DJDLQVW�DOO���,Q�2QH�YV��$OO��IRU�D�GDWDVHW�RI�1�FODVV�
LQVWDQFHV��ZH�QHHG�WR�JHQHUDWH�1�ELQDU\�FODVVLILHU�PRGHOV��7KH�QXPEHU�RI�FODVV�ODEHOV�
SUHVHQW�LQ�WKH�GDWDVHW�DQG�WKH�QXPEHU�RI�JHQHUDWHG�ELQDU\�FODVVLILHUV�PXVW�EH�LGHQWLFDO��

�� 2QH�YV��2QH��,Q�2QH�YV�2QH�FODVVLILFDWLRQ��IRU� WKH�GDWDVHW�RI�1�FODVV�LQVWDQFHV��ZH�
QHHG�WR�JHQHUDWH�WKH�1
�1������ELQDU\�FODVVLILFDWLRQ�PRGHOV��8VLQJ�WKLV�FODVVLILFDWLRQ�
DSSURDFK��ZH�VSOLW�WKH�SULPDU\�GDWDVHW�LQWR�D�GDWDVHW�IRU�HDFK�FODVV�YHUVXV�HDFK�RWKHU�
FODVV��

0XOWL�/DEHO� &ODVVLILFDWLRQ�� 7KLV� LV� D� W\SH� RI� FODVVLILFDWLRQ� LQ� ZKLFK� HDFK� VDPSOH� LV�
DVVLJQHG� WR� D� VHW� RI� ODEHOV� RU� WDUJHWV�� ,Q� PXOWL�ODEHO� FODVVLILFDWLRQ�� WKH� WUDLQLQJ� VHW� LV�
FRPSRVHG�RI� LQVWDQFHV� HDFK� DVVRFLDWHG�ZLWK� D� VHW� RI� ODEHOV� �ODEHOV��� DQG� WKH� WDVN� LV� WR�
SUHGLFW�WKH�ODEHO�VHWV�RI�XQVHHQ�LQVWDQFHV�E\�DQDO\]LQJ�WKH�LQVWDQFHV�RI�WUDLQLQJ�ZLWK�NQRZQ�
VHWV� RI� ODEHOV�� 7KH� GLIIHUHQFH� EHWZHHQ� PXOWL�FODVV� FODVVLILFDWLRQ� DQG� PXOWL�ODEHO�
FODVVLILFDWLRQ�LV�WKDW�LQ�PXOWL�FODVV�SUREOHPV�WKH�FODVVHV�DUH�PXWXDOO\�H[FOXVLYH�ZKHUHDV�LQ�
PXOWL�ODEHO�SUREOHPV�HDFK�ODEHO�UHSUHVHQWV�D�GLIIHUHQW�FODVVLILFDWLRQ�WDVN��EXW�WKH�WDVNV�DUH�
VRPHKRZ� OLQNHG�� )RU� H[DPSOH�� PXOWL�FODVV� FODVVLILFDWLRQ� DVVXPHV� WKDW� HDFK� VDPSOH� LV�
DVVLJQHG�WR�RQH�DQG�RQO\�RQH�ODEHO��D�IUXLW�FDQ�EH�HLWKHU�DQ�DSSOH�RU�D�SHDU��EXW�QRW�ERWK�DW�
WKH�VDPH�WLPH��,Q�FRQWUDVW��DQ�H[DPSOH�RI�PXOWL�ODEHO�FODVVLILFDWLRQ�PLJKW�EH�WKDW�D�WH[W�
PLJKW�EH�DERXW�UHOLJLRQ��SROLWLFV��ILQDQFH��RU�HGXFDWLRQ�DOO�DW�RQFH�RU�QRQH�RI�WKHVH�WRSLFV��

�������&ODVVLILFDWLRQ�$OJRULWKPV�

���������/LQHDU�0RGHOV�

/RJLVWLF�5HJUHVVLRQ��7KLV�LV�D�PDFKLQH�OHDUQLQJ�FODVVLILFDWLRQ�DOJRULWKP�WKDW�XVHV�RQH�RU�
PRUH�LQGHSHQGHQW�YDULDEOHV�WR�GHWHUPLQH�DQ�RXWFRPH��7KH�RXWFRPH�LV�PHDVXUHG�XVLQJ�D�
GLFKRWRPRXV�YDULDEOH��ZKLFK�PHDQV�WKDW�WKHUH�DUH�RQO\�WZR�SRVVLEOH�RXWFRPHV��

6XSSRUW�9HFWRU�0DFKLQHV�� 6XSSRUW� 9HFWRU� 0DFKLQH� �690�� LV� D� VXSHUYLVHG� OHDUQLQJ�
DSSURDFK� WKDW� LV�XVHG� WR� DQDO\]H�GDWD� IRU� FODVVLILFDWLRQ� WR� DFKLHYH�RSWLPDO� UHVXOWV��7KH�
FRQFHSW� RI� 690� LV� DV� IROORZV�� WKH� LQSXW� YHFWRUV� DUH� ILUVW� WUDQVSRVHG� LQWR� D�
PXOWLGLPHQVLRQDO�VSDFH��7KHQ��WKH�RSWLPDO�VHSDUDWLRQ�EHWZHHQ�WKH�GDWD�LV�IRXQG�WR�FODVVLI\�
WKH� GDWD� EHWZHHQ� GLIIHUHQW� FODVVHV�� 690V� DUH� QRW� UHFRPPHQGHG� WR� XVH� ODUJH� GDWDVHWV�
EHFDXVH�WUDLQLQJ�WDNHV�D�ORQJ�WLPH��
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���������1RQOLQHDU�0RGHOV�

1DwYH�%D\HV��7KLV�LV�D�FODVVLILFDWLRQ�DOJRULWKP�EDVHG�RQ�%D\HV
�WKHRUHP�ZKLFK�JLYHV�DQ�
DVVXPSWLRQ�RI�LQGHSHQGHQFH�EHWZHHQ�WKH�SUHGLFWRUV��6LPSO\�SXW��D�1DLYH�%D\HV�FODVVLILHU�
DVVXPHV�WKDW�WKH�SUHVHQFH�RI�D�IHDWXUH�LQ�D�FODVV�LV�XQUHODWHG�WR�WKH�SUHVHQFH�RI�DQ\�RWKHU�
IHDWXUH��

6WRFKDVWLF�*UDGLHQW�'HVFHQW�� 7KLV� LV� D� YHU\� HIIHFWLYH� DQG� VLPSOH� DSSURDFK� WR� ILWWLQJ�
OLQHDU�PRGHOV��6WRFKDVWLF�JUDGLHQW�GHVFHQW�LV�SDUWLFXODUO\�XVHIXO�ZKHQ�WKH�VDPSOH�GDWD�LV�
ODUJH��,W�VXSSRUWV�GLIIHUHQW�ORVV�IXQFWLRQV�DQG�SHQDOWLHV�IRU�FODVVLILFDWLRQ��

.�1HDUHVW� 1HLJKERXU�� ,W� LV� D� OD]\� OHDUQLQJ� DOJRULWKP� WKDW� VWRUHV� DOO� LQVWDQFHV�
FRUUHVSRQGLQJ�WR�WKH�WUDLQLQJ�GDWD�LQ�DQ�Q�GLPHQVLRQDO�VSDFH��,W�LV�D�OD]\�OHDUQLQJ�DOJRULWKP�
EHFDXVH�LW�GRHV�QRW�IRFXV�RQ�EXLOGLQJ�D�JHQHUDO�LQWHUQDO�PRGHO�EXW�RQ�VWRULQJ�LQVWDQFHV�RI�
WKH�WUDLQLQJ�GDWD��

'HFLVLRQ�7UHH��7KH�'HFLVLRQ�7UHH�LV�D�FODVVLILFDWLRQ�WHFKQLTXH�LQ�PDFKLQH�OHDUQLQJ�EDVHG�
RQ� WKH� ³GLYLGH� DQG� FRQTXHU´� VWUDWHJ\�� 7KH� GHFLVLRQ� WUHH� FRQVLVWV� RI� QRGHV� DQG� OHDYHV��
ZKHUH�WKH�QRGHV�UHSUHVHQW�D�WHVW�RQ�RQH�RI�WKH�IHDWXUHV�DQG�WKH�OHDYHV�UHSUHVHQW�WKH�FODVV�
ODEHO��,W�FDQ�YDU\�IURP�D�YHU\�VLPSOH�PRGHO�WR�D�FRPSOH[�FRPELQHG�PRGHO��ZKLFK�PDNHV�
LW�VXLWDEOH�IRU�DQRPDO\�GHWHFWLRQ�V\VWHPV��

5DQGRP�)RUHVW��5DQGRP�GHFLVLRQ�WUHHV��RU�5DQGRP�)RUHVW��DUH�D�VHW�RI�OHDUQLQJ�PHWKRGV�
IRU�FODVVLILFDWLRQ��UHJUHVVLRQ��HWF��,W�ZRUNV�E\�EXLOGLQJ�D�PXOWLWXGH�RI�GHFLVLRQ�WUHHV�DW�WKH�
WLPH� RI� WUDLQLQJ� DQG� SURGXFHV� WKH� FODVV� ZKLFK� LV� WKH� PRGH� RI� WKH� FODVVHV� RU� WKH�
FODVVLILFDWLRQ�RU�WKH�DYHUDJH�SUHGLFWLRQ��UHJUHVVLRQ��RI�WKH�LQGLYLGXDO�WUHHV��

$UWLILFLDO�1HXUDO�1HWZRUN��$�QHXUDO� QHWZRUN� FRQVLVWV� RI� QHXURQV� DUUDQJHG� LQ� OD\HUV��
ZKLFK�WDNH�DQ�LQSXW�YHFWRU�DQG�FRQYHUW�LW�LQWR�DQ�RXWSXW��7KH�SURFHVV�LQYROYHV�HDFK�QHXURQ�
WDNLQJ�DQ�LQSXW�DQG�DSSO\LQJ�D�IXQFWLRQ�WR�LW��RIWHQ�QRQOLQHDU��WKHQ�SDVVLQJ�WKH�RXWSXW�WR�
WKH�QH[W�OD\HU��

,Q�WKH�IROORZLQJ�ZH�ZLOO�GLVFXVV�WKH�FODVVLILFDWLRQ�VROXWLRQV�SURSRVHG�LQ�WKH�OLWHUDWXUH�IRU�
WKH�GHWHFWLRQ�RI�DQRPDOLHV�DQG�WKHQ�IRU�WKH�LGHQWLILFDWLRQ�RI�WKH�W\SH�RI�DQRPDOLHV��%LQDU\�
FODVVLILFDWLRQ� LV� WKH� RQH� XVHG� IRU� GHWHFWLRQ� ZKLOH� IRU� LGHQWLILFDWLRQ�� PXOWLFODVV�
FODVVLILFDWLRQ�LV�DSSOLHG��

�������$QRPDO\�'HWHFWLRQ�E\�%LQDU\�&ODVVLILFDWLRQ�

,Q�>�@��WKH�DXWKRUV�SUHVHQWHG�D�QHZ�LQWUXVLRQ�GHWHFWLRQ�V\VWHP��,'6��IRU�)RJ�&RPSXWLQJ�
EDVHG�RQ�GHFLVLRQ�WUHHV��7KH�VHFXULW\�RI�IRJ�QRGHV�LV�D�FKDOOHQJH�DV�WKH\�SURGXFH�D�PDVVLYH�
DPRXQW� RI� GDWD� DQG� KDYH� OLPLWHG� FRPSXWDWLRQDO� FDSDELOLWLHV�� ,Q� WKHLU� VWXG\�� WKH\� XVHG�
&ODVVLILFDWLRQ�DQG�5HJUHVVLRQ�7UHHV� �&$57��ZKLFK�FRQVWUXFW�ELQDU\� WUHHV�E\�VHOHFWLQJ�
IHDWXUHV�WKDW�SURGXFH�WKH�PD[LPXP�LQIRUPDWLRQ�JDLQ��7KH�HYDOXDWLRQ�RI�WKH�SURSRVHG�,'6�
V\VWHP�ZDV�FDUULHG�RXW�XVLQJ�WKH�.''&83���GDWDVHW�DQG�VHYHUDO�FRPSDULVRQV�EHWZHHQ�
WKH� SURSRVHG� ,'6� XVLQJ� GHFLVLRQ� WUHHV� DQG� RWKHU� DSSURDFKHV� ZHUH� PDGH�� 7KH� RYHUDOO�
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UHVXOWV�VKRZHG�WKDW�WKH�GHFLVLRQ�WUHH�DFKLHYHG�WKH�EHVW�GHWHFWLRQ�DFFXUDF\��WKH�EHVW�DWWDFN�
FRYHUDJH�DQG�DQ�DFFHSWDEOH�GHWHFWLRQ�WLPH��

,Q� >�@�� WKH� DXWKRUV� SURSRVHG� D� WUDIILF� DQRPDO\� GHWHFWLRQ� DOJRULWKP� XVLQJ� WKH� 690�
DOJRULWKP��7KH\�DOVR�SURSRVHG�DQ�DOJRULWKP�WKDW�FDOFXODWHV�QRUPDOL]HG�HQWURS\�IRU�GDWD�
IHDWXUHV�� ,Q� WKH� FDVH� RI� DWWDFNV�� WKHVH� YDOXHV� GHYLDWH� IURP� WKHLU� QRUPDO� YDOXHV�� VR� D�
WKUHVKROG�LV�VHW�WR�GLVFRYHU�DQ\�DEQRUPDO�EHKDYLRU�LQ�WKH�QHWZRUN��7KH�690�ZDV�XVHG�WR�
EXLOG�D�FODVVLILHU�WR�GHWHFW�QHWZRUN�DQRPDO\�WUDIILF��7R�LPSURYH�WKH�TXDOLW\�RI�WKH�690�
SDUDPHWHUV��WKH�RSWLPL]DWLRQ�DOJRULWKP��3DUWLFOH�VZDUP�RSWLPL]DWLRQ��362��ZDV�XVHG�WR�
HVWLPDWH� WKH�SDUDPHWHUV�PRUH�DFFXUDWHO\��7R�HYDOXDWH� WKH�SHUIRUPDQFH�RI� WKH�SURSRVHG�
PHWKRG�� '$53$� DQG� .''&XS��� GDWDVHWV� ZHUH� XVHG�� 7KH� UHVXOWV� VKRZHG� WKDW� WKHLU�
PHWKRG�GHWHFWHG�GLIIHUHQW�W\SHV�RI�DWWDFNV�ZLWK�KLJK�DFFXUDF\��

7KH� DXWKRUV� RI� >�@� KDYH� SURSRVHG� D� GHHS� OHDUQLQJ� DSSURDFK� IRU� DQ� DQRPDO\� LQWUXVLRQ�
GHWHFWLRQ�V\VWHP�XVLQJ�D�UHFXUUHQW�QHXUDO�QHWZRUN��511���7KH�511�LV�XVHG�IRU�VXSHUYLVHG�
FODVVLILFDWLRQ�WUDLQLQJ�ZKLFK�LQWURGXFHV�IHHGEDFN�IURP�SUHYLRXV�LQIRUPDWLRQ�DQG�DSSOLHV�
LW�WR�WKH�FXUUHQW�RXWSXW��0RGHO�SHUIRUPDQFH�ZDV�HYDOXDWHG�XVLQJ�WKH�16/�.''�GDWDVHW�LQ�
WZR�H[SHULPHQWV��ELQDU\�FODVVLILFDWLRQ�DQG�PXOWLFODVV�FODVVLILFDWLRQ��7KH�QXPEHU�RI�QRGHV�
LQ� WKH� KLGGHQ� OD\HUV� DQG� WKH� OHDUQLQJ� UDWH� ZHUH� WXQHG� E\� WUDLQLQJ� WKH� QHWZRUN� ZLWK��
GLIIHUHQW�YDOXHV��

7KH�DXWKRUV�RI�>�@�XVHG�DQ�LPSURYHG�WHUPLQDWHG�EDFNSURSDJDWLRQ�DUWLILFLDO�QHXUDO�QHWZRUN�
�5%11��DOJRULWKP�WR�WUDLQ�PXOWL�OD\HUHG�SHUFHSWLRQ��7KH�UHVLOLHQW�SURSDJDWLRQ�DOJRULWKP�
SHUIRUPV�D�GLUHFW�DGDSWDWLRQ�RI�WKH�FRQILJXUDWLRQ�RI�WKH�ZHLJKWV�EDVHG�RQ�WKH�ORFDO�JUDGLHQW�
ZKLFK�GHSHQGV�RQ�WKH�VWDWH�RI�WKH�QHWZRUN��7KH�SURSRVHG�V\VWHP�FRQVLVWV�RI�WKUHH�VWHSV��
SUH�SURFHVVLQJ��WUDLQLQJ�DQG�WHVWLQJ��)LUVW��LQ�WKH�GDWD�SUH�SURFHVVLQJ�VWHS��WKH�V\PEROLF�
IHDWXUHV� ZHUH� FRQYHUWHG� WR� QXPHULF� RQHV�� 1H[W�� WKH� GDWDVHW� LV� GLYLGHG� LQWR� WUDLQLQJ��
YDOLGDWLRQ��DQG�WHVWLQJ�VHWV��)LQDOO\��WKH�GDWD�DUH�QRUPDOL]HG�E\�VHWWLQJ�WKH�PHDQ�RI�HDFK�
OLQH�WR�]HUR�DQG�WKH�VWDQGDUG�GHYLDWLRQ�WR�RQH��)RU�WKH�WUDLQLQJ�VWHS��WKH\�XVHG�DQ�LWHUDWLYH�
SURFHVV�WR�GHWHUPLQH�WKH�EHVW�QXPEHU�RI�QHXURQV�LQ�WKH�KLGGHQ�OD\HU��7KH�ILQDO�DUFKLWHFWXUH�
RI�WKH�QHXUDO�QHWZRUN�FRQVLVWV�RI����QHXURQV�LQ�WKH�LQSXW�OD\HU�����QHXURQV�LQ�WKH�KLGGHQ�
OD\HU�DQG���QHXURQV�LQ�WKH�RXWSXW�OD\HU��7KHQ�WKH�QHWZRUN�ZDV�WUDLQHG�E\�DGMXVWLQJ�WKH�
HUURU�WR�EH�OHVV�WKDQ�D�IL[HG�WKUHVKROG��7KH�16/�.''���GDWDVHW�ZDV�XVHG�IRU�WUDLQLQJ�DQG�
WHVWLQJ��7KH�WHVWV�VKRZHG�WKDW�WKH�XVH�RI�HQKDQFHG�UHVLOLHQW�EDFNSURSDJDWLRQ�LPSURYHG�WKH�
SHUIRUPDQFH�RI�WKH�V\VWHP�LQ�WHUPV�RI�FODVVLILFDWLRQ�UDWH�DQG�HSRFK�QXPEHU��7KH�V\VWHP�
DFKLHYHG�DQ������GHWHFWLRQ�UDWH�IRU�WKH�WHVW�GDWDVHW�DQG�D��������IDOVH�SRVLWLYH�UDWH��

7KH�(XFOLGHDQ�GLVWDQFH�PDS��('0��LV�D�QHZ�DQRPDO\�GHWHFWLRQ�WHFKQLTXH�E\�VHTXHQWLDO�
DOJRULWKPV�ZKLFK�ZDV�SUHVHQWHG�LQ�>�@��7KH�V\VWHP�DQDO\]HV�WKH�QHWZRUN�WUDIILF�DQG�XVHV�
GLVWDQFH� PDSV� WR� H[WUDFW� VHFRQG�RUGHU� VWDWLVWLFV�� 7KHVH� VHFRQG�RUGHU� VWDWLVWLFV� DUH�
H[SORLWHG�IRU�WKH�JHQHUDWLRQ�RI�QHZ�IHDWXUHV�WKDW�LPSURYH�GHWHFWLRQ�DFFXUDF\��

�������'HWHFWLRQ�DQG�,GHQWLILFDWLRQ�RI�$QRPDOLHV�E\�0XOWLFODVV�&ODVVLILFDWLRQ�

,Q�>�@��DQ�DQRPDO\�LQWUXVLRQ�GHWHFWLRQ�V\VWHP�ZDV�SURSRVHG�XVLQJ�WKH�-���GHFLVLRQ�WUHH��
7KH�.\RWR�������GDWDVHW�ZDV�XVHG��,W�LV�FRPSRVHG�RI�WKUHH�FODVVHV��QRUPDO��DWWDFN�DQG�
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XQNQRZQ�DWWDFN��7KLV�GDWDVHW� LV�REWDLQHG� IURP�GLIIHUHQW�KRQH\SRWV�RYHU� WKUHH�\HDUV�RI��
UHDO�WUDIILF��

7KH�DXWKRUV�RI�>�@�SURSRVHG�D�IHDWXUH�VHOHFWLRQ�PHWKRG�EDVHG�RQ�WKH�0XWXDO�,QIRUPDWLRQ�
�0,�� DOJRULWKP�� 7KH\� WKHQ� EXLOW� DQ� LQWUXVLRQ� GHWHFWLRQ� V\VWHP� E\� FRPELQLQJ� VHYHUDO�
FODVVLILHUV�WR�GLVWLQJXLVK�EHWZHHQ�GLIIHUHQW�FODVVHV�XVLQJ�WKH�/HDVW�6TXDUH�6XSSRUW�9HFWRU�
0DFKLQH��/6�690��DOJRULWKP��7KH�DOJRULWKP�LV�D�V\PPHWULF�PHDVXUH�RI�WKH�FRUUHODWLRQ�
EHWZHHQ�WZR�UDQGRP�YDULDEOHV�ZKLFK�LV�XVHG�WR�HVWLPDWH�WKH�UHOHYDQFH�EHWZHHQ�WKH�IHDWXUH�
DQG�WKH�FODVV�ODEHO��7R�HVWLPDWH�WKH�0,��WKH�HQWURSLHV�RI�WKH�GDWD�ZHUH�FDOFXODWHG�XVLQJ�WKH�
DYHUDJH� GLVWDQFH� IURP� HDFK� GDWD� SRLQW� WR� WKH� .� QHDUHVW� QHLJKERXUV�� 7R� HYDOXDWH� WKH�
SHUIRUPDQFH�RI�WKH�SURSRVHG�VROXWLRQ��WKUHH�GDWDVHWV�ZHUH�XVHG��.''�&XS�����16/�.''��
DQG� .\RWR������� 7KH� H[SHULPHQWV� VKRZHG� WKDW� WKH� ,'6� ZLWK� WKH� IHDWXUH� VHOHFWLRQ�
DOJRULWKP�DFKLHYHG�JRRG�SHUIRUPDQFH�LQ�QHWZRUN�LQWUXVLRQ�GHWHFWLRQ��

7KH� RQOLQH� $YHUDJH� 2QH� 'HSHQGHQFH� (VWLPDWRU� �$2'(�� ZDV� SURSRVHG� LQ� >�@� IRU� D��
PXOWL�FODVVLILFDWLRQ� SUREOHP� LQ� WKH� 816:�1%��� GDWDVHW� XVLQJ� D� VXSHUYLVHG� PDFKLQH�
OHDUQLQJ�DOJRULWKP��7KH�SURSRVHG�FODVVLILHU�XSGDWHV�GDWD�RYHU�WLPH�WR�VHFXUH�D�G\QDPLF�
QHWZRUN��7KH�UHVXOWV�VKRZ�WKDW�$2'(�SHUIRUPV�EHWWHU�WKDQ�1DwYH�%D\HV��1%���

7KHUH�DUH�DOVR�VHYHUDO�RWKHU�PHWKRGV�GHVFULEHG� LQ� >�����@��EXW� LQ�PRVW�FDVHV� WKHVH�DUH�
LVRODWHG� FDVHV� RI� XVH�� 7KLV� LV� ZK\�� LQ� WKLV� ZRUN�� ZH� SURSRVH� WR� FRPELQH� ELQDU\�
FODVVLILFDWLRQ� �IRU� DQRPDO\� GHWHFWLRQ�� ZLWK� PXOWLFODVV� FODVVLILFDWLRQ� �IRU� DWWDFN�
LGHQWLILFDWLRQ���,Q�HDFK�FDVH��ZH�FRPSDUDWLYHO\�HYDOXDWH�IRXU�GLIIHUHQW�PRGHOV��'HFLVLRQ�
7UHH��5DQGRP�)RUHVW��.11�DQG�D�1HXUDO�QHWZRUN�PRGHO���HDFK�LQ�WZR�VHSDUDWH�GDWDVHWV�
�RQH�GDWDVHW�ZLWK�PRUH�QRUPDO�WUDIILF�WKDQ�DQRPDOLHV�DQG�DQRWKHU�ZLWK�PRUH�DQRPDOLHV�
WKDQ�QRUPDO�WUDIILF���LQ�RUGHU�WR�XQFRYHU�WKH�EHVW�SRVVLEOH�DSSURDFK��

�����3UHVHQWDWLRQ�RI�8VHG�7RROV��'DWDVHWV�DQG�0HWKRGV�

�������7RROV�DQG�/LEUDULHV�

3\WKRQ��7KH�FKRLFH�RI�WKH�DSSURSULDWH�SURJUDPPLQJ�ODQJXDJH�IRU�RXU�ZRUN�LV�IRFXVHG�RQ�
3\WKRQ�� ,W� LV� DQ�REMHFW�RULHQWHG�SURJUDPPLQJ� ODQJXDJH�FUHDWHG� LQ������E\�*XLGR�9DQ�
5RVVXP�ZLWK� FKDUDFWHULVWLFV� WKDW�PDUN� LWV� SHUIRUPDQFH� VXFK� DV� SRUWDELOLW\�� G\QDPLVP��
H[WHQVLELOLW\�DQG�PRGXODULW\��,WV�XVH�LV�IUHTXHQW�LQ�WKH�GHYHORSPHQW�RI�PDFKLQH�DQG�GHHS�
OHDUQLQJ� PRGHOV� WKDQNV� WR� WKH� PDQ\� OLEUDULHV� LW� KROGV�� ZKLFK� PDNHV� WKHLU��
LPSOHPHQWDWLRQ�HDVLHU��

$QDFRQGD��$QDFRQGD�LV�D�IUHH�DQG�RSHQ�VRXUFH�GLVWULEXWLRQ�XVHG�WR�PDNH�SURJUDPV�LQ�
3\WKRQ� DQG� 5� ODQJXDJHV� IRU� GDWD� VFLHQFH� DQG� PDFKLQH� OHDUQLQJ� FRQFHUQLQJ� SUHGLFWLYH�
DQDO\VLV��GDWD�SURFHVVLQJ�DQG�VFLHQWLILF�FDOFXODWLRQV�� ,W�KDV�PRUH� WKDQ�����SRSXODU�GDWD�
VFLHQFH�SDFNDJHV�DQG�D�EURZVHU�FDOOHG�DQDFRQGD�EURZVHU�ZKLFK�LV�D�JUDSKLFDO�LQWHUIDFH�
IRU�XVHUV�WR�HDVLO\�DFFHVV�DSSOLFDWLRQV�RU�WRROV�VXFK�DV�-XS\WHU�1RWHERRN��9LVXDO�6WXGLR�
&RGH�� 6WXGLR�� 6S\GHU�� -XS\WHU� /DE�� 4W&RQVRO�� HWF�� ,W� DOVR� JLYHV� VXSSRUW� WR� PDQDJH�
HQYLURQPHQWV�DQG�&RQGD�FKDQQHO�SDFNDJHV�ZLWKRXW�XVLQJ�WKH�FRPPDQG�OLQH��
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-XS\WHU�1RWHERRN��)RU�WKH�LQLWLDO�OHDUQLQJ�SDUW�RI�WKH�ZRUN��WKH�LQWHUDFWLYH�SURJUDPPLQJ�
LQWHUIDFH� -XS\WHU� 1RWHERRN� LV� XVHG�� RIIHULQJ� WKH� SRVVLELOLW\� RI� EULQJLQJ� WRJHWKHU� WH[W��
LPDJHV�� PDWKHPDWLFDO� IRUPXODV� �LQ� ODWH[� IRUPDW�� DQG� H[HFXWDEOH� FRGH�� ,W� LV� LQLWLDOO\�
GHYHORSHG�IRU�-XOLD��3\WKRQ�DQG�5�SURJUDPPLQJ�ODQJXDJHV��KHQFH�WKH�QDPH�-XS\WHU��&HOOV�
DUH� WKH�EDVLF� HOHPHQWV�RI� -XSLWHU� QRWHERRN�� WKH\� FDQ� FRQWDLQ� FRPSXWHU� FRGH�RU� WH[W� LQ�
PDUNGRZQ�IRUPDW��-XS\WHU�QRWHERRN�DOORZV�IRU�HIILFLHQW�WHVWLQJ�VLQFH�ZH�FDQ�UXQ�WKH�FHOOV�
LQGLYLGXDOO\��DQG�VR�ZH�GRQ
W�KDYH�WR�UXQ�WKH�ZKROH�SURJUDP�HYHU\�WLPH�D�FKDQJH�LV�PDGH��
,W� LV�EHQHILFLDO�ZKHQ�SHUIRUPLQJ�PDFKLQH� OHDUQLQJ�VLQFH�ZH�GRQ
W�KDYH� WR� UXQ� WKH�SUH�
SURFHVVLQJ�HYHU\�WLPH��$OVR��QRWHERRN�SURYLGHV�YLVXDO�RXWSXWV�VR�WKDW�ZH�FDQ�VHH�JUDSKV�
RU�WDEOHV�GLUHFWO\��,W�LV�D�IXOO�ZHE�LQWHUIDFH�WKDW�RSHQV�GLUHFWO\�LQ�DQ�H[LVWLQJ�EURZVHU�RQ�
\RXU� PDFKLQH� DOORZLQJ� \RX� WR� H[HFXWH� 3\WKRQ� FRGH� DQG� IDFLOLWDWH� LWV� IRUPDWWLQJ� DQG�
XQGHUVWDQGLQJ�� ,W� FRPHV� ZLWK� D� NHUQHO� RU� ,3\WKRQ� NHUQHO�� KRZHYHU� WKHUH� DUH� FXUUHQWO\�
VHYHUDO�RWKHU�NHUQHOV�OLNH�3\WKRQ���XVHG�LQ�RXU�FDVH��

7HQVRU)ORZ��7HQVRU)ORZ�LV�DQ�RSHQ�VRXUFH�IUDPHZRUN�UHOHDVHG�E\�*RRJOH�%UDLQ��QRZ�
*RRJOH�$,��LQ������WR�PDNH�LW�HDVLHU�IRU�GHYHORSHUV�WR�EXLOG��WUDLQ��DQG�ZRUN�ZLWK�GHHS�
OHDUQLQJ�PRGHOV�DQG�GDWD�WR�PDNH�GLIIHUHQW�NLQGV�RI�SUHGLFWLRQV�WKURXJK�D�FRPSOHWH�DQG�
IOH[LEOH�HFRV\VWHP�RI�WRROV��OLEUDULHV�DQG�FRPPXQLW\�UHVRXUFHV�WKDW�LW�KDV��,QLWLDOO\�LW�ZDV�
D�)UDPHZRUN�GHYHORSHG�IRU�QXPHULFDO�FDOFXODWLRQV�EXW�LW�KDV�VWHDGLO\�JURZQ�LQ�SRSXODULW\�
WR�EH�RQH�RI�WKH�PRVW�XVHG�LQ�WKH�GHYHORSPHQW�RI�PDFKLQH�OHDUQLQJ��QHXUDO�QHWZRUNV�DQG�
'HHS�/HDUQLQJ��2QH�RI�LWV�PDLQ�IHDWXUHV�LV�WKDW�FRPPRQ�RSHUDWLRQV�RQ�QHXUDO�QHWZRUNV�
DUH�GRQH�WKURXJK�PXOWLGLPHQVLRQDO�GDWD�WDEOHV�FDOOHG�7HQVRUV��7HQVRU���KHQFH�WKH�QDPH�
7HQVRU)ORZ�� 7KHVH� WHQVRUV� DOVR� LQFOXGH� VFDODUV�� YHFWRUV�� RU� Q�GLPHQVLRQDO� PDWULFHV�
UHSUHVHQWLQJ�DOO�GDWD�W\SHV��

.HUDV��.HUDV�LV�D�KLJK�OHYHO�GHHS�OHDUQLQJ�$3,�ZULWWHQ�LQ�S\WKRQ�FDSDEOH�RI�UXQQLQJ�RQ�
WRS�RI�7HQVRU)ORZ�RU�7KHDQR�IRU�QHXUDO�QHWZRUNV��,W� VXSSRUWV�PXOWLSOH�QHXUDO�QHWZRUN�
FDOFXODWLRQV�DQG�PDNHV�LW�HDV\�WR�LPSOHPHQW��,W�ZDV�GHYHORSHG�DV�SDUW�RI�WKH�21(,526�
SURMHFW�UHVHDUFK�HIIRUW��DQG�LWV�PDLQ�DXWKRU�DQG�PDLQWDLQHU�LV�)UDQoRLV�&KROOHW��D�*RRJOH�
HQJLQHHU�� ,W� UXQV� VPRRWKO\� RQ� ERWK� &38� DQG� *38�� .HUDV� VXSSRUWV� DOPRVW� DOO� QHXUDO�
QHWZRUN�PRGHOV�DQG�EHLQJ�PRGXODU�LQ�QDWXUH��LW�LV�LQFUHGLEO\�H[SUHVVLYH��IOH[LEOH�DQG�DSW�
IRU� LQQRYDWLYH� UHVHDUFK�� .HUDV� LV� DQ� RSHQ�VRXUFH� $3,� DQG� ZUDSV� HIILFLHQW� QXPHULFDO�
FRPSXWDWLRQ�OLEUDULHV�7KHDQR�DQG�7HQVRU)ORZ�DQG�LW�DOORZV�WR�GHILQH�DQG�WUDLQ�D�QHXUDO�
QHWZRUN�LQ�IHZ�OLQHV�RI�FRGH��,W�PLQLPL]HV�XVHU�DFWLRQV�UHTXLUHG�IRU�FRPPRQ�XVH�FDVHV�
DQG�SURYLGHV�FOHDU�IHHGEDFN�LQ�FDVH�RI�XVHU�HUURU��WKLV�PDNHV�.HUDV�HDV\�WR�OHDUQ�DQG�XVH��

/LEUDULHV��,Q�$QDFRQGD�ZH�KDYH�VHYHUDO�OLEUDULHV�WKDW�IDFLOLWDWH�GDWD�SURFHVVLQJ�DQG�WKH�
LPSOHPHQWDWLRQ�RI�$,�PRGHOV��,Q�RXU�FDVH�ZH�XVH�WKH�IROORZLQJ�OLEUDULHV��

�� 1XP3\�DQG�3DQGDV�ZKHQ�SUH�SURFHVVLQJ�WKH�GDWDVHW��1XP3\�DOORZV�PDQLSXODWLRQ�RI�
PXOWLGLPHQVLRQDO� DUUD\V� DQG� FDQ� SHUIRUP� IDVW� PDWKHPDWLFDO� RSHUDWLRQV� RQ� WKHP��
3DQGDV�SURYLGHV�XV�ZLWK�WKH�GDWD�IUDPH�VWUXFWXUH��DOORZLQJ�XV�WR�HDVLO\�FRQYHUW�WR�DQG�
IURP�&69�ILOHV��%RWK�1XP3\�DQG�3DQGDV�ZRUN�HIILFLHQWO\�RQ�ODUJH�GDWD��

�� )RU�WKH�OHDUQLQJ�SKDVH�RI�WKH�SURMHFW��ZH�KDYH�WKH�6FLNLW�OHDUQ�OLEUDU\��ZKLFK�LV�DQ�
RSHQ�VRXUFH�OLEUDU\�WKDW�ZRUNV�ZLWK�1XP3\�DQG�3DQGDV��,W�RIIHUV�D�ZLGH�UDQJH�RI�WRROV�
DQG�LV�VLPSOH�WR�XVH��SURYLGLQJ�HYHU\WKLQJ�QHHGHG�IRU�OHDUQLQJ�LQ�WKLV�SURMHFW��,W�ZDV�
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DOVR� XVHG� IRU� WKH� VWDQGDUGL]DWLRQ� RI� WUDLQLQJ� DQG� WHVW� GDWD� ZLWK� WKH� 6WDQGDUG6FDOHU�
IXQFWLRQ��

�� $OVR�� WKH� PDWSORWOLE� OLEUDU\� LV� XVHG� WR� SORW� JUDSKV� DQG� YLVXDOL]H� GDWD� ZLWK� LWV��
VXE�OLEUDULHV� 3\SORW� ZKLFK� FUHDWHV� DQ� LQWHUIDFH� FORVH� WR� WKH� FRPPHUFLDO� VRIWZDUH�
0$7/$%� ZKLFK� FRQWDLQV� IXQFWLRQV� YHU\� VLPLODU� WR� WKLV� DQG� VHDERUQ� IRU� GDWD�
YLVXDOL]DWLRQ��VSHFLDOL]HG�LQ�VWDWLVWLFDO�DQDO\VLV��

�������'DWDVHW����816:�1%���

816:�1%��� >�����@� LV� D� GDWDVHW� FUHDWHG� E\� $&&6� �$XVWUDOLDQ� &HQWHU� IRU� &\EHU�
6HFXULW\��WR�HYDOXDWH�1,'V��DV�ROGHU�GDWDVHWV�OLNH�.''&83�DQG�16/.''�GLG�QRW�UHIOHFW�
JRRG�UHDOLVWLF�RXWSXW�SHUIRUPDQFH�GXH�WR�WKH�SUHVHQFH�RI�UHGXQGDQFLHV�DQG�PLVVLQJ�UHFRUGV�
EXW�DOVR�DQ�LPEDODQFH�EHWZHHQ�QRUPDO�DQG�DEQRUPDO�GDWD��7KXV��D�WHVW�EHG�ZDV�GHYHORSHG�
�)LJ��������

�

)LJ�������7HVWEHG�RI�WKH�8161%���GDWDVHW��

7KH�WHVWEHG�KDV�DQ�,;,$�WUDIILF�JHQHUDWRU�WKDW�LV�FRQILJXUHG�ZLWK�WKH�WKUHH�YLUWXDO�VHUYHUV��
6HUYHUV� �� DQG� �� DUH� FRQILJXUHG� IRU� QRUPDO� WUDIILF� SURSDJDWLRQ� ZKLOH� 6HUYHU� �� VKDSHV�
DEQRUPDO�PDOLFLRXV� DFWLYLW\� LQ� QHWZRUN� WUDIILF�� (VWDEOLVKLQJ� WKH� LQWHUFRPPXQLFDWLRQ�
EHWZHHQ�VHUYHUV��DQG�DFTXLULQJ� WUDIILF� IURP�SXEOLF�DQG�SULYDWH�QHWZRUNV�� WKHUH�DUH� WZR�
YLUWXDO� LQWHUIDFHV� KDYLQJ� ,3� DGGUHVVHV� ������������ DQG� �������������� 7KH� VHUYHUV� DUH�
FRQQHFWHG� WR� WKH� KRVWV� WKURXJK� WZR� URXWHUV��5RXWHU� �� KDV� ,3� DGGUHVVHV� ����������� DQG�
������������� ZKLOH� 5RXWHU� �� LV� FRQILJXUHG� ZLWK� ������������ DQG� ������������� 7KHVH�
URXWHUV�DUH�FRQQHFWHG�WR�WKH�ILUHZDOO�ZKLFK�LV�FRQILJXUHG�WR�SDVV�DOO�QRUPDO�DQG�DEQRUPDO�
WUDIILF��7KH�WFSGXPS�WRRO�LV�LQVWDOOHG�RQ�5RXWHU���WR�FDSWXUH�WKH�VLPXODWLRQ�XSWLPH�SFDS�
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ILOHV�� 0RUHRYHU�� WKH� FHQWUDO� LQWHQWLRQ� RI� WKLV� ZKROH� WHVWEHG� ZDV� WR� FDSWXUH� QRUPDO� RU�
DEQRUPDO�WUDIILF��ZKLFK�RULJLQDWHG�IURP�WKH�,;,$�WRRO�DQG�ZDV�GLVSHUVHG�EHWZHHQ�QHWZRUN�
QRGHV��H�J���VHUYHUV�DQG�FOLHQWV���2QFH�WKH�SFDS�ILOHV�DUH�JHQHUDWHG�XVLQJ�WKH�WFSGXPS�WRRO��
WKH� FKDUDFWHULVWLFV� RI� WKH� 816:�1%��� GDWDVHW� DUH� H[WUDFWHG� XVLQJ� WRROV� LQVWDOOHG� DQG�
FRQILJXUHG�RQ�/LQX[�8EXQWX��������ZKLFK�DUH��

�� $UJXV�SURFHVVHV�UDZ�QHWZRUN�SDFNHWV��SFDS�ILOHV��DQG�JHQHUDWHV�QHWZRUN�IORZ�SDFNHW�
DWWULEXWHV�FKDUDFWHULVWLFV��

�� %UR�,'6�LV�DQ�RSHQ�VRXUFH�QHWZRUN�WUDIILF�DQDO\]HU��,W�LV�SULPDULO\�D�VHFXULW\�PRQLWRU�
WKDW�LQVSHFWV�DOO�QHWZRUN�WUDIILF�IRU�PDOLFLRXV�DFWLYLW\��7KH�%UR�,'6�WRRO�LV�FRQILJXUHG�
WR�JHQHUDWH�WKUHH�ORJ�ILOHV�IURP�WKH�SFDS�ILOHV��

�� 7ZHOYH� DOJRULWKPV� DUH� GHYHORSHG� LQ� &� SURJUDPPLQJ� ODQJXDJH� WR� DQDO\]H� WKH��
IORZ�LQ�GHSWK��

7R�VWLPXODWH�WKH�QHWZRUN��WKH�,;,$�3HUIHFW6WRUP��WRRO�LV�XVHG�LQ�WKH�$&&6�&\EHU�5DQJH�
/DE�WR�FUHDWH�D�K\EULG�RI�QHWZRUN�WUDIILF�ZLWK�QRUPDO�DQG�DEQRUPDO�IORZV��$QRPDORXV�
WUDIILF�WKURXJK�WKH�,;,$�WRRO�VLPXODWHV�QLQH�DWWDFN�IDPLOLHV�OLVWHG�LQ�7DEOH������7KH�,;,$�
WRRO� FRQWDLQV� DOO� LQIRUPDWLRQ� DERXW� QHZ�DWWDFNV�ZKLFK� LV� FRQWLQXRXVO\�XSGDWHG� IURP� D�
&9(��VLWH�ZKLFK�LV�D�GLFWLRQDU\�SXEOLFO\�NQRZQ�LQIRUPDWLRQ�VHFXULW\�YXOQHUDELOLWLHV�DQG�
H[SRVXUHV��

7DEOH������$WWDFNV�LQ�WKH�GDWDVHW�816:�1%����
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7KLV�����*%�GDWD�VHW�LV�FROOHFWHG�LQ���VWDJHV��RYHU����KRXUV�RQ������������IRU����*%�ZLWK�
��� DWWDFNV� SHU� VHFRQG�� DQG� RYHU� DQRWKHU� SHULRG� RI� ��� KRXUV� RQ� ����������� IRU� WKH�
UHPDLQLQJ� ��� *%� ZLWK� RQH� DWWDFN� SHU� VHFRQG�� 7KH� PDLQ� FKDUDFWHULVWLFV� RI� WKH��
816:�1%���GDWDVHW�DUH�D�K\EULG�RI�UHDO�PRGHUQ�QRUPDO�EHKDYLRUV�DQG�V\QWKHWLF�DWWDFN�
DFWLYLWLHV�� 7KHVH� GDWD� LQFOXGH� �������� IORZV� ZLWK� ��� FKDUDFWHULVWLFV� GHVFULEHG� LQ��
7DEOH�����LQFOXGLQJ���TXDOLWDWLYH�DQG����TXDQWLWDWLYH�ZLWK�D�SHUFHQWDJH�RI������QRUPDO�
GDWD� DQG�����DEQRUPDO��)LQDOO\�� WKH�RXWSXW� ILOHV�RI� WKH� WZR�GLIIHUHQW� WRROV��$UJXV�DQG��
%UR�,'6�DUH�VWRUHG�LQ�WKH�64/�6HUYHU�������GDWDEDVH�WR�PDWFK�WKH�IHDWXUHV�JHQHUDWHG�E\�
$UJXV� DQG�%UR�,'6�XVLQJ� VWUHDP� IHDWXUHV� VXFK� DV� VRXUFH� DQG�GHVWLQDWLRQ� ,3� DGGUHVVHV�
ZKLFK�DUH�XQLTXH��WKH�VRXUFH�DQG�GHVWLQDWLRQ�SRUW�QXPEHUV��WKH�WUDQVDFWLRQ�SURWRFRO��)RU�
WKH� FKDUDFWHULVWLFV� XVHG�� WKH� ,;,$� WRRO� JHQHUDWHG� DQ� DWWDFN� GDWD� UHSRUW�� 7KLV� UHSRUW� LV�
FRQILJXUHG�LQ�WKH�IRUP�RI�WKH�JURXQG�WUXWK�WDEOH�WR�PDWFK�DOO�WUDQVDFWLRQ�UHFRUGV��7KLV�WDEOH�
FRQVLVWV� RI� HOHYHQ� DWWULEXWHV�� IRU� H[DPSOH�� VWDUW� WLPH�� ODVW� WLPH�� DWWDFN� FDWHJRU\�� DWWDFN�
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VXEFDWHJRU\��SURWRFRO��VRXUFH�DGGUHVV��VRXUFH�SRUW��GHVWLQDWLRQ�DGGUHVV��GHVWLQDWLRQ�SRUW��
DWWDFN� QDPH� DQG� DWWDFN� UHIHUHQFH�� 7KLV� GDWDVHW� LV� ODEHOHG� DV� VKRZQ� LQ� WKH� WDEOH� RI�
FKDUDFWHULVWLFV��WKH�DWWDFN�FDWHJRULHV��L�H���DWWDFNBFDW��DQG�WKH�ODEHO�IRU�HDFK�UHFRUG�L�H�����
LI�WKH�UHFRUG�LV�QRUPDO�DQG���LI�WKH�UHFRUG�LV�DQ�DWWDFN��

7DEOH������'HVFULSWLRQ�RI�QHWZRUN�WUDIILF�FKDUDFWHULVWLFV�IURP�GDWDVHW�816:�1%����

)HDWXUHV� 'HVFULSWLRQ�
VFULS� VRXUFH�,3�DGGUHVV�
VSRUW� VRXUFH�SRUW�
GVWLS� GHVWLQDWLRQ�,3�DGGUHVV�
GSRUW� GHVWLQDWLRQ�SRUW�
SURWR� WUDQVDFWLRQ�SURWRFRO�
GXU�� WRWDO�UHFRUGLQJ�WLPH�
VE\WHV� QXPEHU�RI�E\WHV�IURP�VRXUFH�WR�GHVWLQDWLRQ�
GE\WHV� QXPEHU�RI�E\WHV�IURP�GHVWLQDWLRQ�WR�VRXUFH�
VWWO� OLIHWLPH�RI�VWUHDP�IURP�VRXUFH�WR�GHVWLQDWLRQ�
GWWO� OLIHWLPH�RI�WKH�VWUHDP�IURP�GHVWLQDWLRQ�WR�VRXUFH�
VORVV� UHWUDQVPLWWHG�RU�GURSSHG�VRXUFH�SDFNHWV�
GORVV� GHVWLQDWLRQ�SDFNHWV�UHWUDQVPLWWHG�RU�GURSSHG�
VHUYLFH� DSSOLFDWLRQ�VHUYLFH��IWS��KWWS��GQV��HWF���
VORDG� VRXUFH�ELWV�SHU�VHFRQG�
GORDG� GHVWLQDWLRQ�ELWV�SHU�VHFRQG�
VSNWV� QXPEHU�RI�SDFNHWV�IURP�VRXUFH�WR�GHVWLQDWLRQ�
GSNWV� QXPEHU�RI�SDFNHWV�IURP�GHVWLQDWLRQ�WR�VRXUFH�
VZLQ� VRXUFH�WFS�ZLQGRZ�ZDUQLQJ�
GZLQ� GHVWLQDWLRQ�WFS�ZLQGRZ�ZDUQLQJ�
VWFSE� VRXUFH�WFS�VHTXHQFH�QXPEHU�
GWFSE� GHVWLQDWLRQ�WFS�VHTXHQFH�QXPEHU�
VPHDQV]� DYHUDJH�RI�WKH�VL]H�RI�WKH�VWUHDP�SDFNHWV�WUDQVPLWWHG�E\�WKH�VRXUFH�
GPHDQV]� DYHUDJH�VL]H�RI�IORZ�SDFNHWV�WUDQVPLWWHG�E\�WKH�GHVWLQDWLRQ�
VPHDQV]� DYHUDJH�RI�WKH�VL]H�RI�WKH�VWUHDP�SDFNHWV�WUDQVPLWWHG�E\�WKH�VRXUFH�
WUDQVBGHSK� KWWS�UHTXHVW�UHVSRQVH�WUDQVDFWLRQ�FRQQHFWLRQ�GHSWK�
UHVBEG\BOHQ� WKH�VL]H�RI�WKH�FRQWHQW�RI�WKH�GDWD�WUDQVIHUUHG�IURP�WKH�KWWS�VHUYLFH�RI�WKH�VHUYHU��
VMLW� VRXUFH�MLWWHU��PVHF��
GMLW� GHVWLQDWLRQ�MLWWHU��PVHF��
VWLPH� UHFRUGLQJ�VWDUW�WLPH�
OWLPH� W�ODVW�WLPH�UHFRUGLQJ�
VLQWSNW� VRXUFH�LQWHU�SDFNHW�DUULYDO�WLPH��PVHF��
WFSUWW� VXP�RI�V\QDFN�DQG�DFNGD�RI�WFS�SDFNHWV�
V\QDFN� WLPH�V\Q�DQG�V\QBDFN�RI�WFS�SDFNDJHV�
DFNGDW� WLPH�V\QBDFN�DQG�DFN�RI�WFS�SDFNHWV�

LVBVPBLSVBSRUWV� LI�WKH�VRXUFH�LV�HTXDO�WR�WKH�GHVWLQDWLRQ�WKH�LS�DGGUHVVHV�DQG�WKH�SRUW�QXPEHUV�DUH�
HTXDO��WKLV�YDULDEOH�WDNHV�WKH�YDOXH���RWKHUZLVH���

FWBVWDWHBWWO� IRU�HDFK�VWDWH�DFFRUGLQJ�WR�VSHFLILF�YDOXHV�IRU�VRXUFH�GHVWLQDWLRQ�OLIHWLPH�
FWBIOZBKWWSBPWKG� QXPEHU�RI�VWUHDPV�WKDW�KDYH�PHWKRGV�OLNH�JHW�DQG�SRVW�LQ�KWWS�VHUYLFH�
LVBIWSBORJLQ� LI�WKH�IWS�VHVVLRQ�LV�DFFHVVLEOH�E\�XVHU�DQG�SDVVZRUG��WKHQ���HOVH����
FWBIWSBFPG� QXPEHU�RI�VWUHDPV�KDYLQJ�D�FRPPDQG�LQ�IWS�VHVVLRQ�

FWBVUYBVFU� QXPEHU�RI�FRQQHFWLRQV�WKDW�FRQWDLQ�WKH�VDPH�VHUYLFH�DQG�VRXUFH�DGGUHVV�RXW�RI��
����FRQQHFWLRQV�EDVHG�RQ�ODVW�VHHQ��

FWBVUYBGVW� QXPEHU�RI�FRQQHFWLRQV�FRQWDLQLQJ�WKH�VDPH�VHUYLFH�DQG�GHVWLQDWLRQ�DGGUHVV�RXW�RI��
����FRQQHFWLRQV�DFFRUGLQJ�WR�WKH�ODVW�KRXU�



Advances in Networks, Security and Communications, Vol. 3 

����

7DEOH������&RQWLQXHG��
)HDWXUHV� 'HVFULSWLRQ�

FWBGVWBOWP� QXPEHU�RI�FRQQHFWLRQV�IURP�WKH�VDPH�GHVWLQDWLRQ�DGGUHVV�RXW�RI�����FRQQHFWLRQV�
DFFRUGLQJ�WR�WKH�ODVW�WLPH�

FWBVUFBOWP� QXPEHU�RI�FRQQHFWLRQV�IURP�WKH�VDPH�VRXUFH�DGGUHVV�RXW�RI�����FRQQHFWLRQV�
DFFRUGLQJ�WR�WKH�ODVW�WLPH�

FWBVUFBGSRUWBOWP� QXPEHU�RI�FRQQHFWLRQV�IURP�VDPH�VRXUFH�DGGUHVV�DQG�GHVWLQDWLRQ�SRUW�RXW�RI��
����FRQQHFWLRQV�DFFRUGLQJ�WR�ODVW�WLPH�

FWBGVWBVSRUWBOWP� QXPEHU�RI�FRQQHFWLRQV�IURP�WKH�VDPH�GHVWLQDWLRQ�DGGUHVV�DQG�VRXUFH�SRUW�RXW�RI��
����FRQQHFWLRQV�DFFRUGLQJ�WR�WKH�ODVW�WLPH�

FWBGVWBVUFBOWP� QXPEHU�RI�FRQQHFWLRQV�IURP�VDPH�VRXUFH�DQG�GHVWLQDWLRQ�DGGUHVV�LQ��
����FRQQHFWLRQV�DFFRUGLQJ�WR�ODVW�WLPH��

VWDWH� 7KH�VWDWH�DQG�LWV�GHSHQGHQW�SURWRFRO�
DWWDFNBFDW� WKH�QDPH�RI�HDFK�DWWDFN�FDWHJRU\��LQ�WKLV�GDWD�VHW��QLQH�FDWHJRULHV�
ODEHO� ��IRU�QRUPDO�DQG���IRU�UHFRUGHG�DWWDFN�
GLQWSNW� GHVWLQDWLRQ�LQWHU�SDFNHW�DUULYDO�WLPH��PVHF��

�������'DWDVHW����,R7�1HWZRUN�,QWUXVLRQ�'DWDVHW�

)RU�WKH�FDVH�VWXG\��ZH�XVHG�D�VHFRQG�SXEOLF�GDWDVHW�FDOOHG�,R7�1HWZRUN�,QWUXVLRQ�'DWDVHW�
>�����@�GHYHORSHG�E\�+X\�.DQJ�.LP��ZKRVH�PDLQ�DXWKRUV�DUH�+\XQMDH�.DQJ��'RQJ�+\XQ�
$KQ��*\XQJ�0LQ�/HH��-HRQJ�'R�<RR��.\XQJ�+RVH�*DUHU�DQG�+X\�.DQJ�.LP��7KH�ODVW�
'DWDVHW�XSGDWH�WRRN�SODFH�RQ�)ULGD\��6HSWHPEHU����������DW��������5HYHDOHG�GDWD�RI�D�
VPDUW�KRPH�V\VWHP�RYHU�D�SHULRG�RI���PRQWKV����GD\V�IURP�0D\����������WR�6HSWHPEHU�
����������FRQVLVWLQJ�RI�WZR�VPDUW�KRPH�GHYLFHV�VXFK�DV�6.7�18*8��18������DQG�(=9,=�
:L�)L�&DPHUD��&�&�0LQL�2�3OXV�����3���

6.7� 18*8� �18� ����� LV� D� VPDUW� VSHDNHU� GHYHORSHG� LQ� .RUHD�� ZKLFK� KDV� D� OLQH�RXW�
WHUPLQDO�DQG�FDQ�RXWSXW�VRXQG�ZKHQ�FRQQHFWHG�WR�DQ�H[WHUQDO�GHYLFH��,W�DOVR�UXQV�RQ�D�
EXLOW�LQ�EDWWHU\�UDWKHU�WKDQ�D�ZLUHG�EDWWHU\��,W�RIIHUV����IHDWXUHV�VXFK�DV�PXVLF�DSSUHFLDWLRQ��
VPDUW�KRPH��VFKHGXOH�PDQDJHPHQW��ZHDWKHU�DOHUW��FRPPHUFH��,379��WUDIILF�LQIRUPDWLRQ�
DQG�RUGHU�GHOLYHU\�DV�ZHOO�DV�VRPH�ILQDQFLDO�VHUYLFHV�DQG�PRYLH�LQIRUPDWLRQ��

7KH�(=9,=�:L�)L�&DPHUD��&�&�0LQL�2�3OXV�����3��LV�D�GHYLFH�WKDW�PDNHV�LW�HDV\�WR�
PRQLWRU�DOO�URRPV�LQ�D�KRXVH�E\�SURYLGLQJ�GLVFUHHW�DQG�HIIHFWLYH�VHFXULW\��7KLV�FDPHUD�LV�
HTXLSSHG�ZLWK�D�PRWLRQ�GHWHFWRU�WKDW�ZLOO�GHWHFW�DQ\�DEQRUPDO�PRYHPHQW��2QFH�FRQQHFWHG�
WR�D�:L�)L�QHWZRUN��ZH�FDQ�HQVXUH�WKH�VHFXULW\�RI�WKH�KRXVH�E\�ZDWFKLQJ�+'�YLGHR�DW�DQ\�
WLPH� IURP� D� VPDUWSKRQH�� WDEOHW� RU� FRPSXWHU� DQG� UHFHLYH� DOHUW� PHVVDJHV� WKHUH� YLD� WKH�
GHGLFDWHG�DSSOLFDWLRQ��

%RWK�RI�WKHVH�,R7�GHYLFHV�DUH�XVHG�YLFWLP�GHYLFHV�DQG�DUH�ZLUHG�WR�D�VPDUW�KRPH�:L�)L�
URXWHU��/DSWRSV�� WDEOHWV� DQG� VPDUWSKRQHV� DUH� DOVR� FRQQHFWHG� WR� WKH� VPDUW� KRPH� URXWHU��
7KHVH�GHYLFHV�ZHUH�XVHG�DV�DWWDFN�GHYLFHV�LQ�WKH�WHVWEHG��)LJ��������7KH�GDWDVHW�FRQVLVWV�
RI����UDZ�QHWZRUN�SDFNHW�ILOHV��SFDS��DW�GLIIHUHQW�WLPHV��3DFNHW�ILOHV�DUH�UHTXHVWHG�XVLQJ�
WKH� PRQLWRU� PRGH� RI� WKH� ZLUHOHVV� QHWZRUN� DGDSWHU�� :LUHOHVV� KHDGHUV� DUH� UHPRYHG� E\�
$LUFUDFNLQJ��$OO�DWWDFNV�H[FHSW�WKH�0LUDL�%RWQHW�FDWHJRU\�DUH�SDFNHWV�FDOOHG�GXULQJ�DWWDFN�
VLPXODWLRQ�XVLQJ�WRROV�VXFK�DV�1PDS��,Q�WKH�FDVH�RI�WKH�0LUDL�%RWQHW�FDWHJRU\��WKH�DWWDFN�
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SDFNHWV�ZHUH�JHQHUDWHG�RQ�D�ODSWRS�FRPSXWHU�DQG�WKHQ�PDQLSXODWHG�WR�PDNH�LW�DSSHDU�DV�
LI�WKH\�FDPH�IURP�WKH�,R7�GHYLFH��:H�KDYH�IRXU�FDWHJRULHV�RI�DWWDFNV��ZKLFK�DUH�IXUWKHU�
GLYLGHG�LQWR�HLJKW�VXE�FDWHJRULHV��)LJ������VKRZV�WKH�WD[RQRP\�RI�DWWDFNV��

�

)LJ�������$UFKLWHFWXUH�RI�WKH�,R7�1HWZRUN�,QWUXVLRQ�GDWDVHW��

�

)LJ�������7\SH�RI�DWWDFNV�LQ�WKH�,R7�1HWZRUN�,QWUXVLRQ�GDWDVHW��

7KH�PDLQ�PRWLYDWLRQ�IRU�XVLQJ�WZR�GLIIHUHQW�GDWDVHWV�LV�WR�VHH�LI�WKH�SHUIRUPDQFH�RI�RXU�
PRGHOV� GHSHQGV� RQ� WKH� QDWXUH� RI� WKH� GDWD�� 7KLV� LV� ZK\� ZH� XVH� D� GDWDVHW� ZLWK� PRUH�
DQRPDOLHV��,R7�1HWZRUN�LQWUXVLRQ��DQG�DQRWKHU�ZLWK�PRUH�QRUPDO�WUDIILF��816:�1%�����

�������0HWKRG�

)RU�RXU�DQRPDO\�GHWHFWLRQ�DQG�DWWDFN�LGHQWLILFDWLRQ�ZRUN�LQ�WKH�,R7��ZH�KDYH�DGRSWHG�WKH�
IROORZLQJ�DSSURDFK��

�� )LUVW��ZH�LPSOHPHQW�VHYHUDO�VHOHFWHG�DQRPDO\�GHWHFWLRQ�PRGHOV�UHODWHG�WR�VPDUW�KRPH�
W\SH�,R7�DSSOLFDWLRQV��

�� 7KHQ� WKH�EHVW�RI� WKH�PRGHOV� LV�YDOLGDWHG�RQ�DQRWKHU�,R7�DSSOLFDWLRQ�GRPDLQ��KHUH�D�
JHQHULF�,R7�QHWZRUN��

�� $IWHU� WKDW� ZH� LPSOHPHQW� VHYHUDO� DWWDFN� LGHQWLILFDWLRQV� PRGHOV� WKDW� ZLOO� EH� XVHG� WR�
LGHQWLI\�WKH�W\SH�RI�DWWDFNV�RQFH�WKH�DQRPDO\�GHWHFWLRQ�SKDVH�LV�RYHU��
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7KH�IROORZLQJ�)LJ������VKRZV�WKH�DUFKLWHFWXUH�RI�RXU�SURSRVDO��

�

)LJ�������$QRPDO\�GHWHFWLRQ�DQG�DWWDFN�LGHQWLILFDWLRQ��

�������'DWD�3UH�SURFHVVLQJ�

7R�XQGHUVWDQG�WKH�QHWZRUN�WUDIILF�GDWD�ZH�KDYH��ZH�DUH�JRLQJ�WR�GR�DQ�DQDO\VLV�ERWK�LQ�
IRUP� DQG� LQ� VXEVWDQFH�� WKDW� LV� WR� VD\�� GR� D� VHW� RI�PDQLSXODWLRQ� DQG� YLVXDOL]DWLRQ�ZLWK�
VWDWLVWLFDO�WRROV�DQG�WKXV�PDNH�D�GHVFULSWLRQ�DQG�D�PRUH�LQ�GHSWK�VWDWLVWLFDO�DQDO\VLV��

���������6KDSH�$QDO\VLV�

)RU�DQRPDO\�GHWHFWLRQ��ZH�VWDUWHG�E\�ORFDWLQJ�WKH��WDUJHW�YDULDEOH��ZKLFK�UHSUHVHQWV�RXU�
RXWSXW��VSHFLILHG�KHUH�DV��ODEHO���LQ�ERWK�GDWDVHWV���LQ�RWKHU�ZRUGV�LW�LV�D�YDULDEOH�ZKRVH�
YDOXHV�PXVW�EH�PRGHOHG�DQG�SUHGLFWHG�E\�WKH�RWKHU�YDULDEOHV��

7KH�GDWDVHW�LV�VSUHDG�RYHU��������URZV�DQG����FROXPQV�IRU�WKH�,R7�1HWZRUN�GDWDVHW��DQG�
RYHU���������URZV�DQG����FROXPQV�IRU�WKH�816:�1%���GDWDVHW��7KH�FROXPQV�UHSUHVHQW�
QHWZRUN� WUDIILF� FKDUDFWHULVWLFV� DQG� WKHLU� GHVFULSWLRQV� DUH� JLYHQ� LQ� 7DEOHV� ���� DQG� ����
UHVSHFWLYHO\�IRU�WKH�816:�1%���GDWDVHW�DQG�WKH�,R7�1HWZRUN�GDWDVHW��

7KH�DQDO\VLV�RI�WKH�QDWXUH�RI�WKH�GDWD�VKRZV�WKDW�WKH�,R7�1HWZRUN�GDWDVHW�FRQWDLQV�WZR�
FDWHJRULHV�RI�YDULDEOHV� LQFOXGLQJ����TXDOLWDWLYH�DQG����TXDQWLWDWLYH�YDULDEOHV�ZKLOH� WKH�
816:�1%���GDWDVHW� FRQWDLQV� ��TXDOLWDWLYH� DQG����TXDQWLWDWLYH�YDULDEOHV�� ,Q� DGGLWLRQ��
WKHVH�YDULDEOHV�DUH�HLWKHU�UHDO�YDOXHV��LQWHJHUV�RU�RI�W\SH�REMHFWV��7R�ILQLVK�ZLWK�WKH�VKDSH�
DQDO\VLV��ZH�ORRNHG�IRU�PLVVLQJ�GDWD�DQG�WKH�UHVXOWV�VKRZ�WKDW�WKHUH�LV�QR�PLVVLQJ�GDWD�IRU�
WKH�,R7�1HWZRUN�GDWDVHW��)LJ��������7KH�816:�1%���GDWDVHW�FRQWDLQV�VRPH�PLVVLQJ�GDWD�
�)LJ�� ����� LQ� WKUHH� FROXPQV�� FWBIOZBKWWSBPWKG�� LVBIWSBORJLQ�� DWWDFNBFDW�� 7KH�
FWBIOZBKWWSBPWKG�DQG�LVBIWSBORJLQ�IHDWXUHV�DUH�QRW�SDUW�RI�WKH�IHDWXUHV�SUHVHQW�LQ�WKH�WZR�
GDWDVHWV��VR�ZH�KDYH�UHPRYHG�WKHP��7KH�PLVVLQJ�GDWD�IRU�WKH�DWWDFNBFDW�FROXPQ�UHSUHVHQWV�
QRUPDO� IORZV��VR�ZH�UHSODFHG� LW�ZLWK�DQRWKHU�FDWHJRU\� WKDW�ZH�FUHDWHG� WR� UHSUHVHQW� WKH�
DEVHQFH�RI�DQ�DWWDFN��
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7DEOH������'HVFULSWLRQ�RI�QHWZRUN�WUDIILF�FKDUDFWHULVWLFV�IURP�,R7�1HWZRUN�GDWDVHW��

)HDWXUHV� 'HVFULSWLRQ�
)ORZB,'� IHHG�LGHQWLILHU�
6UFB,3� VRXUFH�,3�DGGUHVV�
6UFB3RUW� VRXUFH�SRUW�QXPEHU�
'VWB,3� GHVWLQDWLRQ�,3�DGGUHVV�
'VWB3RUW� GHVWLQDWLRQ�SRUW�QXPEHU�
3URWRFRO� SURWRFRO�XVHG�
7LPHVWDPS� WLPHVWDPS�
)ORZB'XUDWLRQ� IORZ�GXUDWLRQ�
7RWB)ZGB3NWV� WRWDO�QXPEHU�RI�IRUZDUG�SDFNHWV�
7RWB%ZGB3NWV� WRWDO�QXPEHU�RI�SDFNHWV�WUDQVPLWWHG�LQ�WKH�UHYHUVH�GLUHFWLRQ�
7RW/HQB)ZGB3NWV� WKH�WRWDO�OHQJWK�RI�IRUZDUG�SDFNHWV�
7RW/HQB%ZGB3NWV� WKH�WRWDO�OHQJWK�RI�SDFNHWV�WUDQVPLWWHG�LQ�WKH�UHYHUVH�GLUHFWLRQ�
)ZGB3NWB/HQB0D[� WKH�PD[LPXP�OHQJWK�RI�GLUHFW�WUDQVPLVVLRQ�SDFNHWV�
)ZGB3NWB/HQB0LQ� PLQLPXP�IRUZDUG�SDFNHW�OHQJWK�
)ZGB3NWB/HQB0HDQ� WKH�DYHUDJH�OHQJWK�RI�GLUHFW�WUDQVPLVVLRQ�SDFNHWV�
)ZGB3NWB/HQB6WG� VWDQGDUG�GHYLDWLRQ�RI�IRUZDUG�SDFNHW�OHQJWK�
%ZGB3NWB/HQB0D[� WKH�PD[LPXP�OHQJWK�RI�SDFNHWV�WUDQVPLWWHG�LQ�WKH�UHYHUVH�GLUHFWLRQ�
%ZGB3NWB/HQB0LQ� WKH�PLQLPXP�OHQJWK�RI�SDFNHWV�WUDQVPLWWHG�LQ�WKH�UHYHUVH�GLUHFWLRQ�
%ZGB3NWB/HQB0HDQ� WKH�DYHUDJH�OHQJWK�RI�SDFNHWV�WUDQVPLWWHG�LQ�WKH�UHYHUVH�GLUHFWLRQ�
%ZGB3NWB/HQB6WG� VWDQGDUG�GHYLDWLRQ�RI�WKH�OHQJWK�RI�SDFNHWV�WUDQVPLWWHG�LQ�WKH�RSSRVLWH�GLUHFWLRQ�
)ORZB%\WV�V� �VWUHDP�LQ�E\WHV�SHU�VHFRQG�
)ORZB3NWV�V� �WKH�IORZ�LQ�SDFNHWV�SHU�VHFRQG�
)ORZB,$7B0HDQ� DYHUDJH�WLPH�EHWZHHQ�SDFNHW�DUULYDOV�
)ORZB,$7B6WG� VWDQGDUG�GHYLDWLRQ�RI�SDFNHW�LQWHU�DUULYDO�WLPH�
)ORZB,$7B0D[� PD[LPXP�WLPH�EHWZHHQ�SDFNHW�DUULYDOV�
)ORZB,$7B0LQ� PLQLPXP�WLPH�EHWZHHQ�SDFNHW�DUULYDOV�
)ZGB,$7B7RW� WRWDO�WLPH�EHWZHHQ�SDFNHW�DUULYDOV��IRUZDUG�GLUHFWLRQ��
)ZGB,$7B0HDQ� PHDQ�WLPH�EHWZHHQ�SDFNHW�DUULYDOV��IRUZDUG�GLUHFWLRQ��
)ZGB,$7B6WG� 6WDQGDUG�GHYLDWLRQ�RI�SDFNHW�LQWHU�DUULYDO�WLPH��IRUZDUG�GLUHFWLRQ��
)ZGB,$7B0D[� PD[LPXP�WLPH�EHWZHHQ�SDFNHW�DUULYDOV��IRUZDUG�GLUHFWLRQ��
)ZGB,$7B0LQ� PLQLPXP�WLPH�EHWZHHQ�SDFNHW�DUULYDOV�O�IRUZDUG�GLUHFWLRQ��
%ZGB,$7B7RW� 7RWDO�WLPH�EHWZHHQ�SDFNHW�DUULYDOV��UHYHUVH�GLUHFWLRQ��
%ZGB,$7B0HDQ� PHDQ�WLPH�EHWZHHQ�SDFNHW�DUULYDOV��UHYHUVH�GLUHFWLRQ��
%ZGB,$7B6WG� SDFNHW�LQWHU�DUULYDO�WLPH�VWDQGDUG�GHYLDWLRQ��UHYHUVH�GLUHFWLRQ��
%ZGB,$7B0D[� PD[LPXP�WLPH�EHWZHHQ�SDFNHW�DUULYDOV��UHYHUVH�GLUHFWLRQ��
%ZGB,$7B0LQ� PLQLPXP�WLPH�EHWZHHQ�SDFNHW�DUULYDOV��UHYHUVH�GLUHFWLRQ��
)ZGB36+B)ODJV� QXPEHU�RI�36+��SXVK��LQGLFDWRUV��IRUZDUG�GLUHFWLRQ��
%ZGB36+B)ODJV� QXPEHU�RI�36+��SXVK��IODJV��UHYHUVH�GLUHFWLRQ��
)ZGB85*B)ODJV� QXPEHU�RI�85*��XUJHQW��LQGLFDWRUV��IRUZDUG�GLUHFWLRQ��
%ZGB85*B)ODJV� QXPEHU�RI�85*��XUJHQW��IODJV��UHYHUVH�GLUHFWLRQ��
)ZGB+HDGHUB/HQ� KHDGHU�OHQJWK��IRUZDUG�GLUHFWLRQ��
%ZGB+HDGHUB/HQ� KHDGHU�OHQJWK��UHYHUVH�GLUHFWLRQ��
)ZGB3NWV�V� QXPEHU�RI�SDFNHWV�WUDQVPLWWHG�SHU�VHFRQG�
%ZGB3NWV�V� QXPEHU�RI�SDFNHWV�WUDQVPLWWHG�SHU�VHFRQG��UHYHUVH�GLUHFWLRQ��
3NWB/HQB0LQ� PLQLPXP�EXQGOH�OHQJWK�
3NWB/HQB0D[� PD[LPXP�SDFNHW�OHQJWK�
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7DEOH������&RQWLQXHG��

)HDWXUHV� 'HVFULSWLRQ�
3NWB/HQB0HDQ� DYHUDJH�EXQGOH�OHQJWK�
3NWB/HQB6WG� VWDQGDUG�GHYLDWLRQ�RI�WKH�OHQJWK�RI�D�SDFNHW�
3NWB/HQB9DU� SDFNHW�OHQJWK�YDULDWLRQ�
),1B)ODJB&QW� QXPEHU�RI�(1'�ILHOGV�RI�WKH�FRQQHFWLRQ�
6<1B)ODJB&QW� QXPEHU�RI�ILHOGV�IRU�V\QFKURQL]DWLRQ�
567B)ODJB&QW� QXPEHU�RI�ILHOGV�IRU�UHVHW�
36+B)ODJB&QW� QXPEHU�RI�SXVK�ILHOGV�
$&.B)ODJB&QW� QXPEHU�RI�DFTXLVLWLRQ�ILHOGV�
85*B)ODJB&QW� QXPEHU�RI�HPHUJHQF\�ILHOGV�
&:(B)ODJB&RXQW� QXPEHU�RI�ILHOGV�
(&(B)ODJB&QW� QXPEHU�RI�ILHOGV�
'RZQ�8SB5DWLR� UDWH�RI�SDFNHWV�GHOLYHUHG�LQ�ERWK�GLUHFWLRQV�
3NWB6L]HB$YJ� WKH�DYHUDJH�SDFNHW�VL]H�
)ZGB6HJB6L]HB$YJ� WKH�DYHUDJH�SDFNHW�VHJPHQW�VL]H��IRUZDUG��
%ZGB6HJB6L]HB$YJ� WKH�DYHUDJH�VL]H�RI�D�SDFNHW�VHJPHQW��UHYHUVH�GLUHFWLRQ��
)ZGB%\WV�EB$YJ� WKH�DYHUDJH�RI�WUDQVPLWWHG�E\WHV��IRUZDUG�GLUHFWLRQ��
)ZGB3NWV�EB$YJ� WKH�DYHUDJH�RI�WKH�WUDQVPLWWHG�SDFNHWV��IRUZDUG�GLUHFWLRQ��
)ZGB%ONB5DWHB$YJ� WKH�DYHUDJH�EORFNLQJ�UDWH�LQ�WKH�IRUZDUG�GLUHFWLRQ�
%ZGB%\WV�EB$YJ� WKH�DYHUDJH�RI�E\WHV�WUDQVPLWWHG��UHYHUVH�GLUHFWLRQ��
%ZGB3NWV�EB$YJ� WKH�DYHUDJH�RI�WKH�WUDQVPLWWHG�SDFNHWV��UHYHUVH�GLUHFWLRQ��
%ZGB%ONB5DWHB$YJ� WKH�DYHUDJH�EORFNLQJ�UDWH�LQ�WUDQVPLVVLRQ�LQ�WKH�UHYHUVH�GLUHFWLRQ�
6XEIORZB)ZGB3NWV� WKH�QXPEHU�RI�SDFNHWV�WUDQVPLWWHG�LQ�WKH�IRUZDUG�GLUHFWLRQ�
6XEIORZB)ZGB%\WV� WKH�QXPEHU�RI�E\WHV�WUDQVPLWWHG�LQ�WKH�IRUZDUG�GLUHFWLRQ�
6XEIORZB%ZGB3NWV� WKH�QXPEHU�RI�SDFNHWV�WUDQVPLWWHG�LQ�WKH�RSSRVLWH�GLUHFWLRQ�
6XEIORZB%ZGB%\WV� WKH�QXPEHU�RI�E\WHV�WUDQVPLWWHG�LQ�UHYHUVH�
,QLWB)ZGB:LQB%\WV� 1XPEHU�RI�E\WHV�VHQW�LQ�WKH�LQLWLDO��GLUHFW��ZLQGRZ�
,QLWB%ZGB:LQB%\WV� 1XPEHU�RI�E\WHV�VHQW�LQ�WKH�LQLWLDO�ZLQGRZ��LQHUVH�GLUHFWLRQ��
)ZGB$FWB'DWDB3NWV� DFWLYH�GDWD�SDFNHWV�WKDW�DUH�WUDQVPLWWHG��GLUHFW��
)ZGB6HJB6L]HB0LQ� WKH�PLQLPXP�VL]H�RI�D�SDTXHU�VHJPHQW��IRUZDUG�GLUHFWLRQ��
$FWLYHB0HDQ� $YHUDJH�OHQJWK�RI�WLPH�D�VWUHDP�ZDV�DFWLYH�EHIRUH�EHFRPLQJ�LQDFWLYH�
$FWLYHB6WG� VWDQGDUG�GHYLDWLRQ�RI�WKH�WLPH�D�VWUHDP�ZDV�DFWLYH�EHIRUH�EHFRPLQJ�LQDFWLYH�
$FWLYHB0D[� PD[LPXP�GXUDWLRQ�RI�DFWLYLW\�RI�D�IORZ�EHIRUH�EHFRPLQJ�LQDFWLYH�
$FWLYHB0LQ� PLQLPXP�GXUDWLRQ�RI�DFWLYLW\�RI�D�IORZ�EHIRUH�EHFRPLQJ�LQDFWLYH�
,GOHB0HDQ� DYHUDJH�OHQJWK�RI�WLPH�D�IORZ�ZDV�DFWLYH�EHIRUH�EHFRPLQJ�DFWLYH�
,GOHB6WG� VWDQGDUG�GHYLDWLRQ�RI�WKH�WLPH�D�IORZ�ZDV�LQDFWLYH�EHIRUH�EHFRPLQJ�DFWLYH�
,GOHB0D[� PD[LPXP�GXUDWLRQ�RI�DFWLYLW\�RI�D�IORZ�EHIRUH�EHFRPLQJ�DFWLYH�
,GOHB0LQ� PLQLPXP�GXUDWLRQ�RI�DFWLYLW\�RI�D�IORZ�EHIRUH�EHFRPLQJ�DFWLYH�
/DEHO� ODEHO�
&DW� FDWHJRU\�
6XE�&DW� VXE�FDWHJRU\�

�
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)LJ�������,R7�QHWZRUN�'DWDVHW�PLVVLQJ�GDWD�DQDO\VLV��

�

)LJ�������$QDO\VLV�RI�PLVVLQJ�GDWD�IURP�816:�1%����

���������%DFNJURXQG�$QDO\VLV�

)RU�WKH�EDFNJURXQG�DQDO\VLV�ZH�VWDUW�E\�YLVXDOL]LQJ�WKH�³WDUJHW�YDULDEOH´�DQG�WKH�UHVXOWV�
VKRZ�XV�WKDW��

�� 7KH�,R7�1HWZRUN�GDWDVHW�LV�PDGH�XS�RI��������DQRPDOLHV�RU������RI�QHWZRUN�WUDIILF�
DQG� ������ QRUPDO� GDWD� RU� �� �� RI� QHWZRUN� WUDIILF�� 7KLV� GHQRWHV� PRUH� SUHVHQFH� RI�
DQRPDO\�WKDQ�QRUPDO�WUDIILF�ZKLFK�LV�QRUPDO�VLQFH�WKH�GDWD�ZDV�FROOHFWHG�IURP�YLFWLP�
GHYLFHV��



Advances in Networks, Security and Communications, Vol. 3 

����

�� 816:�1%���GDWDVHW� LV�PDGH�XS�RI���������QRUPDO� WUDIILF�RU������DQG�������RI�
DEQRUPDO�GDWD�RU�����RI�QHWZRUN�WUDIILF��

7KHQ��IRU�WKH�,R7�1HWZRUN�GDWDVHW�ZH�IRXQG�WKDW�VRPH�FKDUDFWHULVWLFV�DUH�UHSUHVHQWHG�E\�
WKHLU� WRWDO�� DYHUDJH�� PD[LPXP�� PLQLPXP� DQG� VWDQGDUG� GHYLDWLRQ� YDOXH� IRU� HDFK� IORZ��
7KXV��ZH�FRQVLGHUHG�WKDW�RQO\�WKH�DYHUDJHV�DUH�VXIILFLHQW�WR�UHSUHVHQW�WKH�YDOXH�RI�WKHVH�
FKDUDFWHULVWLFV�DQG�FRQVHTXHQWO\�ZH�UHPRYHG�WKH�RWKHUV��)URP�WKLV�VDPH�REVHUYDWLRQ��WKH�
VWUHDP� LGHQWLILHUV�� WKH� VRXUFH�DQG�GHVWLQDWLRQ�DGGUHVVHV�� DQG� WKH� WLPHVWDPS�DUH�GHOHWHG�
EHFDXVH�WKH\�KDYH�QRWKLQJ�WR�GR�ZLWK�RXU�RXWSXW��/DEHO���+RZHYHU��ZH�NHHS�WKH�FDWHJRULHV�
DQG�VXEFDWHJRULHV�RI�DWWDFNV�IRU�WKH�GHWHFWLRQ�DQG�LGHQWLILFDWLRQ�RI�WKH�DWWDFN�W\SH�SDUW���

7KH�,R7�1HWZRUN�GDWDVHW�DQDO\VLV�DOVR�VKRZV�WKDW�WKH�GLVWULEXWLRQ�RI�IODJV�FRPSDUHG�WR�
DQRPDOLHV�DQG�QRUPDO�GDWD�GRHV�QRW�KDYH�D�YHU\�ELJ�GLIIHUHQFH��)LJ��������WKH�WUHQG�LV�WKH�
VDPH�ZLWK�WKH�RWKHU�IODJV��LW�LV�FRQVLVWHQW�RQ�DOO�IORZV�VR�ZH�FDQ�UHPRYH�WKHP�DV�WKH\�KDYH�
QR�LQIOXHQFH�RQ�RXU�RXWSXW��$V�IRU�WKH�QRQ�IODJV��WKH�DQDO\VLV�RI�WKH�GLVWULEXWLRQ��GHQVLW\��
VKRZV�WKDW�PDQ\�RI�WKH�UHPDLQLQJ�FKDUDFWHULVWLFV�KDYH�DQ�LQIOXHQFH�RQ�WKH�RXWSXW��)LJV��
����DQG�������

���� �

)LJ�������,R7�1HWZRUN�GDWDVHW��'LVWULEXWLRQ�E\�WUDQVPLVVLRQ�RI�36+�IODJV��OHIW��DQG�LQ�UHODWLRQ�WR�
WKH�QXPEHU�RI�36+�ILHOGV��ULJKW���

���� �

)LJ�������,R7�1HWZRUN�GDWDVHW��'LVWULEXWLRQ�LQ�UHODWLRQ�WR�VRXUFH��OHIW���
DQG�GHVWLQDWLRQ��ULJKW��SRUWV��
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�

)LJ�������,R7�1HWZRUN�GDWDVHW��'LVWULEXWLRQ�UHODWLYH�WR�WKH�DYHUDJH�OHQJWK�RI�WUDQVPLWWHG��OHIW���
DQG�UHFHLYHG��ULJKW��SDFNHWV��

7KH�816:�1%���GDWDVHW�LV�DOUHDG\�FOHDQ��VR�WKHUH�LV�QR�QHHG�WR�ZRUN�RQ�UHPRYLQJ�VRPH�
IHDWXUHV���

)LQDOO\��ZH�DOVR�H[DPLQH�WKH�FRUUHODWLRQ�WKDW�PD\�H[LVW�EHWZHHQ�WKH�IHDWXUHV�IRU�ZKLFK�ZH�
KDYH�WKH�FKDUDFWHULVWLFV�RQ�WKH�DEVFLVVD�DQG�KH�RUGLQDWH��)LJV�������DQG��������7KLV�DQDO\VLV�
VKRZV�WKDW�WKHUH�DUH�IHZ�FKDUDFWHULVWLFV�WKDW�KDYH�D�KLJK�FRUUHODWLRQ��DPRQJ�ZKLFK�PRVW�
DUH�RQO\�PRGHUDWHO\�FRUUHODWHG��

$IWHU�WKLV�ILUVW�DQDO\VLV�ZKLFK�RIIHUV�D�JRRG�XQGHUVWDQGLQJ�RI�WKH�GDWD��ZH�SHUIRUP�D�SUH�
SURFHVVLQJ�WR�SUHSDUH�WKH�GDWD�IRU�WKH�DSSOLFDWLRQ�RI�WKH�PRGHOV��

�

)LJ��������5HVXOW�RI�FRUUHODWLRQ�EHWZHHQ�,R7�1HWZRUN�GDWDVHW�FKDUDFWHULVWLFV��
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)LJ��������5HVXOW�RI�FRUUHODWLRQ�EHWZHHQ�FKDUDFWHULVWLFV�816:�1%���GDWDVHW��

���������'DWD�3UHSDUDWLRQ�

$V� ZH� DUH� GRLQJ� ZRUN� FRPSDULQJ� PRGHOV� RQ� WZR� GDWDVHWV� GUDZQ� IURP� WZR� GLIIHUHQW�
DSSOLFDWLRQ�GRPDLQV��ZH�SURFHHG�WR�ZRUN�RQ�D�VHOHFWLRQ�RI�QHWZRUN�FKDUDFWHULVWLFV�WKDW�
DSSHDU�LQ�WKH�WZR�GDWDVHWV��7KH�IROORZLQJ�7DEOH�����VKRZV�WKH�VHOHFWHG�FKDUDFWHULVWLFV�DQG�
WKHLU�FRUUHVSRQGHQFHV��

7DEOH������6HOHFWHG�)HDWXUHV��

)HDWXUHV� 'HVFULSWLRQ�
816:�1%��� ,R7�1HWZRUN�

VSRUW� 6UFB3RUW� VRXUFH�SRUW�
GVSRUW� 'VWB3RUW� GHVWLQDWLRQ�SRUW�
SURWR� 3URWRFRO� VWUHDP�WUDQVDFWLRQ�SURWRFRO�
VE\WHV� 6XEIORZB)ZGB%\WV� QXPEHU�RI�E\WHV�WUDQVPLWWHG�IURP�VRXUFH�
GE\WHV� 6XEIORZB%ZGB%\WV� QXPEHU�RI�E\WHV�WUDQVPLWWHG�IURP�GHVWLQDWLRQ�
VSNWV� 6XEIORZB)ZGB3NWV� QXPEHU�RI�SDFNHWV�WUDQVPLWWHG�IURP�WKH�VRXUFH�
GSNWV� 6XEIORZB%ZGB3NWV� QXPEHU�RI�SDFNHWV�WUDQVPLWWHG�IURP�WKH�GHVWLQDWLRQ�

VPHDQV]� )ZGB3NWV�EB$YJ� WKH�DYHUDJH�RI�WKH�SDFNHWV�WUDQVPLWWHG�IURP�WKH�VRXUFH�
GPHDQV]� 'ZGB3NWV�EB$YJ� WKH�DYHUDJH�RI�WKH�SDFNHWV�WUDQVPLWWHG�IURP�WKH�GHVWLQDWLRQ�

GXU� )ORZB'XUDWLRQ� VWUHDP�UHFRUGLQJ�WLPH�
6LQWSNW� )ZGB,$7B6WG� 6WDQGDUG�GHYLDWLRQ�RI�SDFNHW�LQWHU�DUULYDO�WLPH�IURP�VRXUFH�
'LQWSNW� 'ZGB,$7B6WG� 6WDQGDUG�GHYLDWLRQ�RI�SDFNHW�LQWHU�DUULYDO�WLPH�IURP�

GHVWLQDWLRQ�
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:H�WKHQ�GR�VRPH�SUH�SURFHVVLQJ�ZRUN�RQ�WKH�WZR�GDWDVHWV�ZLWK�WKH�VHOHFWHG�IHDWXUHV��7KH�
SUH�SURFHVVLQJ�FRQVLVWV�RI� VHSDUDWLQJ� WKH�GDWD� IRU� WKH� WUDLQLQJ�SKDVH�DQG� WKH� WHVW�SKDVH�
WKDQNV�WR�WKH�WUDLQBWHVWBVSOLW�PHWKRG�RI�WKH�6NOHDUQ�PRGXOH��7KH�WUDLQLQJ�GDWD�UHSUHVHQWV�
�����RI�WKH�ZKROH�DQG�WKH�UHVW�UHVHUYHG�IRU�WKH�WHVW��$IWHU� WKDW�ZH�VHSDUDWH�WKH�GDWD�LQ�
RUGHU�WR�IDFLOLWDWH�FRQYHUJHQFH��:H�WKXV�REWDLQ�WKH�IROORZLQJ�GDWD��[BWUDLQ��\B�WUDLQ��IRU�
OHDUQLQJ�DQG�[BWHVW��\BWHVW�IRU�WHVWV��7KH�VL]H�RI�WKHVH�GDWD�LV�YLVXDOL]HG�LQ�7DEOH������7KHQ�
DQ�HQFRGLQJ�LV�SHUIRUPHG�RQ�WKH�ODEHO�ZLWK���ZKLFK�UHSUHVHQWV�DQRPDO\�DQG���QRUPDO��
1RZ�WKH�GDWD�LV�UHDG\�WR�WHVW�WKH�0/�PRGHOV��

7DEOH� ���� EHORZ� VKRZV� WKH� GDWD� GLVWULEXWLRQ� RI� RXU� RXWSXW� RYHU� WKH� WZR� GDWDVHWV� DIWHU�
VHSDUDWLQJ�WKHP�LQWR�WUDLQLQJ�DQG�WHVW�GDWD��

7DEOH������'LVWULEXWLRQ�RI�RXWSXW�WR�WUDLQLQJ�DQG�WHVW�GDWD��

� /DEHO� 7UDLQLQJ�GDWD� 7HVWLQJ�GDWD�

,R7�1HWZRUN� $QRPDO\� ������� �������
1RUPDO� ������ �����

816:�1%��� $QRPDO\� ������ �����
1RUPDO� ������ ������

�

�����5HVXOWV�DQG�'LVFXVVLRQ�

,Q�WKLV�SDUW��ZH�ILUVW�SUHVHQW�WKH�HYDOXDWLRQ�PHWULFV�EHIRUH�JLYLQJ�WKH�UHVXOWV�RI�RXU�YDULRXV�
H[SHULPHQWV��2XU�PRGHOV�EDVHG�RQ�'HFLVLRQ�7UHH��5DQGRP�)RUHVW��$GDERRVW��.11�DQG�
QHXUDO� QHWZRUNV� DUH� HYDOXDWHG� LQ� ERWK� GDWDVHWV� DQG� HDFK� WLPH� ZLWK� ERWK� WUDLQLQJ� DQG�
YDOLGDWLRQ�GDWD��

�������(YDOXDWLRQ�0HWULFV�

,Q�WKLV�VHFWLRQ��ZH�ZLOO�ILUVW�SUHVHQW�WKH�PHWULFV�DQG�SDUDPHWHUV�RI�WKH�FRQIXVLRQ�PDWUL[�
WKDW�ZLOO�DOORZ�XV�WR�HYDOXDWH�RXU�GLIIHUHQW�PRGHOV��

���������&RQIXVLRQ�0DWUL[�

7KH� SHUIRUPDQFH� RI� D� 0DFKLQH� /HDUQLQJ� DOJRULWKP� LV� PDLQO\� EDVHG� RQ� WKH� DELOLW\� WR�
HIIHFWLYHO\�SUHGLFW�WKH�H[SHFWHG�UHVXOWV��$�FRQIXVLRQ�PDWUL[�RU�FRQWLQJHQF\�WDEOH�LV�D�WDEOH�
WKDW� YLVXDOL]HV� WKH� SHUIRUPDQFH� RI� D� WHVWHG� FODVVLILFDWLRQ� DOJRULWKP� DJDLQVW� WKH� DFWXDO�
FODVVLILFDWLRQ��,QGHHG��LW�UHSUHVHQWV�WKH�FRPSDULVRQ�RI�WKH�UHDO�YDOXHV�DQG�WKH�GLVWULEXWLRQ�
E\�FODVV�RI�WKH�FRUUHFW�DQG�LQFRUUHFW�SUHGLFWLRQV��(DFK�FROXPQ�RI�WKH�WDEOH�FRQWDLQV�D�FODVV�
SUHGLFWHG�E\�WKH�DOJRULWKP�DQG�WKH�URZV�RI�WKH�DFWXDO�FODVVHV��,Q�DGGLWLRQ��LW�DOORZV�XV�WR�
NQRZ�WKH�HUURUV�PDGH�DQG�HVSHFLDOO\�WKHLU�W\SH��

7KH�FRQIXVLRQ�PDWUL[�LV�FRPSRVHG�RI���WHUPLQRORJLFDO�YDOXHV�ZKLFK�DUH��

�� 73��7UXH�3RVLWLYHV���UHVXOW�ZKHUH�WKH�SUHGLFWLRQ�DQG�WKH�DFWXDO�YDOXH�DUH�SRVLWLYH��,W�
FRUUHVSRQGV�KHUH�WR�WKH�YDOXH�ZKHUH�WKH�DQRPDOLHV�DUH�FRUUHFWO\�SUHGLFWHG��
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�� 71��7UXH�1HJDWLYHV���UHVXOW�ZKHUH�WKH�SUHGLFWLRQ�DQG�WKH�DFWXDO�YDOXH�DUH�QHJDWLYH��
7KLV�LV�HTXLYDOHQW�WR�WKH�FDVH�ZKHUH�WKH�QRUPDO�GDWD�LV�FRUUHFWO\�SUHGLFWHG��

�� )3��)DOVH�3RVLWLYHV��� UHVXOW�ZKHUH� WKH�SUHGLFWLRQ� LV�SRVLWLYH�DQG� WKH�DFWXDO�YDOXH� LV�
QHJDWLYH��7KLV�LV�WKH�FDVH�ZKHUH�QRUPDO�GDWD�LV�FODVVLILHG�DV�DQRPDORXV��

�� )1��)DOVH�1HJDWLYHV���UHVXOW�ZKHUH�WKH�SUHGLFWLRQ�LV�QHJDWLYH�DQG�WKH�DFWXDO�YDOXH�LV�
SRVLWLYH��,W�GHILQHV�KHUH�WKH�FDVH�ZKHUH�WKH�DQRPDOLHV�DUH�FODVVLILHG�DV�QRUPDO��

���������0HWULFV�

7KH� FRQIXVLRQ� PDWUL[� DOORZV� XV� WR� FDOFXODWH� LQGLFDWRUV� RI� SHUIRUPDQFH� PHDVXUHV��
FDOOHG�PHWULFV��

3UHFLVLRQ��SHUFHQWDJH�RI�FRUUHFW�SUHGLFWLRQV�DPRQJ�SRVLWLYH�SUHGLFWLRQV��

�݊݋݅ݏ݅ܿ݁ݎܲ ൌ � ܶܲ
ܶܲ ൅ �ܲܨ

5HFDOO�6HQVLWLYLW\��5HFDOO���SHUFHQWDJH�RI�WUXH�SRVLWLYHV�FRUUHFWO\�LGHQWLILHG��

ܴ݈݈݁ܿܽ� ൌ � ܶܲ
ܶܲ ൅ �ܰܨ

$FFXUDF\��SHUFHQWDJH�RI�FRUUHFW�SUHGLFWLRQV�RQ�DOO�WKH�GDWD��

�ݕܿܽݎݑܿܿܣ ൌ � ܶܲ ൅ ܶܰ
ܶܲ ൅ ܶܰ ൅ ܲܨ ൅ �ܰܨ

)�6FRUH��SHUFHQWDJH�UHSUHVHQWLQJ�WKH�KDUPRQLF�PHDQ�RI�WKH�SUHFLVLRQ�DQG�UHFDOO�YDOXHV��
,W�SURYLGHV�XV�ZLWK�D�EDODQFH�EHWZHHQ�WKHVH�WZR�YDOXHV�WR�EHWWHU�HYDOXDWH�WKH�SHUIRUPDQFH�
RI�RXU�FODVVLILFDWLRQ��

�݁ݎ݋ͳܵܿܨ ൌ �ʹ כ ܴ݈݈݁ܿܽ� כ ݊݋݅ݏ݅ܿ݁ݎܲ�
ܴ݈݈݁ܿܽ ൅ �݊݋݅ݏ݅ܿ݁ݎܲ

�������$QDO\VLV�DQG�,QWHUSUHWDWLRQ�RI�5HVXOWV�

1RZ�� ZH� SURFHHG� WR� WKH� DQDO\VLV� DQG� HYDOXDWLRQ� RI� WKH� UHVXOWV�� VWDUWLQJ� ILUVW� ZLWK� WKH�
SUREOHP�RI�DQRPDO\�GHWHFWLRQ�EHIRUH�IRFXVLQJ�PRUH�SDUWLFXODUO\�RQ�WKH�LGHQWLILFDWLRQ�RI�
DWWDFNV�LQ�WKH�,R7�QHWZRUN��

���������$QRPDO\�'HWHFWLRQ�

:H�PRGHOHG�WKH�GDWD�XVLQJ�0DFKLQH�/HDUQLQJ�FODVVLILFDWLRQ�PRGHOV��)LUVW��WR�DGMXVW�RXU�
SUH�SURFHVVLQJ� ZH� FKRVH� D� EDVLF� PRGHO�� WKH� 'HFLVLRQ�7UHH�� 7KHQ�� DIWHU� DGMXVWLQJ� RXU�
'DWDVHW��ZH�WHVWHG�RWKHU�FODVVLILFDWLRQ�PRGHOV�VXFK�DV�5DQGRP�)RUHVW�DQG�$GD%RRVW��$OO�
WKHVH�PRGHOV�DUH�WHVWHG�ZLWK�RXU�WZR�GDWDVHWV�IURP�GLIIHUHQW�DSSOLFDWLRQ�GRPDLQV��
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�����������(YDOXDWLRQ�RI�'HFLVLRQ�7UHH�

7DEOH�����EHORZ�VKRZV�WKH�UHVXOW�RI�RXU�EDVLF�'HFLVLRQ�7UHH�PRGHO��

7KH�FRQIXVLRQ�PDWUL[�LQ�WKH�,R7�1HWZRUN�GDWDVHW��7DEOH������VKRZV�WKDW�RXW�RI��������
DQRPDOLHV��������DUH�LQGHHG�GHWHFWHG�DV�DQRPDOLHV�DQG�RQO\����DV�QRUPDO��,Q�WKH�VDPH�
ZD\��WKH�PRGHO�SURGXFHV�QRUPDO�WUDIILF��L�H���RXW�RI������QRUPDO�WUDIILF�������DUH�GHWHFWHG�
DV� QRUPDO� DQG� RQO\� ��� DV� DQRPDOLHV�� 7KH� VDPH� WUHQG� DOVR� HPHUJHV� ZLWK� WKH��
816:�1%��� GDWDVHW�� 7KXV�� LWV� FRQIXVLRQ�PDWUL[� VKRZV� WKDW� RXW� RI� ������ DQRPDOLHV��
������DUH�LQGHHG�GHWHFWHG�DV�DQRPDOLHV�DQG�����DV�QRUPDO��,Q�WKH�VDPH�ZD\��WKH�PRGHO�
SURGXFHV�QRUPDO�WUDIILF�PXFK�EHWWHU�EHFDXVH�RXW�RI���������QRUPDO�WUDIILF����������DUH�
GHWHFWHG�DV�QRUPDO�DQG�WKHUHIRUH�����DV�DQRPDOLHV��

7DEOH������0RGHOLQJ�UHVXOWV�ZLWK�'HFLVLRQ�7UHH�RQ�,R7�QHWZRUN�DQG�816:B1%�GDWDVHWV��

� 3UHFLVLRQ� 5HFDOO� )�BVFRUH� 6XSSRUW� &RQIXVLRQ�0DWUL[�
,R7�1HWZRUN

>>����������@��
>��������@@�

�� ����� ����� ����� �������
�� ����� ����� ����� �����

�
$FFXUDF\� � � ����� �������
0DFUR�DYJ� ����� ����� ����� �������

:HLJKWHG�DYJ� ����� ����� ����� �������
816:�1%��

>>�����������@��
>�����������@@�

�� ����� ����� ����� ������
�� ����� ����� ����� �������

�
$FFXUDF\� � � ����� �������
0DFUR�DYJ� ����� ����� ����� �������

:HLJKWHG�DYJ� ����� ����� ����� �������
�

7KH�UHVXOWV�VHHP�WR�VKRZ�SHUIHFW�SUHGLFWLRQ�ZLWK�������DFFXUDF\�DQG�������DFFXUDF\�
ZLWK�WKH�,R7�1HWZRUN�GDWDVHW��)RU�WKH�816:�1%���GDWDVHW��WKH�PRGHO�RIIHUV�D�VOLJKWO\�
ORZHU� DFFXUDF\� RI� ��� �� EXW� WKH� SHUIRUPDQFH� GLIIHUHQFH� UHPDLQV� UHODWLYHO\� VPDOO�� ,W�
SURYLGHV�JRRG�UHVXOWV�UHJDUGOHVV�RI�WKH�ILHOG�RI�DSSOLFDWLRQ��

+RZHYHU��\RX�KDYH�WR�PDNH�VXUH�WKDW�WKH�PRGHO�KDV�QRW�RYHUILW�DQG�VHH�KRZ�LW�ZLOO�EHKDYH�
ZLWK�QHZ�GDWD�WKDW�LW�KDV�QRW�VHHQ�GXULQJ�WKH�OHDUQLQJ�SKDVH��)RU�WKLV�ZH�DOVR�FRQGXFWHG�
WKH�WUDLQLQJ�ZLWK�YDOLGDWLRQ�GDWD��7KH�FXUYH�EHORZ��)LJ��������VKRZV�WKH�WUHQG�RI�WKH�VFRUH�
ZLWK�WKH�WUDLQLQJ�GDWD�DQG�ZLWK�WKH�YDOLGDWLRQ�GDWD�RQ�WKH�WZR�GDWDVHWV��

7KHUH�LV�D�JDS�EHWZHHQ�WKH�YDOLGDWLRQ�GDWD�DQG�WKH�WUDLQLQJ�GDWD��HVSHFLDOO\�ZLWK�WKH�,R7���

1HWZRUN�GDWDVHW��ZKLFK�PHDQV�WKDW�DQ�LPSURYHPHQW�FDQ�DOZD\V�EH�PDGH��7KXV��WR�GR�WKLV�
ZH�FDQ�IXUWKHU�DGMXVW�RXU�SUH�SURFHVVLQJ��)RU�WKLV�ZH�ORRNHG�DW�ZKDW�DUH�WKH�PRVW�LPSRUWDQW�
IHDWXUHV�LQ�WKH�SUHGLFWLRQ�ZLWK�WKLV�EDVLF�PRGHO��)LJV�������DQG������VKRZ��IRU�HDFK�GDWDVHW��
WKH�OHYHO�RI�LPSRUWDQFH�LQ�WKH�SUHGLFWLRQ�RI�HDFK�IHDWXUH��



Advances in Networks, Security and Communications, Vol. 3 

����

�

)LJ��������0RGHOLQJ�UHVXOWV�ZLWK�'HFLVLRQ�7UHH�RQ�WKH�WZR�GDWDVHWV��

�

)LJ��������(YDOXDWLRQ�RI�LPSRUWDQW�FKDUDFWHULVWLFV�XVHG�E\�'HFLVLRQ�7UHH��,R7�1HWZRUN���

7KH�ILUVW�KLVWRJUDP��)LJ��������VKRZV�XV�WKDW�WKH�PRVW�LPSRUWDQW�FKDUDFWHULVWLFV�RI�WKH�,R7�
1HWZRUN�GDWDVHW�DUH� WKH� VRXUFH�DGGUHVVHV��GHVWLQDWLRQ�DGGUHVVHV�� WKH� IORZ�GXUDWLRQ�DQG�
RWKHUV�ZLWK�D� VOLJKWO\� ORZ� UDWH��7KLV�PHDQV� WKDW�ZH� FDQ� VWLOO� DGMXVW� DQG�GHOHWH� WKH� OHVV�
LPSRUWDQW�IHDWXUHV�DQG�WHVW�WKH�PRGHOV�ZLWK�WKH�PRVW�LPSRUWDQW�IHDWXUHV��,Q�WKH�VDPH�ZD\��
ZLWK�WKH�816:�1%���GDWDVHW��)LJ���������WKH�PRVW�LPSRUWDQW�IHDWXUHV�DUH�WKH�DYHUDJH�RI�
WKH�SDFNHWV��IURP�WKH�VRXUFH�DQG�WKH�GHVWLQDWLRQ���WKH�VRXUFH�DQG�GHVWLQDWLRQ�SRUWV��WKH�VL]H�
LQ�E\WH�RI�WKH�VRXUFH�DQG�GHVWLQDWLRQ�SDFNHWV�DQG�WKH�GZHOO�WLPH��LQWHU�DUULYDO�RI�SDFNHWV�
IURP�VRXUFH�DQG�GHVWLQDWLRQ���

�����������(YDOXDWLRQ�RI�5DQGRP�)RUHVW�DQG�$GDERRVW�0RGHOV�

6HYHUDO�FODVVLILFDWLRQ�PRGHOV�ZHUH�WHVWHG��5DQGRP�)RUHVW��690��.11��DQG�$GDERRVW��
+RZHYHU��5DQGRP�)RUHVW�DQG�$GD%RRVW�RIIHU�WKH�EHVW�UHVXOWV��:H��WKHUHIRUH�YLVXDOL]H�DQG�
DQDO\]H�WKHVH�WZR�PRGHOV��

7R�PRGHO�WKHVH�WZR�PRGHOV��ZH�XVHG�WKH����FKDUDFWHULVWLFV�FRPPRQ�WR�WKH�WZR�GDWDVHWV��
7KH�UHVXOWV�DUH�VKRZQ�LQ�7DEOHV������5DQGRP�)RUHVW��DQG������$GDERRVW���
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�
)LJ��������(YDOXDWLRQ�RI�LPSRUWDQW�FKDUDFWHULVWLFV�XVHG�E\�'HFLVLRQ�7UHH��816:B1%���

7DEOH������0RGHOLQJ�UHVXOWV�ZLWK�5DQGRP�)RUHVW��

� 3UHFLVLRQ� 5HFDOO� )�BVFRUH� 6XSSRUW� &RQIXVLRQ�PDWUL[�
,R7�1HWZRUN�
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$FFRUGLQJ� WR� WKH� UHVXOWV�REVHUYHG� LQ� WKH� WDEOHV�DERYH�� WKH�5DQGRP�)RUHVW�RIIHUV�PRUH�
SHUIRUPDQFH�RQ�ERWK�GDWDVHWV��I�BVFRUH�RI�������,R7�1HWZRUN�DQG������816:�1%����
FRPSDUHG�WR�$GD%RRVW��I�BVFRUH�RI������,R7�1HWZRUN�DQG������816:�1%�����

+RZHYHU��WR�EH�VXUH�RI�WKH�UHVXOWV�ZH�ORRNHG�DW�WKHLU�EHKDYLRU�ZLWK�UHVSHFW�WR�WKH�QHZ�GDWD�
E\�YLVXDOL]LQJ�WKH�VFRUHV�DFFRUGLQJ�WR�WKH�WUDLQLQJ�DQG�YDOLGDWLRQ�VDPSOHV��7KXV��WKH�UHVXOWV�
VKRZ�WKDW�$GD%RRVW�LV�SUHIHUDEOH�VLQFH�LW�EHKDYHV�EHWWHU�ZLWK�QHZ�GDWD��)LJ���������)RU�
WKH�5DQGRP�)RUHVW��WKH�YDOLGDWLRQ�FXUYH�LV�IDU�IURP�WKDW�RI�OHDUQLQJ��HVSHFLDOO\�IRU�WKH�,R7�
1HWZRUN��LQ�UHG���ZKLFK�LQGLFDWHV�D�WHQGHQF\�RI�RYHUILWWLQJ��)LJ���������

�

)LJ��������0RGHOLQJ�UHVXOWV�ZLWK�$GDERRVW�RQ�WKH�WZR�GDWDVHWV��

�

)LJ��������0RGHOLQJ�UHVXOWV�ZLWK�5DQGRP�)RUHVW�RQ�WKH�WZR�GDWDVHWV��

,Q�WKH�IROORZLQJ��ZH�ZLOO�GHYHORS�D�QHXUDO�QHWZRUN�PRGHO�DQG�FRPSDUH�LWV�SHUIRUPDQFH�
ZLWK�WKH�EHVW�PRGHO�ZH�KDYH�LQ�WKH�ILUVW�VWHS��L�H���WKH�$GD%RRVW��
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�����������(YDOXDWLRQ�RI�5HVXOWV�ZLWK�1HXUDO�1HWZRUNV�

7KH�QHXUDO�QHWZRUN�ZH�GHVLJQHG�LV�D�FODVVLILFDWLRQ�QHXUDO�QHWZRUN�ZKLFK�LV�FRPSRVHG�RI�
��OD\HUV�ZLWK���KLGGHQ�OD\HUV��DQ�LQSXW�OD\HU�RI����IHDWXUHV�DQG�DQ�RXWSXW�OD\HU��2Q�WKH�
RXWSXW� OD\HU�ZH�XVHG�6LJPRLG�DV�DQ�DFWLYDWLRQ�IXQFWLRQ�DQG�5H/X�IRU� WKH�RWKHU� OD\HUV��
7DEOH�����JLYHV�WKH�VXPPDU\�RI�WKH�GLIIHUHQW�OD\HUV��$IWHU�HDFK�OD\HU�ZH�DGGHG�D�OD\HU��
RI�'URSRXW��

7DEOH�������6XPPDU\�RI�WKH�FRPSRVLWLRQ�RI�WKH�QHXUDO�QHWZRUN�PRGHO�RQ�WKH�WZR�GDWDVHWV��

0RGHO��©VHTXHQWLDOB�ª�
/D\HU��W\SH�� 2XWSXW�6KDSH� 3DUDP���

GHQVHB���'HQVH�� �1RQH������ ����
GURSRXWB���'URSRXW�� �1RQH������ ��

GHQVHB���'HQVH�� ��1RQH������ ����
GURSRXWB���'URSRXW�� �1RQH������ ��

GHQVHB���'HQVH�� ��1RQH����� ���
7RWDO�SDUDPV������

7UDLQDEOH�SDUDPV������
1RQ�WUDLQDEOH�SDUDPV����

�

:H� UXQ� WKH� PRGHO� RYHU� ���� HSRFKV� DQG� YLVXDOL]H� WKH� HUURU� DQG� DFFXUDF\� RQ� ERWK� WKH�
WUDLQLQJ�GDWD�DQG�WKH�YDOLGDWLRQ�GDWD��)RU�ERWK�GDWDVHWV��WKH�UHVXOW�VKRZV�WKDW�WKH�PRGHO�
GRHV�QRW�RYHUILW�DQG�VWDUWV�WR�KDYH�VWDEOH�YDOXHV�IURP�WKH���WK�HSRFK��7KH�EHVW�FRPSURPLVH�
RI�WKH�PRGHO�WKDW�ZH�FDQ�WKXV�KDYH�IURP�WKLV�HSRFK��

7KLV�PRGHO�RIIHUV�YHU\�JRRG�DFFXUDF\��)LJ���������,R7�1HWZRUN�a�����DQG�816:�1%���
a��� ��� :KLFK� LV� PRUH� WKDQ� HQRXJK� IRU� VDWLVIDFWRU\� DQRPDO\� GHWHFWLRQ�� +RZHYHU��
DFFRUGLQJ�WR�WKH�SUHYLRXV�UHVXOWV��WKH�$GD%RRVW�RIIHUV�WKH�EHVW�SHUIRUPDQFH�ZLWK������IRU�
,R7�1HWZRUN�DQG������IRU�816:�1%���ZLWKRXW�RYHUILWWLQJ��

�

)LJ��������1HXUDO�QHWZRUN�SHUIRUPDQFH�DJDLQVW�WUDLQLQJ�DQG�YDOLGDWLRQ�GDWD��
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7DEOHV������DQG������SUHVHQW� WKH� VXPPDU\�RI� WKH�SHUIRUPDQFHV�RI� WKH�PRGHOV� WKDW�ZH�
WHVWHG� RQ� UHVSHFWLYHO\� WKH� ,R7� 1HWZRUN� GDWDVHW� DQG� WKH� 816:�1%��� GDWDVHW� IRU� WKH�
GHWHFWLRQ�RI�DQRPDOLHV��

7DEOH�������$QRPDO\�GHWHFWLRQ�PRGHO�SHUIRUPDQFH�VXPPDU\��,R7�1HWZRUN���

0RGHOV� 3UHFLVLRQ� $FFXUDF\� 5LVN�RI�2YHUILWWLQJ�
'HFLVLRQ�7UHH� ���� ���� 0HGLXP�
5DQGRP�)RUHVW� ���� ���� 0HGLXP�
$GD%RRVW� ���� ���� 9HU\�ORZ�
1HXUDO�1HWZRUN� � ��� 9HU\�ORZ�

7DEOH�������$QRPDO\�'HWHFWLRQ�0RGHO�3HUIRUPDQFH�6XPPDU\��816:B1%���

0RGHOV� 3UHFLVLRQ� $FFXUDF\� 5LVN�RI�2YHUILWWLQJ�
'HFLVLRQ�7UHH� ��� ���� 0HGLXP�
5DQGRP�)RUHVW� ��� ���� 0HGLXP�
$GD%RRVW� ��� ��� 9HU\�ORZ�
1HXUDO�1HWZRUN� � ��� 9HU\�ORZ�

���������,GHQWLILFDWLRQ�RI�$WWDFNV�

,Q�WKLV�SDUW�ZH�ZLOO�DGRSW�WKH�VDPH�DSSURDFK�DV�LQ�WKH�SUHYLRXV�VHFWLRQ�EXW�WKLV�WLPH��LQVWHDG�
RI�VLPSO\�GHWHFWLQJ� WKH�SUHVHQFH�RU�DEVHQFH�RI�DQRPDOLHV��ZH�ZLOO� LGHQWLI\� WKH� W\SH�RI�
DWWDFN�E\�FDUU\LQJ�RXW�D�PXOWLFODVV�FODVVLILFDWLRQ��

:H�ZLOO� DOVR�ZRUN�RQ� WKH� VDPH� ILHOGV� RI� DSSOLFDWLRQ� DV� EHIRUH��:H�ZLOO� XVH� WKH� VDPH�
GDWDVHWV�EXW�ZH�ZLOO�FKDQJH�WKH�RXWSXW�YDULDEOH�ZKLFK�LV�QRZ�WKH�DWWDFN�FDWHJRU\�ZKRVH�
HQFRGLQJV�LQ�QXPHULFDO�YDOXHV�DUH�JLYHQ�LQ�7DEOHV������DQG�������7KH�ODWWHU�KDV���FODVVHV�
IRU�WKH�,R7�1HWZRUN�DQG���FODVVHV�IRU�WKH�816:�1%����

$V�LQ�WKH�SUHYLRXV�VHFWLRQ��ZH�ZLOO�XVH�WKH�'HFLVLRQ�7UHH�PRGHO�DV�D�EDVHOLQH�WR�GR�WKH�
SUH�SURFHVVLQJ�DQG�DGMXVW�RXU�GDWDVHW��

7DEOH�������(QFRGH�RI�WKH�,R7�'DWDVHW�RXWSXW�YDULDEOH��

$WWDFN� 'RV� 0,70�$53�6SRRILQJ� 0LUD� 6FDQ�

&RGH� �� �� �� ��

7DEOH�������(QFRGH�RI�WKH�816:B1%�'DWDVHW�RXWSXW�YDULDEOH��

$WWDFN� $QDO\VLV� %DFNGRRUV� 'R6� ([SORLWV� )X]]LQJ� *HQHULF� 5HFRQQDLVVDQFH 6KHOOFRGH� ZRUPV�

&RGH� �� �� �� �� �� �� �� �� ��
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�����������,GHQWLILFDWLRQ�RI�$WWDFNV�E\�D�0RGHO�%DVHG�RQ�'HFLVLRQ�7UHH�

7KH�UHVXOWV�VHHP�WR�VKRZ�QHDU�SHUIHFW�SUHGLFWLRQ�IRU�WKH�,R7�1HWZRUN�GDWDVHW�ZLWK������
DFFXUDF\� DQG� ���� �� DFFXUDF\� ZKLOH� ZLWK� WKH� 816:�1%��� GDWDVHW� WKH\� VKRZ� ��� ��
DFFXUDF\�DQG������DFFXUDF\��7KH�816:�1%���GDWDVHW�RIIHUV�OHVV�SHUIRUPDQFH��ZKLFK�
FDQ�EH�H[SODLQHG�E\�WKH�IDFW�WKDW�LW�FRQWDLQV�PRUH�DWWDFN�W\SH�WKDQ�WKH�,R7�1HWZRUN�GDWDVHW��
,QGHHG��WKH�PRUH�W\SH�RI�DWWDFN�WKHUH�LV��WKH�JUHDWHU�WKH�SUREDELOLW\�RI�KDYLQJ�DWWDFNV�ZLWK�
VLPLODU� VLJQDWXUHV�� ,W� LV� D� SKHQRPHQRQ� WKDW� ZH� REVHUYH� RQ� WKH� FRQIXVLRQ� PDWUL[� WKDW�
$QDO\VLV��%DFNGRRUV�DQG�'R6�DWWDFNV�DUH�FODVVLILHG�DW�PRUH�WKDQ������DV�EHLQJ�([SORLWV��
7KLV�PHDQV� WKDW� WKH�PRGHO�QHYHU�FODVVLILHV�QRUPDO� WUDIILF�DV�DQ�DWWDFN��ZKLFK�LV�D�YHU\�
JRRG� WKLQJ��7KLV�FDQ�EH�H[SODLQHG�E\� WKH� IDFW� WKDW� WKHVH�DWWDFNV�KDYH�DOPRVW� WKH� VDPH�
VLJQDWXUHV��WKH\�DOO�H[SORLW�D�IDXOW�LQ�WKH�QHWZRUN��

7DEOH������EHORZ�VKRZV�WKH�UHVXOW�RI�RXU�EDVLF�PRGHO��'HFLVLRQ�7UHH��

7R�FRQILUP�WKHVH�UHVXOWV�RI�RXU�EDVHOLQH��ZH�ZLOO�DSSO\�WKH�UDQGRP�IRUHVW�DQG�WKH�.11�DV�
EHIRUH��7R�EH�VXUH�WKDW�WKH�UHVXOWV�RI�WKLV�EDVHOLQH�DUH�VROLG��ZH�ZLOO�H[DPLQH�LI�KH�GLG�QRW�
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�����������,GHQWLILFDWLRQ�RI�$WWDFNV�E\�D�0RGHO�%DVHG�RQ�1HXUDO�1HWZRUN�

:H� KDYH� GHVLJQHG� WZR� PXOWLFODVV� FODVVLILFDWLRQ� QHXUDO� QHWZRUN� PRGHOV� WKDW� ZH� ZLOO�
FRPSDUH� ZLWK� WKH� 5DQGRP� )RUHVW� UHVSHFWLYHO\� IRU� WKH� ,R7� 1HWZRUN� GDWDVHW� DQG� WKH�
816:�1%��� GDWDVHW�� 7KH� IROORZLQJ� WDEOHV� �7DEOHV� ������ ������ VXPPDUL]H� WKH�
FRPSRVLWLRQ�LQ�WHUPV�RI�WKH�OD\HUV�RI�WKH�WZR�PRGHOV��,Q�ERWK�PRGHOV��ZH�XVHG�6RIWPD[�
DV�WKH�DFWLYDWLRQ�IXQFWLRQ�DW�WKH�RXWSXW�OD\HU�DQG�5H/X�IRU�WKH�RWKHU�OD\HUV��

)LJ�� ����� VKRZV� WKH� UHVXOW� RI� WKH� WZR� PRGHOV� IRU� WKH� WZR� GDWDVHWV� �,R7� 1HWZRUN� DQG�
816:�1%����UHSUHVHQWLQJ�WKH�DFFXUDF\�DQG�WKH�HUURU�RQ�WKH�WUDLQLQJ�DQG�YDOLGDWLRQ�GDWD�
RYHU�����HSRFKV��
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7KH�UHVXOWV�VKRZ�YHU\�JRRG�SHUIRUPDQFH�ZLWK�DQ�DFFXUDF\�RI������IRU�WKH�,R7�1HWZRUN�
GDWDVHW� DQG������ IRU� WKH�816:�1%���GDWDVHW� EHWZHHQ� WKH� HSRFKV�ZKHUH� WKH�PRGHOV�
EHJLQ�WR�EH�VWDEOH��L�H���EHWZHHQ����DQG�����0RUHRYHU��IRU�ERWK�PRGHOV�WKH�YDOLGDWLRQ�DQG�
WUDLQLQJ�FXUYHV�DUH�DOPRVW� VXSHULPSRVHG�ZKLFK�PHDQV� WKDW� WKH\�EHKDYH�ZHOO�ZLWK�QHZ�
GDWD��&RPSDUHG�WR�WKH�5DQGRP�)RUHVW��ZKLFK�ZH�KDG�DV�WKH�EHVW�PRGHO�ZLWK�������,R7�
1HWZRUN�DQG������816:�1%����WKLV�RQH�VWLOO�KDV�WKH�EHVW�SHUIRUPDQFH��

7KH�WZR�IROORZLQJ�WDEOHV��7DEOHV�������������JLYH�WKH�VXPPDU\�RI�WKH�SHUIRUPDQFH�RI�WKH�
PRGHOV�WKDW�ZH�WHVWHG�RQ�WKH�WZR�GDWDVHWV�IRU�WKH�LGHQWLILFDWLRQ�RI�DWWDFNV��

�����&RQFOXVLRQ�

,Q�WKLV�FKDSWHU��ZH�KDYH�GHWDLOHG��DQDO\]HG�DQG�GLVFXVVHG�WKH�LPSOHPHQWDWLRQ�RI�VHYHUDO�
$,�FODVVLILFDWLRQ�PRGHOV�IRU�DQRPDO\�GHWHFWLRQ�DQG�DWWDFN�LGHQWLILFDWLRQ�LQ�,R7�QHWZRUNV��
:H�KDYH�XVHG�WZR�GLIIHUHQW�GDWDVHWV�WR�DVVHVV�WKH�SHUIRUPDQFH�RI�RXU�PRGHOV��D�GDWDVHW�
ZLWK�PRUH�DQRPDOLHV�WKDQ�QRUPDO�WUDIILF��,R7�1HWZRUN�LQWUXVLRQ��DQG�DQRWKHU�RQH�ZLWK�
PRUH�QRUPDO�WUDIILF�WKDQ�DQRPDOLHV��816:�1%�����

)RU�DQRPDO\�GHWHFWLRQ�� IRXU�ELQDU\�FODVVLILFDWLRQ�PRGHOV�ZHUH�VWXGLHG��D�GHFLVLRQ� WUHH��
UDQGRP�IRUHVW��$GD%RRVW�DQG�DQ�DUWLILFLDO�QHXUDO�QHWZRUN��$GD%RRVW�LV�FKRVHQ�DV�D�PRGHO�
EHFDXVH�LW�RIIHUV�EHWWHU�SHUIRUPDQFH�LQ�ERWK�DSSOLFDWLRQ�GRPDLQV�HYHQ�WKRXJK�WKH�QHXUDO�
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)RUHVW�RIIHUV�WKH�EHVW�SHUIRUPDQFH�ZLWK�DQ�DFFXUDF\�RI�������IRU�WKH�,R7�1HWZRUN�GDWDVHW�
DQG������IRU�WKH�816:�1%���GDWDVHW��

,Q�SHUVSHFWLYH��WKHVH�PRGHOV�FRXOG�EH�LPSURYHG�VR�WKDW�WKH\�SURGXFH�EHWWHU�SHUIRUPDQFH�
E\�DGMXVWLQJ�WKHLU�K\SHUSDUDPHWHUV��,W
V�LQWHUHVWLQJ�EXW�LPSHUDWLYH�ZRUN�WR�ILQG�WKH�RSWLPDO�
K\SHUSDUDPHWHUV�IRU�HDFK�PRGHO�VR�WKDW�LW�SURYLGHV�WKH�EHVW�UHVXOWV��7KLV�ZRUN�UHTXLUHV�D�
ORW�RI�WLPH�DQG�UHVRXUFHV�LQ�WHUPV�RI�FDOFXODWLRQ��HVSHFLDOO\�IRU�YROXPLQRXV�GDWD��
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